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» Multi-LAN
VLAN
TRUNK
VTP

» ACL
» Port Channel

» Routing
» InterVLAN Routing
» Static Routing

» Homework



Recall — Packet Routing
» Inner (V)LAN

Destination IP in the same subnet ( according to subnet mask
No GW needed

First broadcast (ARP) packets in switch

» Inter (V)LAN
“Routing”
GW (Router / Core Switch / AP etc.) needed
GW must have |IP on both src and dst subnet
Default gateway : Last usable IP in the subnet

» Must check both dir. in duplex transmission !!



Example
» 140.112.91.1/23 «<140.112.90.1/24

— :inner LAN, broadcast, no gateway needed.
« :inter LAN, need to pass gateway of 140.112.90.1/24 device

» How aboutVLAN ??

Same VLAN, same subnet (inner) : no GW, common.
Same VLAN, different subnet (inter) : GW needed, GW must
have multiple IP in same VLAN, valid but need careful settings.

Different VLAN, same subnet (inner) : not valid, since no GW
means no routing among VLAN.

Different VLAN, different subnet (inter) : GW needed,
common.



192.168.0.0 192.168.1.0 192.168.2.0
subnet subnet subnet




Multi-LAN - VLAN




Multi-LAN - VLAN

» Switch(config)#vlan “vlan-id”
T Hrvlan

» Switch(config-vlanid)#name “vlan-name”
R R Y viand 24

» Switch(config)#interface fastethernet O/ |
#E A\ Bl —interfacesZ EIE 2\

» Switchport mode access

» Switchport access vlan “vlan-id”



Multi-LAN - Trunk
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Multi-LAN - Trunk

» switchport trunk encapsulation dotlq (optional, needed
on some device)

5 7E TrunkE 28 Bdot | gfFE =

» switchport mode trunk
15 72 Switch Port 2 Trunk Port

» switchport trunk allowed vlan “Vlan- ID”
JLETHRFEVLAN IDHT & 8% Trunk Port



Multi-LAN - VTP

» VLAN Trunking Protocol (VTP)
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Multi-LAN - VTP

» Switch(config)#vtp mode server/client/transpartent

2 E VTP
» Switch(config)#vtp domain “Domain Name”

22 EVTP Domains471g » DomainfH [E]HY A4 = #E1 TVLANAY [E 25
» Switch#show vtp status

HUREHHIVTPIRER




Port Channel

» FIHSEEE RS H R _ a0 f—(E
» WEIARE
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Port Channel




Port Channel

2.

v

Switch(config)#interface range fastethernet 0/1 — 4

18 E ZAF Fy[5]—GroupHyPort
Switch(config-if-range)#shutdown

Ryt IR EE AR o AT N Port Channelfij5t Kt Port[2Ff]
Switch(config-if-range)#channel-group “Channel-Group ID” mode active/passive

Channel-Group/& 17 #E2< Al{sE FHAYID
Active : F&j7E 77 Port-Channel

Passive : & iZliiSwitch fFyActiveilll B 3K Z 17 Port-ChannellF 4 & Z 17
Show etherchannel summary
% & Port-Channeli{RFE

¥fPort Channel#E1 TE% 1E
Switch(config)#interface port-channel “Channel-Group ID”



ACL

Switch(config)#ip access-list extended/standard “Policy ID or
Policy Name”

Extended : &faE& EMERE - HAYIPLL K A5 FH 2~
Layer4{i} & M ES I EFEH &
Standard : {EfgEEERY HAYHIPEE -

Switch(config-ext-nacl)#permit/deny tcp/udp “Source
Address” “Wildcard Bits” “Dest Address” “Wildcard Bits” eq
“Port Number”

Switch(config)#interface fastethernet “Port ID”

Switch(config-if)#no switchport

Switch(config-if)#ip access-group “Policy Name or Policy ID”
infout



InterVLAN RO’I})%Q%%%24 192.168.1.0/24 192.168.2.0/24

subnet subnet subnet

g

I ===
| | —

1M igmps




InterVLAN Ro%tng4 192.168.1.0/24 192.168.2.0

GW:192.168.0.2545W:192.168.1.2545W:192.168.2.254

HR
VLANIG:192.168.0254 VLAN 10 VLAN 11 VLAN 12

VLANI1:192.168.1.254
VLANI12:192.168.2.254



InterVLAN Routmg
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Static Routing

ip route 10.1.1.0 255.255.255.0 gw 172.16.1.2
ip route 10.1.2.0 255.255.255.0 gw 172.16.1.2

ip route 192.168.1.0 255.255.255.0 gw 172.16.1.2
ip route 192.168.2.0 255.255.255.0 gw 172.16.1.2
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Homework
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Homework

VLAN
- Vlan 91

- Name: NASA-Project

- HsinMu-1, ptt.cc, BadGuy, and Intel Server under this Vlan
- Vlan 100

- Name: X-Project

- Prof. X-1 under this Vlan
VTP
- vtp domain : NTU

- Server mode :NTU-CC

- Client mode :CSIE and EE



Homework

ACL
- Deny icmp request from BadGuy in appropriate device
Connectify test:

- HsinMu-1 can ping Intel Server ( Inner-Vlan ), Prof. X-1 and HsinMu-Home

(Inter-Vlan).

(Hint : netmask of some PCs and NTU-CC need to be configured in order

to do this.)
(Hint : type 'ip routing' in NTU-CC(config)# to enable routing.)

- BadGuy cannot ping HsinMu-Home



