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Abstract

Distributed Denial of Service (DDoS) attacks continue to threaten the Internet in recent
years. For example, the Mirai [oT botnet launched an unprecedented 620Gbit/s DDoS attack in
2016, and a DDoS threat was made to several brokerages in Taiwan by a self-proclaimed group
of cybercriminal calling themselves Armada Collective in 2017. Besides, new DDoS attack
methods appeared and rendered existing defenses ineffective. A blatant example is the China's
Great Cannon first observed in 2015. By injecting malicious JavaScript in the web browsers of
unwitting users, this attack caused thousands of HTTP requests per second to victim sites and
can easily scale up the attack volume because of its special attack method. Because such

browser-based DDoS attacks exhibit several distinct features compared to previous DDoS
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attacks, we argue that a systematic investigation of traditional DDoS mitigation techniques
against browser-based DDoS attacks is needed. Hence, in this survey paper, we introduce
browser-based DDoS attacks and examine potential mitigation techniques against such attacks.
The aim of this survey is to gain insights into current research on the defense of this attack by
analyzing their effectiveness. This survey also discusses various technical challenges that need

to be addressed and provides recommendations for future research directions.
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. function HitTarget () {
varimage = document . createElement ("img");
image .src = " http :// www.B.com/img.jpg";
4 image .id = " image ";
5 document . getElementsByTagName (" head ")[0].

appendChild( image );

N

w

5}
7 setInterval( HitTarget () , 100) ;
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