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ARTICLE INFO ABSTRACT

Communicated by Nikos Paragios Anomaly detection is an important task in many real-world applications, such as within cybersecurity and
surveillance. As with most data these days, the size and dimensionality of the data within these fields are
constantly growing, which makes it essential to develop an approach that can both accurately and efficiently
identify anomalies within these datasets. In this paper, we address the problem of one-class anomaly detection,
where after training on a singular class, we try to determine whether or not inputs belong to that said class.
Most of the currently existing methods have limitations in which the criterion of the novel class relies solely
on the reconstruction error term. We attempt to break away from this restriction by proposing the use of an
autoencoder network with a normalization term. We pair this with an additive novelty scoring module during
the training procedure as a way to determine the difference between a given image and our determined normal
class, therefore improving the efficiency of our model. We evaluate our model on MNIST, CIFAR-10, and
Fashion-MNIST, three popular datasets for image classification, and compare the results against other various
state-of-the-art models to determine the efficacy of our efforts. Our model not only outperforms the existing
methods, but it also gives us a narrower range of AUCs for the tested classes, suggesting a stark improvement
in both accuracy and precision. Moreover, we discover that introducing this “Novelty Normalization” concept
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into our model allows us to expand its usage into multiclass scenarios without a steep drop in accuracy.

1. Introduction

One-class anomaly detection (Ruff et al., 2018) is a branch of
anomaly detection (Chandola et al., 2009). Its objective is to determine
whether or not an instance belongs to a predetermined singular “nor-
mal” class. The main challenge this task presents is that samples of the
normal class are the only instances the training procedure can see. For
example, if the dataset consists of images of digits, the model will only
get to train on a single digit. During the inference stage, the model is
expected to predict a lower (novelty) score for the normal class and a
higher score for the other “anomalous” classes.

A unique characteristic of anomaly detection is the difficulty of
modeling the distribution of anomalous data, which often exist in
limited quantities or even are unavailable for training. On the other
hand, the class of normal data is generally more well-defined and
such samples are abundant in practical applications of interest. We
thus consider casting the targeted problem as a one-class formulation
where only samples of the normal category are provided for train-
ing the machine learning model to perform out-of-distribution (OOD)
detection.

One-class anomaly detection is commonly seen in applications to
cybersecurity (Ten et al.,, 2011) and surveillance (Maiorano and Pet-
rosino, 2016). Intrusion and fraud detection relies on anomaly detec-
tion to ensure network and information security. Anomaly detection
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is also used to recognize suspicious behavior on cameras, GPS, and
even heat sensors. Given these high-risk applications, it is necessary
to develop a system that can carry out the detection task as accurately
and precisely as possible.

There are many works that tackle one-class anomaly detection.
The paper’s concept is visualized in Fig. 1. Classical approaches like
One-Class SVM (Scholkopf et al., 2001) and Kernel Density Estimation
(KDE) (Bishop, 2006) seek the latent representation for the given class
to obtain tolerable performances. However, they often fail due to the
high dimensionality of the problem. For this reason, Hadsell et al.
(2006) proposes a form of dimensionality reduction where the resulting
mapping relies on the neighborhood and disregards any of the distance
measurements in the input space. Other papers, such as (Pidhorskyi
et al., 2018), addresses this representation learning perspective task. In
recent years, autoencoder-based methods have become commonplace
in one-class anomaly detection problems (Kingma and Welling, 2013;
Abati et al., 2019).

We choose to consider this problem from a more intuitive per-
spective. People have the ability to label seemingly abnormal objects
without utilizing object reconstruction techniques. For example, when
someone sees the fuselage of a plane, we do not have to revisualize it
with the wings attached to know that it is a plane. In this paper, we
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Fig. 1. The overall concept of this paper. Given a batch of images x, we train an
autoencoder that learns how to produce the reconstructed images x. We not only rely on
the reconstruction error, but we also incorporate the novelty score from our proposed
module. The normalization module normalizes the input through batch dimension and
outputs the prediction. @ indicates element-wise addition.

extend to combine the existing object reconstruction error term with
our own architecture when detecting objects as a way to better mimic
natural tendencies in the human decision-making process.

To accomplish this, we begin by arguing that only utilizing the
reconstruction error to measure the novelty is insufficient. As such, we
propose the use of an additive novelty scoring (NS) module that is de-
signed to work in conjunction with the preexisting reconstruction-based
methods.

We then move on to address one-class anomaly detection. Many
former works utilize a min-max scaling strategy that takes the scores
obtained from the model and maps it onto a [0, 1] scale. The scaled
score, as well as the ground truth label, are used to compute the
AUC during the testing stage. We adopt this strategy but choose to
implement it within the model that is located inside the normalization
module. The effectiveness of this module appears in our ablation study
below.

Lastly, we evaluate our model using the MNIST, CIFAR-10 and
Fashion-MNIST. We conclude that it outperforms the existing state-of-
the-art models, and this improvement is especially significant when
comparing test results on the CIFAR-10. The main contributions of our
method are characterized as follows.

» We propose an additive module for novelty scoring that aims to
complement reconstruction-based methods. We argue that using
reconstruction error alone to measure the anomaly is not enough.
Contrarily, the model is intuitively expected to have the capability
to determine the normality directly like human perception.

We introduce a normalization term to accomplish conclusive pre-
dictions that associate the novelty score with the reconstruction
error. Particularly, we adopt min-max scaling strategy through
the batch dimension and map the output scores to be within the
target range.

We present comprehensive experiments and compare our ap-
proach to several state-of-the-art methods for one-class anomaly
detection. Furthermore, we extend the method into a multi-class
setting to demonstrate model versatility.

2. Related work
2.1. Unsupervised learning and anomaly detection

Unsupervised learning (Barlow, 1989) is a type of machine learning
that does not use labels as a part of the training process. Some well-
known methods, such as Principal Component Analysis (PCA) and
clustering, are used in unsupervised learning to determine the a priori
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probability distribution. The relation between unsupervised learning
and anomaly detection is inseparable. For example, KDE (Bishop, 2006)
utilizes PCA for one-class anomaly detection. Amer et al. (2013), Li
et al. (2003), Wang et al. (2016) proposed some modifications to make
one-class SVM (OCSVM) (Scholkopf et al., 2001) more appropriate for
anomaly detection. Other works like (Eskin et al., 2002) have proposed
ways to tackle unsupervised anomaly detection by using a geometric
framework. There are two general types of input data for anomaly
detection: sequential (e.g.audio, video and protein sequences) and non-
sequential (e.g.image and signal) (Chalapathy and Chawla, 2019). We
particularly address non-sequential data in this paper.

2.2. Kernel-based one-class anomaly detection

The overall objective of one-class anomaly detection is to differ-
entiate between samples that belong to a defined normal class and
the anomalous class (Ruff et al., 2018). In the one-class situation, the
normal class contains all of the samples of a singular label, with the
anomalous class containing the rest of the samples. We use two kernel-
based one-class anomaly detection models, OCSVM and KDE, to help
compare our results. KDE is one of the earliest implementations of
one-class novelty detection. The model uses PCA to determine which
subspace best represents the provided image. OCSVM, on the other
hand, models the behavior of a given class in the latent space. Although
these are different approaches, they ultimately share similar objectives.
Of these two models, OCSVM performs significantly better on the
MNIST, while KDE does slightly better on the CIFAR-10.

2.3. Deep learning-based approaches

We also compared our model against several others that use a deep
learning framework to perform anomaly detection. These include mod-
els like denoising autoencoder (DAE) (Vincent et al., 2008), variational
autoencoder (VAE) (Kingma and Welling, 2013), Autoregressive Nov-
elty Detectors (AND) (Abati et al., 2019), and Deep Support Vector Data
Description (DSVDD) (Ruff et al., 2018). In particular, AND focuses on
sequential data, such as video data, using an autoregressive network
for the latent representation space. These models utilize variations of
an autoencoder network to complete the task at hand. Similar to the
kernel-based models, the best performing deep learning based models
depend upon the dataset. Although VAE and AND perform better on
the MNIST, DSVDD significantly outperforms the rest of the models
for the CIFAR-10. Most recently, Goodfellow et al. (2014) proposed
generative adversarial networks (GAN) that have achieved impressive
results on many tasks like image generation (Shaham et al., 2019),
face recognition (Tran et al., 2017), image classification (Deng et al.,
2019) and style transformation (Karras et al., 2019). Several works
have proposed the implementation of GAN as an alternative approach
to one-class anomaly detection. This includes AnoGAN (Schlegl et al.,
2017), MinLGAN (Wang et al., 2018) and OCAGN (Perera et al., 2019).
AnoGAN is the first work that uses GAN for anomaly detection. It
trains a generative model and uses a discriminator that is designed
to differentiate between the real and falsely generated data. MinLGAN
proceeds the existing work laid out by AnoGAN, proposing minimum
likelihood regularization to enhance the anomalous sample from the
generator and except these samples far away from the normal distri-
bution. OCGAN approaches this problem differently, taking an encoder
and decoder as generators and introduces two discriminators into the
adversarial training. In doing so, it forces the latent space representa-
tion to strictly decode the images that are similar to the normal class.
This enhances the reconstruction error for the anomalous classes. An-
other recent work, MemAE (Gong et al., 2019), proposes the adaptation
of an autoencoder with a memory module. Much like OCGAN, this
algorithm also forces the latent representation to decode a normal-
like image. The memory module records the principal patterns during
training and uses attention-based weights to combine it with a fusion
latent for the normal class.
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Fig. 2. Our proposed architecture for anomaly detection. The network is composed of an autoencoder, a novelty scoring module and a novelty normalization module. The
optimization criterion incorporates the reconstruction error from the autoencoder and a novelty score from the novelty scoring module. The combined score then goes through the

module of novelty normalization to obtain the final prediction.

3. Proposed method

3.1. Motivation

As stated previously, our model architecture is born out of necessity
stemming from the current nature of data. There is no guarantee
that every dataset will be labeled. Therefore, we have to design a
system that can handle those types of situations in an unsupervised
learning manner. The existing methods predict the anomaly score based
on either the reconstruction error or discriminator output (Sabokrou
et al., 2018). We choose to approach the problem of one-class anomaly
detection from a perception standpoint, basing it on an autoencoder
that incorporates additive modules.

On the other hand, due to the setup of the simulated dataset (which
contains about 6,000 and 5,000 training examples for the MNIST and
CIFAR-10, respectively), we are only left with approximately one-
tenth of the original training data. Therefore, the model size is strictly
constrained. For this reason, we design a simple and slight network
with robust modules which can be trained end-to-end.

3.2. Proposed strategy

The full architecture is shown in Fig. 2. Our model consists of
three main parts: an autoencoder model, a novelty scoring module, and
normalization. We describe the details of each section below.

Autoencoder. An autoencoder is comprised of an encoder and a de-
coder. We include it as a way to minimize the distance between the
model’s inputs and outputs. The aim of an encoder is to learn a latent
representation z for the input image x. The decoder then takes z as
input and uses it to reconstruct the input image x. Following most
practices, the network is optimized by the reconstruction error, which
in this case is defined as the distance between the input and output
images, or numerically as

L, =llx—xly, (€Y

where X = De(z) and z = En(x). We choose to use mean square error as
our measurement for this distance. Although there are several various
autoencoders available, such as a denoising autoencoder (Vincent et al.,
2008), we opt for a vanilla autoencoder in our experiment.

In addition to the reconstructed image %, the latent representation z
is also necessary. For example, DSVDD uses the encoder as a transfor-
mation that maps the input image onto a high-dimensional point and
deems it anomalous if the distance from the center is greater than the
given radius R. We reuse the latent representation z as the input to our
novelty scoring module since it is an appropriate feature vector.

Novelty scoring. The purpose of Novelty Scoring (NS) is to quantify the
difference between the input image and the normal class. We design the
NS module to predict a lower score of novelty for an arbitrary sample
from the normal class and a higher score for a sample from any of the
anomalous classes. To this end, we implement the NS with a two-layer
MLP and apply the sigmoid function to the scalar output so that the
novelty scoring will be constrained in [0, 1]. Specifically, we define the
loss for learning the NS module as

L,, =MLP(z; W), (2)

where the MLP transforms the latent representation z into a novelty
score. Since (2) is expected to output a near 0 value for each sample
from the normal class and the model learning has access to only those
normal-class training data, the optimization would quickly run into a
trivial solution that all parameters in W are reduced to 0. To prevent
the scenario, we regulate W in Lj-norm inspired by Louizos et al.
(2017), namely,

n
=1 p
g —[1,13;,; Ju;]? ©)

In practice, we realize (3) by counting the total number of non-zero
entries in W instead. We count the number of parameters that are less
than 1e-10 in numerical. We then obtain our total loss before joining
it into the normalization module with

[’IotaI: (l_}'l)x‘cr + AIX[’nS - ;IZX”W“O ) (€]
——— —— ——

reconstruction error novelty score regularization term

where 0 < 4;,4, < 1 are hyperparameters to respectively control the
loss terms and the effect of regularization.

During the backward pass on £,,,,;, £, updates both the encoder and
decoder parameters, and £,; updates the encoder and MLP parameters.
We want to minimize on (4) during the training stage because this
points to optimal reconstruction and a low novelty score. Based on
this, we can formulate the prediction with the inferred fixed model as
follows:

p(x) = (1= 24) X ||x — X[l + 4 X MLP(En(x)), %)
where we set A = 4, (as in (4)) in testing stage.

Novelty normalization. Using min-max scaling to map input ranges
onto a target domain has been a popular strategy as of late. This strat-
egy can be adopted during either the data pre-processing (Ruff et al.,
2018) or post-processing phases (Abati et al., 2019). We diverge from
this concept by implementing this technique within the loss term (4)
instead. We incorporate this mapping into our normalization module in
order to use the batch dimension to obtain the rescaling loss term. This
is performed before backpropagation and normalizes the reconstruction
error and novelty score at the same time. The normalization term is
defined as
Si - Smin

S =S

max min

Reg(S)) = (6)
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Table 1

One-class anomaly detection average AUCs in percentage on MNIST (digits from 0-9). All results except Ours are from Perera et al. (2019).

Method 0 1 2 3 4 5 6 7 8 9 MEAN
OCSVM (Schélkopf et al., 2001) 98.8 99.9 90.2 95.0 95.5 96.8 97.8 96.5 85.3 95.5 95.54
KDE (Bishop, 2006) 88.5 99.6 71.0 69.3 84.4 77.6 86.1 88.4 66.9 82.5 81.43
DAE (Vincent et al., 2008) 89.4 99.9 79.2 85.1 88.8 81.9 94.4 92.2 74.0 91.7 87.66
VAE (Kingma and Welling, 2013) 99.7 99.9 93.6 95.9 97.3 96.4 99.3 97.6 92.3 97.6 96.96
Pix CNN (Van den Oord et al., 2016) 53.1 99.5 47.6 51.7 73.9 54.2 59.2 78.9 34.0 66.2 61.83
GAN (Schlegl et al., 2017) 92.6 99.5 80.5 81.8 82.3 80.3 89.0 89.8 81.7 88.7 86.62
AnoGAN (Schlegl et al., 2017) 96.6 99.2 85.0 88.7 89.4 88.3 94.7 93.5 84.9 92.4 91.27
DSVDD (Ruff et al., 2018) 98.0 99.7 91.7 91.9 94.9 88.5 98.3 94.6 93.9 96.5 94.80
AND (Abati et al., 2019) 98.4 99.5 94.7 95.2 96.0 97.1 99.1 97.0 92.2 97.9 96.71
OCGAN (Perera et al., 2019) 99.8 99.9 94.2 96.3 97.5 98.0 99.1 98.1 93.9 98.1 97.50
Ours 99.8 99.9 95.5 96.9 97.3 97.5 98.9 98.4 94.7 97.6 97.65

Table 2

One-class anomaly detection average AUCs in percentage for each class on CIFAR-10. The Car class is annotated as Automobile in the original

dataset. All experimental results except Ours are from Perera et al. (2019).

Method PLANE CAR BIRD CAT DEER DOG FROG HORSE SHIP TRUCK MEAN
OCSVM 63.0 44.0 64.9 48.7 73.5 50.0 72.5 53.3 64.9 50.8 58.56
KDE 65.8 52.0 65.7 49.7 72.7 49.6 75.8 56.4 68.0 54.0 60.97
DAE 41.1 47.8 61.6 56.2 72.8 51.3 68.8 49.7 48.7 37.8 53.58
VAE 70.0 38.6 67.9 53.5 74.8 52.3 68.7 49.3 69.6 38.6 58.33
Pix CNN 78.8 42.8 61.7 57.4 51.1 57.1 42.2 45.4 71.5 42.6 55.06
GAN 70.8 45.8 66.4 51.0 72.2 50.5 70.7 47.1 71.3 45.8 59.16
AnoGAN 67.1 54.7 52.9 54.5 65.1 60.3 58.5 62.5 75.8 66.5 61.79
DSVDD 61.7 65.9 50.8 59.1 60.9 65.7 67.7 67.3 75.9 73.1 64.81
AND 71.7 49.4 66.2 52.7 73.6 50.4 72.6 56.0 68.0 56.6 61.72
OCGAN 75.7 53.1 64.0 62.0 72.3 62.0 72.3 57.5 82.0 55.4 65.63
Ours 79.6 69.9 66.1 62.5 75.6 65.0 77.1 66.3 78.4 74.3 71.48
S;= (1= A X L) + Ay X L5 (X)) (7)  4.1.2. MNIST

where S, and S,;, are the respective maximum and minimum .S;
for each batch in the training stage. We keep each S§,,,, and S,,, and

max
take average to obtain S,,,, and §,,,. With the learned S,,,, and S,,,,,

in* max
we can readily normalize each testing example using (6) for novelty

normalization during inference.
4. Experiments

In this section, we evaluate our model on the MNIST (LeCun et al.,
1998b), CIFAR-10 (Krizhevsky et al., 2009) and Fashion-MNIST (Xiao
et al., 2017), which are standard benchmarks for image classification.
We follow the practice in previous work to create simulated data for
one-class anomaly detection. To quantify the effectiveness, we compare
our result using the Area Under the Curve (AUC) of Receiver Operating
Characteristic (ROC) curve performance measure.

Note that although MemAE (Gong et al., 2019) is also evaluated
on MNIST and CIFAR-10, the evaluations are carried out with distinct
training and testing splits from those in the other methods included in
our comparison. For the sake of consistency to the majority, MemAE is
not included in our experiments.

4.1. Datasets

4.1.1. Datasets and setup

MNIST and CIFAR-10 are the most commonly used datasets for
image classification. More recently, a variant dataset of MNIST named
Fashion-MNIST is released. We show some training examples in Fig. 3.
We perform target transform to define the normal and anomalous class.
In other words, we adapt training and testing splits given by the dataset
and select one of the classes as the normal class. The remaining classes
are treated as anomalies. For the training stage, we strictly use the
instances of the normal class from the training split without any data
augmentation to train our model. For the testing stage, we use the
entire testing split to evaluate the performance.

The MNIST dataset contains images of handwritten digits from 0
to 9. The images all have a resolution of 28 x 28 pixels. This dataset
is one of the most widely used datasets for image classification. The
training set has an original size of 60,000 images with approximately
6,000 images per class. We isolate one class as the normal class and
treat the rest as a part of the anomalous class. The testing set contains
10,000 images with 10% of them representing the normal class and the
other 90% representing the anomalous class.

4.1.3. CIFAR-10

The CIFAR-10 dataset contains images from 10 different classes,
each of which has a resolution of 32 x 32 x 3 pixels. Although this
dataset is more complex due to the diversity and general nature of
images displaying everyday objects and animals, it is also widely used
to train and test image detection models. The dataset has a training
set size of 50,000 images, with 5,000 images for every class. The test
set has 10,000 examples, with the same splits between the normal and
anomalous classes as seen in the MNIST.

4.1.4. Fashion-MNIST

The Fashion-MNIST is a similar dataset to MNIST that replaces digits
with fashion objects. These two datasets contain the same resolution
for each instance in train/test splits. By the resemblance, we use the
same network configuration and hyper-parameters. That is, we adopt
our previous setting for MNIST to tackle one-class anomaly detection
on Fashion-MNIST.

4.2. Network architecture

Our autoencoder follows the LeNet-based (LeCun et al., 1998a)
architecture, where we construct the encoder (and thus the decoder)
by using a similar network as in Ruff et al. (2018). The encoder is
made up of 2D-convolutional layers and followed by a dense layer. The
decoder is symmetric to the encoder and composed of transposed 2D-
convolutional layers. Each convolutional layer is followed by a leaky
ReLU activation and a 2 x 2 pixel pooling. We use two convolutional
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MNIST

CIFAR-10

Fashion-MNIST

Fig. 3. Examples of training images from the three datasets, namely, MNIST, CIFAR-10 and Fashion-MNIST. Each row indicates the same object class. It can be observed that

images of CIFAR-10 are more complex than those of MNIST and Fashion-MNIST.

Table 3

One-class anomaly detection average AUCs in percentage on Fashion-MNIST. GEOM
— indicates the approach without Dirichlet post-processing. All experimental results
except Ours are from Golan and El-Yaniv (2018) and Bergman and Hoshen (2020).

Method mAUC
DSVDD (Ruff et al., 2018) 92.8
DAGMM (Zong et al., 2018) 51.8
DSEBM (Zhai et al., 2016) 86.6
GEOM- (Golan and El-Yaniv, 2018) 79.8
GEOM (Golan and El-Yaniv, 2018) 93.5
GOAD (Bergman and Hoshen, 2020) 94.1
Ours 94.7

layers for MNIST/Fashion-MNIST and three convolutional layers for
CIFAR-10. We set the dimension of latent representation z equal to
32 and 64 for MNIST/Fashion-MNIST and CIFAR-10, respectively. The
kernel size of the convolutional layers is 5 x 5 pixels with a zero-
padding size of 2 pixels. In the NS module, we use two and three dense
layers, the former for MNIST and the latter for CIFAR-10, both of which
are followed by a sigmoid activation in the last layer. We set the loss
parameter A; = 0.5 and the weights regularization parameter 1, = le-
5 for our experiment. We use the Adam optimizer (Kingma and Ba,
2014) that decays at a learning rate of 0.1 for every 30 steps. All of
our networks are trained from scratch.!

4.3. Results

As seen in Tables 1 and 2, our model either matches or outperforms
the other state-of-the-art models in six classes, as well as the overall
mean AUC, for each of the two datasets. This improvement in the AUC
of Table 1, however, is less noticeable when testing on the MNIST.
Our model is comparable with other models in two classes, and the
other four classes where we outperform only does so by less than one
percentage point.

This trend continues in Table 2. Our model outperforms the other
models in six classes as well as the overall mean AUC. We surpass
OCGAN’s top mean AUC by over 5%, obtaining a mean AUC of 71.48%,
compared to DSVDD’s mean AUC of 61.72% and OCGAN’s of 65.63%.
Unlike the results from the MNIST test, where the range of top AUCs is
fairly narrow, our model tops the next best model’s AUC by upwards of
4%. This could be attributed to the difference in the complexity of the
two datasets. Since the CIFAR-10 is more complex, the improvement in
anomaly detection would be more apparent.

We also observe that our range of the AUCs is narrower across all
classes when testing on CIFAR-10. The range of AUCs generated by our
model is 17.1%, compared to DSVDD’s range of 25.1% and OCGAN’s

1 We implement our method using Pytorch.

range of 28.9%. This is notable because of the complexity of the CIFAR-
10. We were not only able to increase the accuracy of the results, but
also the precision of it as well.

Table 3 shows the experimental results on Fashion-MNIST. We com-
pare our method with several techniques of anomaly detection reported
in Golan and El-Yaniv (2018), Bergman and Hoshen (2020). Notice
that both GEOM and GOAD require Dirichlet post-processing to achieve
good performance, while our approach alone yields state-of-the-art
result.

We only analyze the design principle of GEOM in that the subse-
quent technique GOAD indeed shares the same core idea. While their
results on CIFAR-10 are not included in Table 2, the two classification-
based anomaly detection approaches, GEOM and GOAD, achieve mean
AUC of 86% and 88.2%, respectively. Compared with evaluating on
Fashion-MNIST, their performance gains on CIFAR-10 versus ours
are manifest. We explain our observations as follows. Different from
reconstruction-based methods (including ours) for anomaly detection,
GEOM considers geometry-based pretext tasks and carries out self-
supervised learning to extensively exploit the characteristics of CIFAR-
10 dataset. For each image of a specific object class, GEOM applies
standard image processing methods such as rotation, flipping, and
translation to yield totally 72 different transformations. The strategy
would result in a pretext task to predict the underlying transformation
of each transformed sample. In inference, GEOM applies all the 72
geometric transformations to each testing image and estimates the
“normality score” by accumulating all the pretext predictions from the
72 transformed images. Such a self-supervised scheme has been pro-
posed for unsupervised feature learning. However, it essentially learns
to memorize the geometric characteristics of each object category, in-
cluding object’s primary location and orientation, rather than to detect
the local abnormalities of interest. In other words, the reconstruction-
based techniques have the potential to not only classify but also localize
the anomaly regions, which is critical for practical applications. In
the case of CIFAR-10, GEOM and GOAD are shown to be effective
in distinguishing each particular class from the others, but it is not
clear conceptually why their use of geometry-based pretext can solve
the real-life problem of anomaly detection. Besides the generalization
issue, the network architecture for GEOM and GOAD is the Wide
Residual Network (Zagoruyko and Komodakis, 2016), a ResNet variant
that includes tunable depth and width hyperparameters to seek a
refined model for the particular dataset. In comparison, our method
adopts a relatively shallow network similar to DSVDD to emphasize the
usefulness of the proposed reconstruction-based approach to anomaly
detection.

4.4. Ablation study
Previous work (Perera et al., 2019) states that the resulting the

AUC from the autoencoder is already fairly high when testing on the
MNIST. They eventually boost the AUC by 1.8% after introducing
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Table 4

Our ablation study on the MNIST and CIFAR-10 testing splits. The first row shows the
mean AUC of the autoencoder only model and the following rows show the results
from adding the additional modules step by step.

Model MNIST CIFAR-10

Autoencoder only 95.54 59.74

+ Normalization 96.67 65.61

+ NS 97.65 71.48
Table 5

Our Multiclass anomaly detection results. We test this using the three worst classes
from our single-class test: bird, cat, and dog.

Normal class BIRD + CAT + DOG

Autoencoder only 59.81
+ Normalization 60.64
+ NS 62.77

the discriminators and the classifier. We present our experiment that
compares variants of the proposed modules for assessing the relative
effectiveness of each module in Table 4.

We notice that the result of our ablation study on the MNIST is
extremely similar to the one done in Perera et al. (2019). We see a
minimal increase in the AUC when adding on novelty normalization
and novelty scoring (NS). Comparatively, the improvement in AUCs
are significant when testing on the CIFAR-10. We see an increase in
the AUC of nearly 6% just by adding novelty normalization. The AUC
increases by almost another 6% when adding on NS.

This trend of a minimal increase in performance with the MNIST
might be due to the simplicity of the dataset. Since the autoencoder
is already generating such high AUCs, although adding on additional
parts to the model might still increase performance, that increase is
minuscule when compared to testing on CIFAR-10. The CIFAR-10 is
complex, so adding the additional parts to the model will result in
a more perceivable increase in performance. It is also worth noting
that the increase in the AUC after adding normalization and then NS
is symmetric for both datasets. In MNIST, each addition results in an
AUC increase of about 1%, and in CIFAR-10 every extra addition to the
model results in an increase of roughly 6%.

4.5. Multiclass anomaly detection

To evaluate a more challenging setting for anomaly detection,
we attempt to generalize one-class anomaly detection to a multiclass
anomaly detection scenario. In this situation, multiple classes from
the dataset are defined to be the normal class (e.g., 0 indicates the
normal classes and 1 is for the remaining classes). The original labels
are stripped and defined as either normal or an anomaly. We test this
scenario on the CIFAR-10 and use the three classes with the worst AUC
results to populate the normal class.

DSVDD and OCGAN intuitively does not work under the multiclass
anomaly detection setting. The DSVDD criterion for anomaly detection
essentially relies on the distance to the center. OCGAN forces the latent
representation into a space to generate the normal class-like image
through adversarial training. Both strategies necessitate the usage of
a singular class during training.

Our results from this experiment are shown in Table 5. Although
they do not appear to increase the AUC for any of the three classes from
our original model, the results are comparable with the other methods
that we used to compare the one-class situation with. Furthermore, it
shows that our method improves upon the basic autoencoder model,
regardless of if it is in the one-class or multiclass scenario. We see
improvements to the model after adding on novelty normalization and
NS in both instances. This suggests that generalizing our model to fit
a multiclass situation works just as well as the state-of-the-art models
that are already out there.
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5. Conclusion

In this paper, we presented an alternative approach to one-class
anomaly detection. We built upon existing architectures that incorpo-
rate an autoencoder by building an additive novelty scoring module
and novelty normalization into our model. The purpose of using novelty
scoring was to figure out the difference between any input image and
the normal class. We also made a point to utilize one-class learning with
novelty normalization in our model, since in practice only the samples
of the normal class are provided in training the neural network model.

We also showed that our results outperformed other state-of-the-art
methods. Not only were our results more accurate, but they were also
more precise. Furthermore, our ablation study justified the importance
of novelty scoring and normalization to our model.

Most notably, however, we demonstrated that our model can be
used in a generalized setting. Although our main focus was on one-class
situations, further testing proved how it could be utilized in multiclass
circumstances.

Our experiment proved that the proposed model is effective in
anomaly detection. In future work, we hope to improve upon our
current model to better handle more complex datasets for single and
multiclass scenarios.
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