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WHAT?
What is Qhasm?

Assembly :

1 Programmer H{7T3%$% instructions > code scheduling > D15z memory Ei
Register  ¥a{E -

2 TEAN[EIRY Architecture T » HAN[E]RY instruction set °

3 fEN[AIY Architecture N > syntax N [A] e

4 Programmer J/\H H CE IR 251 variable ZEM[{[E Register B & memory
HOFE B -

C/C++ (High Level Language) :

1 {§i .~ instructions ~ scheduling » DLz memory Ei Register  ¥&{E »
compiler ST °

2 ¥ instruction set {5 FH#ft—HY syntax °

Qhasm :

Eil ASM FH[E]HYER S -
1 Programmer H{7T3%#5 instructions » code scheduling > D15z memory i
Register  ¥a(E -
2 TEAN[EIRY Architecture T » HAN[E]RY instruction set °
Eil C/C++ (High Level Language) FH[EIAIESS -
3 AT —HY syntax °
Tk
A T]¥55E register variables o
5 HEFEE stack space #5 stack variables o



Qhasm code and Resulting code

Qhasm(gaudry-todouble.q)

Resulting (gaudry-todouble.s)

stack32 out_stack
stack32 u_stack
int32 eax

int32 ()

1nt32 ebp

int32 out

int32 u

int32 word0
int32 ()
int32 word4
float80 out0
float80 (--)
float80 out4
float80 carry0
float80 (--)
float80 carry4
stack64 d0
stackb4 (---)
stack64 d4

enter gaudry_pm_todouble
input out_stack

input u_stack

caller eax

caller (-)

caller ebp

u = u_stack

word0 = *(uint32 *) (u + 0)
d0 top = 0x43300000

inplace dO bottom = word0
(...)

leave

# stack32 out_stack
# stack32 u_stack
# 1nt32 eax

# enter gaudry_pm_todouble
.text

.p2align 5

.globl _gaudry_pm_todouble
.globl gaudry_pm_todouble
_gaudry_pm_todouble:
gaudry_pm_todouble:

mov %esp,%eax

and $31,%eax

add $64,%ecax

sub %eax,%esp

# 1nput out_stack

# input u_stack

# caller eax

# caller ()

# caller ebp

# u = u_stack

# movl <u_stack=stack32#-2,>u=1nt32#2
# movl <u_stack=8(%esp,%eax) ,>u=hecx
movl &(%esp,%eax),%ecx

#  word0 = *(uint32 *) (u + 0)

# movl O(<u=1nt32#2),>wordO=1nt32#3
# movl O(<u=%ecx),>word0=%edx

mov!l O(%ecx),%edx

# leave

add %eax,%esp

ret




Qhasm $5}E -

1 Qhasm FYAESA B B4 Function Calls °

2 5—77 Qhasm code [E ¥ EZE Resulting code H—{E 4 -

3 &I Register £ Caller-used ZEEX callee-saved » {F caller Register
B 0 ANAE BB R EIRERIN & 5 R Register » TN EHAE - /R
NFEFIMEF SEENLARFE R -

A HETE.SZ#% MMX ~ SSE ~ SSE2 ~ SSE3 454y -

(EEAHEEAAGHE http://cryptojedi.org/programming/ghasm-doc/ )

WHY?

Peter Schwabe worked with D.J. Bernstein

Why using ghasm?

AES implementation for UltraSPARC
gcc 25.08 cycle/byte
Sun C compiler 20.75 cycle/byte
Qhasm 15.98 cycle/byte

About 22.99% faster!!

HAt b5

UltraSPARC Il 12.08 cycle/byte
PowerPC G4 7410 14.57 cycle/byte
Pentium 4 f12 14.15 cycle/byte
Core 2 10.57 cycle/byte
Athlon64 10.43 cycle/byte

All these implementations improve upon previously fastest code Peter Schwabe

2005.02.21 > D. J. Bernstein A Fast Software Encryption 4] lecture [
User cooperates with ghasm tools to easily achieve excellent register allocation,

excellent instruction scheduling, automated range verication, etc.

4 Cpu time
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* vendor cc
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Qhasm BB -

FHATE A] L - Qhasm By HEUZETE K EHRY coding time M52 F] 5 SHYAL
e 5 T 0 AR R & SO THY Function fI3E - ZXRERY
EAF AES implementation HHE ] L E B - MFEE register variables
A » Qhasm AR register allocator & HENEEGHIZHE » X
Progammer H {7 &% register {5 FH 50 #—HY syntax tLEE)A> Progammer
HIPRHE > 3% coding time FRYETE <l H R ZEITTE ML Progammer
S > BEA list Fig ARYTE S HaERA B hnE] list (1 HEEE T -

BUT!
It isn’t too good to be real?

QNI 7 REVES Progammer E1E > R EEZEF|LLEEET Assembly 5 5
HISSEE > (PSR AR 2

WARNING WARNING WARNING: ghasm 1s in prototype form.

Qhasm still ALPHA :

25 A Qhasm #gi5 (http://cryp.to/ghasm.html) BT A] & RFH B HE A — {1
WARNING » DR 48R — R EREGI - 578 Qhasm A5 > .q language 3E=-NE
IERHEENESR > BRI EIRAEMF A Qhasm #EEFER - FER7K code HYFfE
% [ @ LIRS - 541511 Qhasm tools H /b CL IR F_E
AT o #EZR Website _FERFH¥HAEHE Qhasm tool EH rewrite plane »
{HAE Website F3E##] Qhasm RJFFHAMEFY 2005 45 » MEI—X tools
B TR ER% 2 A 2007 4F-4)--+ ©

Not scared? Okay. Here's how to download and compile the current prototypes of
ghasm's instruction decoder, register allocator, x86-floating-point-stack handler, and
assembler:

wget http://cr.yp.to/ghasm/ghasm-20070207.tar.gz
1t Qhasm gk — B¢ I HGI



What'’s going on with Qhasm tools :

A Bl TR B S FU A Qhasm BEETA25 - FTLUEREF code
MRS5S TE - TTIAE Qhasm tools FFESY + FILEBHA RAHIEGE 2SR
DR ARG 5 - Horfity \REEHATAEAERE: compiler -

If you do this

int32 eax .q language

int32 ebx Error Sample 1
You can not pass!!!
int32 out

(...)

#8177 language 1T compile  E{RIEF]H"EE" > (HAFR compile
#%ry.s I DUFE A B8 LA GCC Bl C/C++ code {F Link PRt & B #8
AR o
What happened?

# int32 eax .s language

# int32 ebx Error Sample 1

#You can not pass!!! ERROR message inside the .s file
ERROR

#int32 out

(...)

BESRAE compile YRR B e~ TA$ERR - (HIREARIER A KA.
iR T ERROR - 35{#75: Progammer 7E Qhasm compile % RIS A fERE H
SEVEEATERE > SEESE ALs di8E ERROR SRS > MEEE A T8 T
f% > compile #iErEiH - (EiEE N ERAEN > £/2.s 1175 ERROR FUZ ATF

What’s more

# int32 pass .q language

# 1nt32 asmpass1 Error Sample 2
# 1nt32 asmpass2

(...)

# 1nt32 asmpass9

asmpassl = *(1nt32 *) (pass + asmpass?)
asmpass?2 = *(1nt32 *) (pass + asmpass3)
(...)

asmpass9 = *(1nt32 *) (pass + asmpassl)




TEILE ST 10 i 32bits register variables » % 7 ¥ ELff—E8E & >
JREREREIRAT A EAX~ EDX 52l I~ EBP ~ ESP ~ ESI ~ EDI H£51 8 {H
32bits Register - #&if Qhasm [ register allocator 2 7% » {RAJRE®{E.s FY3E
TR NYIEI
movl (%ecx),

RENE = IEHITE T » [ BRYEEJCHE ERROR message #5 AN & HY
Bl o EHBLRTA] » 7 Register BiE N2 » (M58 register variables £z AHITAH
RIEEVERE > (R T BEE 52 Qhasm 1) register allocator {F register 43 _FHY
FHaR

FRE LA Qhasm BEIRE NP R AL ST > {H Qhasm tools A EH
JEERY friendly - ZEEF [+ > D. J. Bernstein & ZEa EathERHE > Qhasm B E
= DU REE#E ~ functions [1FF general-purpose programming language -
IMAE R SRS E  » Peter Schwabe f 1% 2 & Qhasm & &N & JEEEHY
Progammer (FR4BHEEE HET Qhasm HIHEHFEE =1 ) -

CONCLUSION

BEETRIMEGES <% IRAFACEEEFER—HEEEH
TR By > BERTER — (BB BN A S — Al ToY 1Y
Assembly » NiEAHES N AJEE 76 - EEEHATESHEET - HEKIME
EWARE » H— B R EBZEIIRHE > HETEERR > syntax Hif >
instruction t1#4 » loop ~ stack FYER(E A A FTANE » 3 Compiler 111545
RZHEEFTEER) » HEAER TIEA » BEIF ARG AR g 8 7 —E
ZEtE o 55— (EEERERIE Register HIFEH - A Z2HE Register [FI15-A2 ZUHYAK
RERERE L—Jgi » T VEEFRA » A —ErEHFEE -

Qhasm ERAKGE—FT REE > ik TR R —E 7 BIRTRE - &8 HATE
1F Alpha [§E: - B ANV RERIME » BEAAZZ2E > HEA —ERIRE -
{F Register 8 &5 R HAZ R B 53 Bl 2 RITTHY » TIAER 2K Register
FrErlReiEs - BRI EIECEHENE (L - fEZ# Compiler optimize HYFE
TIANERRTT - FREEFS1% Qhasm JE4HERS)H1 Compiler FfiBjY language JEE%
FE AR RS -



