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IPv4—to—IPv6 Transition Strategy

= Dual Stack

= Reduce the cost invested in transition by running both
IPv4/1Pv6 protocols on the same machine .

= Tunneling

= Reduce the cost in wiring by re-using current IPv4 routing
Infrastructures as a virtual link.

s [ranslation

= Allow IPv6 realm to access the rich contents already developed
on IPv4 applications
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Dual Stack (RFC 2893)

Dual-stack
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ual Stack Example

Applications

TCP/UDP

. IPV4 IPV6

Device Driver
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Host

Routing protocols
TCP/UDP
IPV4 IPV6
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network
Router
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6to4 Tunnel (RFC 3056)
6to4 6to4 I
Routerl Router2 4
IPv6 E0 Pvd 7 IPv6
Network ~ Network
- 131.243.129.44 \\//140.110.199.250
Network prefix: Network prefix:
2002:83F3:812C::/48 2002:8C6E:C7FA::/48
ter2#
. :2zeﬁ;ace EthernetO
6to4 Tunnel: ip address 140.110.199.250 255.255.255.0
) Ipv6 address 2002:8C6E:C7FA:1::/64 eui-64
— Is an automatic tunnel method e e T uTe o

— Gives a prefix to the attached IPv6 network no ip address
ipv6 unnumbered EthernetO

—2002::/16 assigned to 6to4 tunnel source EthernetO

— Requires one global IPv4 address on each site i) e DpvEly EEe

ipv6 route 2002::/16 TunnelO
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6to4 Tunnel Example

2002:8C6E:C7FA:2::5

2002:83F3:812C:1::3 6to4 6to4
Routerl Router2
|Pv4 IPv6

e A
131.243.129.44 \‘\/j140.110.199.250
Network prefix:

2002:83F3:812C::/48

IPv6
Network

Network prefix:

2002:8C6E:C7FA::/48
A

Data Data Data
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Address Translations

Application Layer Application Layer

Socket Layer Socket Layer

+ Extension Name Resolv

BIS

Bump-In-the-Stack

* Address Mapper
“ * Header or APIs Translator
Translator IPv4 IPv6
Ethernet MAC Ethernet MAC
Physical Layer Physical Layer

BIA

Bump-In-the-Application
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i Key Components for BIS/BIA

BIS or BIA Functions

Translation Middleware
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BIS/BIA name resolving flow
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IPv4 Host with BIS/BIA

) C IPv6 Host) @Ns ServeD
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Application

IPv4 Stack BIS/BIA
1334 Name
Socket API Resolver

Translator IPv6
i‘ddress Functlon IPv6
Ll Mapper ) Socket API

Send IPv4 data to IPv6 Host

(7) Send data

(4) Request IPv4 address
4 address () Fls_ply_

using IPv4

IPv4 address

>

(14) Reply us

ing IPv4

2) DNS Query
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(9) Reply IPv6 address
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BIS/BIA Translation flow
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C

IPv4 Host with BIS/BIA

) C IPv6 Host) @Ns ServeD

IPv4
Application

IPv4 Stack BIS/BIA
1334 Name
Socket API Resolver

Translator IPv6
i‘ddress Functlon IPv6
Ll Mapper ) Socket API

Send IPv4 data to IPv6 Host

(7) Send data

(4) Request IPv4 address
4 address () Fls_ply_

using IPv4

IPv4 address

>

(14) Reply us

ing IPv4

2) DNS Query

(8) Rﬁﬂuest IPv6 address

(9) reply IPv6 adgress
(10) Send data using IPv6

(12) R‘guest IPv4 aﬂ

(13) Reply IPv4 ad

-

(11) Rep

y using IPv6

-

dress
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Introduction to NAT-PT

= NATPT (Network Address Translation and Protocol
Translation)

= Translate IPv6 to IPv4 headers, and vice versa.
= Also includes ICMP headers

= NAPTPT (NATPT with Port translation)

= Network Address and Protocol Translation with Port Translation
= Various IPv6 clients can utilize one IP to connect Internet

= ALG (Application Layer Gateway)
= ALG assists NAT to deal with upper-layer protocols

= Translate Upper-layer protocols (such as: DNS, FTP)
= Also called DNS_ALG and FTP ALG
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Network Architecture for IPv6 Translation

3ffe:3600:1::2

140.113.87.
DNS-ALG

IPv6 Network

IPv4 Network

The NAT-PT translator configuration
*Address Pool: 140.113.87.51-60
*NAT-PT Prefix: 3ffe:3600:2::/96

3ffe:3600:1::3
ual.ipv6.nctu.edu.tw

140.113.87.2
ua2.ipv4.nctu.edu.tw
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NAT-PT operations with DNS-ALG =

(IPv6—>1Pv4)
[ IPv6 Network IPv4 Network \,
DNS-ALG
DNS1 +
UA1 NAT-PT DNS2 UA2
DNS Query (AAAA) DNS Query (AAAA)

DNS Query (A) m

QNS Response (A)

DNS Response (AAAA) | DNS Response (AAAA)

| ICMPv6 Message (MAC Address Query)

-10 ICMPVv6 Message (MAC Address Response)
|

.11 IPv6 Packet ¥  ARP Message (MAC Address Query)
I >
m ARP Message (MAC Address Response)

|
1.14 IPv4 Packet

A\ 4

A\ 4
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NAT-PT operations with DNS-ALG =

(IPv4->1Pv6)
[ IPv6 Network IPv4 Network \,
DNS-ALG
DNS1 + DNS2 UA2
UAL NAT-PT
DNS Query (A) m DNs Query (A) | B
ﬁ
< DNS Query (AAAA)
DNS Response (AAAA)
DNS Response (A) > DNS Response (A) >
ARP Message (MAC Address Query)
) I
ARP Message (MAC Address Response)
I >
2.1 2T Message (MAC Address Query) IPv4 Packet 2.11
| <
ICMPV6 Message (MAC Address Response)
I
2.14 IPv6 Packet
1
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SHT (Stateless IP/ICMP Translation)

RFC 2765

IPv4 header
. . ICMPv4 header

&w F Code |  checksum

IPv8 header }"][

ICMPv6 header

Type | Code | checksum

IPvé fragment header (0)
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Translating from IPv4 to IPv6

Fragment Header
(If Present)




- Nationa! Chiao THERIF 2T

Translating IPv4 Headers into IPv6 Headers
- If IPv4 DF is set.

IPv6 Header Fields

Version

Traffic Class

Flow Label

Payload Length IPv4 Total length — IPv4 IHL
Next Header IPv4 Protocol field

Hop Limit IPv4 TTL -1

Source Address High-order 96 bits = IPv6 prefix
Low-order 32 bits = IPv4 source address

Destination Address IPv6 in NAT-PT Mapping table

LAB 117 & VoIP LA
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Translating IPv4 Headers into IPv6 Headers
- If IPv4 DF is set.

IPv4
Header

IPv6
Header
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Translating IPv4 Headers into IPv6 Headers
- If IPv4 DF is not set.

IPv6 Header Fields Value

Payload Length IPv4 Total length — IPv4 IHL + 8 (Fragment Header)

Next Header Fragment Header

Fragment Header Value

Next Header IPv4 Protocol field

Fragment Offset IPv4 Fragment Offset field

M Flag IPv4 More Fragment(MF) bit

Identification High-order 16 bits = 0
Low-order 16 bits = IPv4 Identification
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Translating IPv4 Headers into IPv6 Headers
- If IPv4 DF is not set.

A

IPv4
Header

» |
L l

IPv6
Header

Fragment Next Header [8] Res. [8] Fragment Offset [13] | Res. MF
Header |dentification [32]
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- ICMP Query Message

Translating ICMPv4 Headers into ICMPv6 Headers

ICMP
Header

ICMPV4(Type)

Echo Request(8) / Reply(0)
Information Request(15) / Reply(16)

Timestamp Request(13) / Reply(14)

Address Mask Request(17)/ Reply(18)

ICMP Router Adver.(9)
ICMP Router Solicit.(10)

Unknown ICMP4 types

ICMPV6(Type)

Type = 128/129

Silently drop (Undefine)
Silently drop (Undefine)
Silently drop (Undefine)
Silently drop (Single Hop)
Silently drop (Single Hop)

Silently drop

&
LAB 117 & VoIP LABbh
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Translating ICMPv4 Headers into ICMPv6 Headers
- ICMP Error Message

ICMPV4(Type)

3 (Destination Unreachable)

5 (Redicrect)

4 (Source Quench)

11 (Time Exceed)

12 (Parameter Problem)

Unknow error message

ICMPV6

Type = 1, Code = 0 (no route to destination)
Type = 4, Code = 1, Pointer to 6NexHead
Type = 1, Code = 4 (port unreachable)

Type = 2, Code = 0 (Packet too Big)

Type = 1, Code =0

Type =1, Code =0

Type = 1, Code = 1 (Administratively Prohibited)
Type = 1, Code =0

Silently drop (Single Hop)

Silently drop (Obsoleted in ICMPV6)

Type = 3, Code=0/1

Type = 4, Code=0, Pointer to the correspon. Field

Silently drop
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Translating from IPv6 to IPv4

Fragment Header
(If Present)
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Translating IPv6 Headers into IPv4 Headers
- If there is no IPv6 Fragment header.

IPv4 Header Fields
Version

Internet H. L.

ToS and Precedence
Total Length
Identification
Flags

Fragment Offset
Time to Live
Protocol

Header Checksum
Source Address

Destination Address

4
5 (no IPv4 option)

0

Payload Length + IPv4 IHL
0

MF=0,DF =1

0

IPv6 Hop Limit — 1

IPv6 Next Header

Recompute

IPv4 in NAT-PT Mapping table

Destination address of IPv6 Low-order 32 bits

LAB 117 & VoIP LA
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Translating IPv6 Headers into IPv4 Headers
- If there is a IPv6 Fragment header.

IPv4 Header Fields
Total Length
Identification
Flags

Fragment Offset

Protocol

Value

Payload Length - IPv4 IHL + 8(Fragment header)
Identification in Fragment header

MF = M in the Fragment header, DF = 1

Fragment Offset in Fragment header

Next Header in Fragment header

&
LAB 117 & VoIP LAB@&
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Translating ICMPv6 Headers into ICMPv4 Headers

- ICMPv6 Query Message

ICMPV6(Type)

Echo Request(128) / Reply(129)

MLD Multicast Listener Query/Report/Done
(130/131/132)

Neighbor Discover messages (133 — 137)

Unknown ICMP6 types

ICMPVv4(Type)

Type = 8/0

Silently drop (Single Hop & Undefine)

Silently drop (Single Hop)

Silently drop
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Translating ICMPv6 Headers into ICMPv4 Headers
- ICMPv6 Error Message

&
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ICMPV6(Type)

1 (Destination Unreachable)

2 (Packet Too Big)

3 (Time Exceeded)

11 (Parameter Problem)

Unknown error message

ICMPV4

Type = 3, Code = 1 (host unreachable)
Type = 3, Code = 10 (Admin. Prohibited)
Type = 3, Code = 1 (host unreachable)
Type = 3, Code = 1 (host unreachable)
Type = 3, Code = 3 (port unreachable)

Type = 3, Code = 4 (fragmentation needed)

Type = 11, Code = 0/1

Type = 3, Code = 2 (protocol unreachable)
Type =12, Code =0

Silently drop
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Checksum Modification

LAB 117 & VoIP LAB@%&

= Internet checksum use 16-bits 1's complement checksum

= 2 kinds of policy
= Re-Compute Algorithm
= Adjustment Algorithm

Case

IPv6 Header €=>» IPv4 Header
ICMPv6 Header €=>» ICMPv4 Header
TCP

UDP

Policy

Re-Compute Algorithm

Adjustment Algorithm

Adjustment Algorithm

Adjustment Algorithm
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Function Mapper Name 5 Q

Resolver
: AG O g./

Windows UDP/IPV6 d upP/Pv4 |
XP/2003 Base Service SRS |2 Manager | Address -
TCP/IPv6 TCP/Pv4 |} © Mapper
. : « ALGs
Base Service Base Service Jt

NDIS Driver Framework

PC Hardware
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& System Architecture of SLT and ALGs

Winsock Component



TR ES Function Mapper Address Mapper 1Py st

WSPSendTo(v4addr)

query vdaddr

viaddr -->= voaddr

WSASendTof vbaddr)
1

[ ———

successful from vdaddr |

successiul

WSARecvFrom
1

successtul {from voaddr')




Wi e 21 Winsock =% Function Mapper Address Mapper IPvih stack
E connect 4addr) i ] i |
b > | | |
| | WSPConnect{daddr) [ |
| - | |
1 I query(daddr) | |
| | Y |
1 | duddr - baddr | I
| | e - ———— - I I
| I WSAConnecu 6addr) |
| | i >
I | stccess ful |
| | e — = = === - e |
| | successful [ |
| - = T | |
I successiul | | I |
Kk——————— | | | |
| sendd | | | |
k » | | |
| | WSPSend ) | | |
| f p~ | |
| I WSASend() |
| | ‘ +
I | suceessiul |
| | e |
| | successful [ |
t e m | |
| successful I | | i
= ———— | | | |
| | | | |
| | | | |
| | | | |
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Development Status

-

s Socket-layer Trans/ator can translate most Winsock
applications using NAT-friendly protocol

s F7P-ALG and S/P-ALG can translate FTP and SIP
applications respectively.

= Tested Applications
= NAT-friendly: Netscape (HTTP), Telnet
= DNS
= FTP: CuteFTP, FileZilla, SmartFTP
= SIP: CCL SkinUA 0.8
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Snapshot of TELNET and Analyzer

:i Telnet - bbs jrc ncto edo tw -IDlﬂ e B ﬁﬁ'
EERC) RBE RS0 HEW SR WD
<< f5 smallre HY—EHEE >> W ¥a [E[ef)

5 P e | e | ] WP | i |
FIEHY smallredbean  BER[SEFFEMERERIR ER B F:-:-:w S T [smimnin T E
VIR —EEEEAIE Tue Mar 16 FR{MTEISEATERER—E]  FERFEE : i ST o ; e
- Ll Teaa M 1T &
TE 2001:238:F88:131:c99F 14969 207 :5fe2 » B R — R Source addross: 2001:238;fBB:a::18 A *

ERER R RRTA0E fﬂ?%ﬁrm_”*z e E R e

' BEEIFITAVEE 3 mrapesws. DY1@csie.nctu.edu.tw '::_,
fRiR > EEREEREE ) s (EHIAEAT B 8 it o
ELERI f—EEiE BRBEE T o | il
| . b
H BRI B R 3.0 Ei T
|

FHiE eEnter @ {EIF
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Snapshot of NETSCAPE and Analyzer

=]

T LT B iU
L1 W

[=F L B ]

el FEH AN E L FAHAR- BARE

. s - EFFETE f RS GHESETEAANE - I EEYS A RN R TR
CmMPATHE BE BEF B4
S me PEETELE
= Al T MBI I (LA, 124 | o @
EEEHH‘EH F TR0 WE BELLE, I!IIIIIIIIIIIIII
tr:!f:ﬁﬂg._ =L : - 15

Ra¥t 1) ey 100

3 [You are now using IPvE.] .:

ARG D lems el BRTHRE T TNLNRE

M_

N fWEBE ¥RED

L1l Nio: o) E—
T Pacha e [ e | ] P | e |
Praum Lini-

F Wik Baaind

=

Source address: 2001:238B:f88:131:bdcd:c276:3122:46de
Dastination address: 2001:c50:f££f:1:2e0:10£f:£f085:b229

Llsfjls
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adfim
TH PLTE
fUIB N FRED
v v i
LT - RS, TR pg—

| Froms Lo

Tteees Lirtipanion

JO LT PR I TECT R N TR FEETTRL

Source address: 2001:238:f88:131 :bded:1c276:3122:464e
Dastination address; 2001:200:0:8002:203:47£F: fanl: 3085

FwSaX wRED
wE ¥a Emm]
& P |G v | ] 1P | e |

= TN - T — =

Eourca address: 2001:200:0:8002:203:47FF : faal: 3085
Destination address: 2001:238:f88:131 bdcd:c276:3122:46de

iva Mode

(11149644 ) vekn
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Compare IPv4 and IPv6 FTP Commands

Referenceltem FTP Command Successful Response
RFC-959 PORT al,a2,a3,a4,pl,p2 200 OK

RFC-2428 EPRT |<net-prt>|<addr>|<port>| | 200 OK

RFC-959 PASV 227 Entering...(al,a2,a3,a4,p1,p2)
RFC-2428 EPSV 229 Entering...(]||<port>|)
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Performance Evaluation of SLT and FTP-ALG

Client
= OS: Windows XP SP1
= FTP Client

=  SmartFTP IPv4 mode
= SmartFTP IPv6 mode
= SmartFTP IPv4 mode with SLT and FTP-ALG

= Actions: Download files with size from 10KB to 2G
Server

= OS: linux Fedora Core 1
= FTP Server: vsftpd
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Transmission Delay (sec)

5 A
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Size
10KB | 100KB | 1MB | 10MB | 100MB | 500MB | 1GB | 2GB
Mode
IPv4 1 1 1 1 10 49 101 204
IPv6 1 1 1 1 10 52 105 215
SLT 1 1 1 1 11 53 108 219
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Delay (sec)

220

170

120

70

20

-30

Transmission Delay

‘ —&— pure ipv6 —®— pure ipv4

Socket-layer Translator

ﬁ_ 5
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A
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size

T\

10K

100K

IM

10M

100M

500M

1G

2G

File Size (Byte)




Difference (sec)
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Performance Test (FTP) cont.

Difference among Three Modes

10K 100K IM 10M

100M 500M
File Size (Byte)

1G

2G

LAB 117 & VoIP LAB.

—o— [Pv6-1Pv4
—=—SLT-IPv4
SLT-IPv6
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Comparison of Transition Mechanisms

Mechanisms

Socket-layer

Manual Modification BIA BIS
Items Translator
Source Codes Required Not required Not required Not required
Applicability Modified codes All socket-based All IP-based All socket-based
programs Programs programs
P2P Security Support Yes Yes No Yes
Trgnslatlon of NAT Yes Yes Yes Yes
friendly protocols
Support of SIP and Yes No No Yes

FTP

o
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Abstract

Since Voice over IP (VolP) phones can efficiently utilize the network and
save a lot of money for users, there are increasingly people employ
personal computers, notebooks, and PDA with VolP Phone to communicate
with each other.

VolIP is a peer-to-peer service, and connecting through Internet requires
large number of global Internet identifiers.

Though network address translation (NAT) can help to reduce the address
requirements, NAT cannot offer incoming calls directly.

IPv6 provides large addressing space and is the best choice for VolP
phones.

However, VolPv6 phones should be able to communicate with existing
VolPv4 systems.

Consequently, we will propose an VolPv6 translator to connect VolPv6
phones with popular Internet.
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Proposed VolPv6 Solutions

= Since IP addresses are not enough for peer-to-peer service
such as VolP, the IPv6 is the best answer for next generation
Internet.

= Though VolPv6 phones hold global identifications, VolPv6
phones cannot directly connect VolPv4 phones through
Internet.

= Therefore this paper proposed an NAT-PT translator with
SIP-ALG to assist VolPv6 phones in communicating with
VolPv4 phones.

= The target of the proposed translator should be capable of
handling incoming and outgoing calls within IPv6 domain and
simultaneously providing transparent translation for users.

= The SIP-ALG should cooperate with existent modules such as
DNS-ALG and FTP-ALG.
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SIP-based VolPv6 Evolution Scenarios

| IPv6 Network IPv4 Network |
[ 0 'I
Scenario 1 < — Wy <
SIPV6 UA SIP-ALG / NAT-PT SIPv4 Server SIPv4 UA
Scenario 2 < <— By <———> —
SIPv6 Server

SIPv6 UA

SIP-ALG / NAT-PT

Scenario 3

A

SIPv6 UA

Scenario 4

[
»

SIPv6 Server

SIPv4 Server

SIPv4 UA

> ) < >
> B < >
:

SIP-ALG / NAT-PT

» P
L <

> |||||II|II||||| /)

b | ————

= . 2
| 2 hl |

SIPv4 UA
5.
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SIP UA registration while Initiating

UA3 SIP-ALG SIPv4 Server
3.1 REGISTER sip.ipv4.nctu.edu.tw
Via: SIP/2.0/UDP [3ffe:3600:1::4]:5060 3.2 REGISTER sip.ipv4.nctu.edu.tw
To: <sip:1234@ipv4.nctu.edu.tw> Via: SIP/2.0/UDP 140.113.87.53:5061
From:<sip:3456@ipv4.nctu.edu.tw> To: <sip:1234@ipv4.nctu.edu.tw>

Contact:<sip:1234@ [3ffe:3600:1::3]:5060> From:<sip:3456@ipv4.nctu.edu.tw=>
> Contact:<sip:1234@ 140.113.87.52:5061>

»
»

3.3 200 OK
Via: SIP/2.0/UDP 140.113.87.53:5061

3.4 200 OK To: <sip:1234@ipv4.nctu.edu.tw>

Via: SIP/2.0/UDP [3ﬁe360014]5060 From:<Sip:3456@ipv4_nctu_edu_tw>

To: <sip:1234@ipv4.nctu.edu.tw> Contact:<sip:1234@ 140.113.87.52:5061>

From:<sip:3456@ipv4.nctu.edu.tw>
Contact:<sip:1234@ [3ffe:3600:1::3]:5060>

t— IPv6 Network f t IPv4 Network J




(IPv4->1Pv6)

IPv6 Network

IPv4 Network

UAl

A

SIP-ALG

NAT-PT

4.3 INVITE sip:1234@[3ffe:3600:1::3]:5060

Via: SIP/2.0/UDP [3ffe:3600:2::140.113.87.40]:5060
Via: SIP/2.0/UDP 140.113.87.2:5060

Contact: <sip:5678@sip.ipv4.nctu.edu.tw>

c=IN IP6 3ffe:3600:2::140.113.87.2

m=Audio 9000 RTP/AVP 0 4 8

4.2 INVITE sip:1234@140.113.87.52:5061
Via: SIP/2.0/UDP 140.113.87.40:5060

Via: SIP/2.0/UDP 140.113.87.2:5060
Contact: <sip:5678@sip.ipv4.nctu.edu.tw>
c=IN IP4 140.113.87.2

m=Audio 9000 RTP/AVP 0 4 8

SIPv4 Server

4.1 INVITE sip:1234@sip.ipv4.nctu.edu.tw
Via: SIP/2.0/UDP 140.113.87.2:5060
Contact: <sip:5678@sip.ipv4.nctu.edu.tw>
c=IN IP4 140.113.87.2

m=Audio 9000 RTP/AVP 0 4 8

UA2

4.4 200 OK

Via: SIP/2.0/UDP [3ffe:3600:2::140.113.87.40]:5060
Via: SIP/2.0/UDP 140.113.87.2:5060

Contact: sip:1234@sip.ipv4.nctu.edu.tw

c=IN IP6 3ffe:3600:1::3

m=Audio 9000 RTP/AVP 0

4.9 ACK sip:1234@[3ffe:3600:1::3]:5060

Via: SIP/2.0/UDP [3ffe:3600:2::140.113.87.40]:5060
Via: SIP/2.0/UDP 140.113.87.2:5060

Contact: <sip:5678@sip.ipv4.nctu.edu.tw>

\ 4

4.5 200 OK

Via: SIP/2.0/UDP 140.113.87.40:5060

Via: SIP/2.0/UDP 140.113.87.2:5060
Contact: <sip:1234@sip.ipv4.nctu.edu.tw>
c=IN IP4 140.113.87.52

m=Audio 9002 RTP/AVP 0

4.8 ACK sip:1234@140.113.87.52:5061
Via: SIP/2.0/UDP 140.113.87.40:5060

Via: SIP/2.0/UDP 140.113.87.2:5060
Contact: <sip:5678@sip.ipv4.nctu.edu.tw>

A4

4.6 200 OK

Via: SIP/2.0/UDP 140.113.87.2:5060
Contact: <sip:1234@sip.ipv4.nctu.edu.tw>
c=IN IP4 140.113.87.52

m=Audio 9002 RTP/AVP O

4.7 ACK sip:1234@sip.ipv4.nctu.edu.tw
Via: SIP/2.0/UDP 140.113.87.2:5060
Contact: <sip:5678@sip.ipv4.nctu.edu.tw>




(IPv6->1Pv4)

(— IPv6 Network

UAl

5.1 INVITE sip:5678@sip.ipv4.nctu.edu.tw

Via: SIP/2.0/UDP [3ffe:3600:1::3]:5060
Contact: sip:1234@sip.ipv4.nctu.edu.tw
c=IN IP6 3ffe:3600:1::3

m=Audio 9000 RTP/AVP 0 4 8

SIP-ALG
NAT-PT

5.6 200 OK

Via: SIP/2.0/UDP [3ffe:3600:1::3]:5060
Contact: sip:5678@sip.ipv4.nctu.edu.tw
c=IN IP6 3ffe:3600:2::140.113.87.2
m=Audio 9000 RTP/AVP 0

5.2 INVITE sip:5678@sip.ipv4.nctu.edu.tw
Via: SIP/2.0/UDP 140.113.87.52:5061
Contact: sip:1234@sip.ipv4.nctu.edu.tw
c=IN IP4 140.113.87.52

m=Audio 9004 RTP/AVP 0 4 8

IPv4 Network

SIPv4 Server

5.5 200 OK

Via: SIP/2.0/UDP 140.113.87.52:5061
Contact: sip:5678@sip.ipv4.nctu.edu.tw
c=IN IP4 140.113.87.2

m=Audio 9000 RTP/AVP 0

v

5.3 INVITE sip:5678@140.113.87.2
Via: SIP/2.0/UDP 140.113.87.40:5060
Via: SIP/2.0/UDP 140.113.87.52:5061
Contact: sip:1234@sip.ipv4.nctu.edu.tw
c=IN IP4 140.113.87.52

m=Audio 9004 RTP/AVP 0 4 8

UA2

5.4 200 OK

Via: SIP/2.0/UDP 140.113.87.40:5060
Via: SIP/2.0/UDP 140.113.87.52:5061
Contact: sip:5678@sip.ipv4.nctu.edu.tw
c=IN IP4 140.113.87.2

m=Audio 9000 RTP/AVP 0

A

5.7 ACK sip:5678@sip.ipv4.nctu.edu.tw
Via: SIP/2.0/UDP [3ffe:3600:1::3]:5060
Contact: sip:1234@sip.ipv4.nctu.edu.tw

5.8 ACK sip:5678@sip.ipv4.nctu.edu.tw
Via: SIP/2.0/UDP 140.113.87.52:5061
Contact: sip:1234@sip.ipv4.nctu.edu.tw

v

A

5.9 ACK sip:5678@140.113.87.2

Via: SIP/2.0/UDP 140.113.87.40:5060
Via: SIP/2.0/UDP 140.113.87.52:5061
Contact: sip:1234@sip.ipv4.nctu.edu.tw
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SIP Message (initiated from SIPv6 UA)

SIP
Signaling

SDP
Signaling

/

\

-

INVITE sipv4@|3ffe:3600:2::10.113.131.4]:5060 SIP/2.0

Expires: 180
Content-Type: application/sdp
Via: SIP/2.0/UDP [3ffe:3600:1:0:20c:6eff:fele:55da]:5060;braffehslFV1xhfvxGJOK@rWckdAKOA

To: <sipv4@[3ffe:3600:2::10.113.131.4]> =

From: sipv6@|3ffe:3600:1:0:20c:6eff:fele:55da] SlPEI’:J@E[FTHI )
gg”"?iloo NVITE #3% | CalleefiIPv6 i it
ed: 3fe:3600:2:10.113.131.4

Contact: sipv6@[3ffe:3600:1:0:20c:6eff:fele:55da]:5060
Content-Length: 249
User-Agent: CCL's SIPv6 UA
Accept: application/sdp

v=0
0=CCL'sSIPV6UA 17045 11864 IN IP6 3ffe:3600:1:0:2
s=SIP Call

:6eff:fele:55da

c=IN IP6 3ffe:3600:1:0:20c:6eff:fele:55da

=00 — SIP== SDPAZfl 1 »
m=audio 29118 RTP/AVP 0 101 P,I*EJ CallerEI’UIPVG Ak 4
a=rtpmap:0 pcmu/8000 3ffe:3600:1:0:20c:6eff:-fele:55da

a=rtpmap:101 telephone-event/8000
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SIP Message ( translated by SIP-ALG)

7~ INVITE sipv410.113.131.4:5060 SIP/2.0

Expires: 180
Content-Type: application/sdp
Sl F) Via: SIP/2.0/UDP 10.113.131.101:506MNXGJOK@chdeKOA
. . To: <sipv4@10.113.131.4> -
S|gna||ng From: sipv6@10.113.131.101 SIPEIFE 1 >
call-b: Callees3iSIP-ALGHi9IPVA T 3

CSeq: 100 INVITE

Contact: sipv6@10.113.131.101:5060
Content-Length: 196

User-Agent: CCL's SIPv6 UA

Accept: application/sdp

10.113.131.4

v=0
0=CCL'sSIPV6UA 17045 11864 IN IP4 10.113.131.101

s=SIP Call

SDP c=IN IP4 10.113.131.101 I
T 00 SIP==SDPF 1 »

Signaling m=audio 2918 RTP/AVP 0 101 CallersS#SIP-ALGIHSIIIPVATH i

a=rtpmap:0 pcmu/8000 10.113.131.101
- a=rtpmap:101 telephone-event/8000

\

a
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Header REGISTER 200 OK (REGISTER)




SIPv6 UA Session Setup

Header | 200 OK (INVITE)
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Network Architecture of SIPv6 Translator

CCL Vontel
SkinUA
Windows
Messenger 4.7

snom 200
IP Phone

SIPv6 SIPv4
Analyzer Analyzer

e

_— SIPv6
Transl

B Cisco 7940 Series
IP Phone

@) Cisco 2600 Series Cell
~ PSTN Gateway Phone
- . .

SIPv6 UA SIP Proxy Vona Telephone

CCL PCA SlplpV6C|UbtW PSTN Gateway
NTP SIPv6 UA IPtel SER
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SIPv6 UA to Pingtel (IPv6 SIP UA)
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HTTP Test
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Telnet Test
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Windows Messenger 4.7
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& i o o - B

[Fie &t Copre Ouplay Took o

BE ]

) S| x @] S| = 50| ¥ ] E

HERERNE - BETESND  BE4ENR | o B3 EREIAA

L | Mo, . |Tuse Enirce Chasmiinmtien Ihmu:.lﬂ |Iﬂh
{EHEEIE - I 10000000 L40.103.171.4 144, 117131, 7 SIP FEQUAST: BEGISTER S1PES1p. 1EVG.CIUD. T
I 0008138 LEdi11R. 1717 144.117.131. 4 L Status: 200 O
__\.I ﬁﬁﬁ?ﬂﬁr F211.250478 L40.113,131,113 140,111.151. 2 SIPSIOP Bequest! [NVITE $ps0ad0rl32601e0. 103,121 415060, with fession
-&311::\!6@[31'&35[:01030:]2&368?13563]5%% @ Exﬁﬂﬁﬁbﬂm | o Z31.25501% 140.123,191.4 140,110,151, 11% sIP Statiys: 100 Tryln

R - o EEh B =

L] &

IR vrame 5 (425 bytes onowire, 425 yTes caprured)

i sesston Initlation Prococal
o fratus Mna: SIPA.0 160 RINQYnG
A message Haader

:_EIELhurnl.:l II, Srot O0:eDil®i@aiTraiE, Dot O0:Qe: 7S ideidr e
i@ Internet Frotocol, Sec Addr: 140.113.1%1.4 (146.113.151. 47, Ost adde: 340.175.131.113 OQ40.113.132.171)
@ pser patagram Protocal, SrcoPoem: 1773 (A773), Dot Poris 5080 (50600

wh = 2F _{ b4 —32TE-3 44 BRRATIRER

call |:|:: 11 18.’444.‘]|liﬁhnr.‘:lu.u; Afudad
CSeq: 3 INVITE

uger=agent : windows ErC.0
Content-Lenathl 0

B s A FH LR

\foa0 o6 63 34 0d oa I0
fog
I
| |

Ul
o

THEE

8 From: zi;'. 6 <s1p:sTpve f[: Far3

II.I__.I.I_

= Solution : modified “From” header field in SIP.
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Cisco IP Phone 7940 Series

Em Edl ew 0o Caphwe Ananre Glimbon Hep
PER MR DFLIAQAAPHEXED

Do | +| % Erorwmn. | Yocom] ¥ ovn]
F:_iT'.- | Sourea | Dessmaton Protnci | ko

T T W, AT T L1 1P S8 Raquett: TWITE BIpooal iR ian, J11. 111, WAD, with 388310
0 F1L 17,0216 146, 113 LILT

lW i]l 1|r11: 55' i ID{"tr our call is fegortant to

B 14, o
i IIJ [TTF RN T ST J.I.J J.JI. s I.“J I.J.] 11 Hi‘ lh.uﬂl: an sli I:GHNID LA, L0, LYE. 7 S

b Prame 3 (159 bytes oo wire, 359 bytes captured)

b Utherret T0. Srci OO0O7:dd: S0-E0: B, mot: O0:04:TT:deilT;la

b Isterrat Protocs), See ddde: 140.113.090.7 (140.119.091.7), Bat ddde: 180 103.191.213 (140.11).171.189)
b Enar t..lrnir- Protocal, Src Pork: FOGO [FOE0), Buy Pert: 5060 (T040)

e
E. Status-Line; STP/T.0 40 Bad Regeait i

= bgssage Huader
Vias SERJZ.0MGR 143, 113.151.1104
b From: "sipob®eaip: s ipvBl[1FFe:
Toi: <aip: D100 08 [ PFfe: 1600 T; 2 3
Call-Im: 11-2001 55616050 090E (05-
Clag: & IWETE
Conberd -Langih @

b Status-Line: SIP/2.0 400 Bad Request

i secheriCd hicle 4§ FIT 1B 1 Tl
B Lol s e Bt BTRS £ RY) s B0E0 | tages | pod-ddS0 1T - JOBTESED
11.7]=

al 03 40 11 18 1 ol TR colls o Ballra ol

Bl M1 I:.-.-l et 01 4% aabe I AR SO M W e g0 . EERYY

010 50 50 50 MG e Bl B N0 52 MR VL TR OBS T4 :‘llllhdtlirm&

4 08 Oa 36 6% 6L Do 30 33 0 B0 X 0 e B0 NF towiar s/l

§5 44 50 20 31 34 M Je 11 3103 0w 31 B3 Kl 2e wDe 140, 113 I!!

HL-XD OBD 34 35 30 K M0 M B2 77 BI Ga B1 6E 3d  DED:SERD (e

a ¥H AR A7 34 67 4b 19 B3 M 14 38 6 B3 37 07 ribciben H-EIH.'I"' =1
[ Gt Frcary i 50w 2300 Wyeea DOo0 00 LEEELE]

* S [SAFSIPRELH IAYFrom==Tofg

Solution : modified “From” and “To” header fields in SIP.
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Cisco PSTN Gateway
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Solution : modified “From”&"To” header fields in SIP and “0” header field in SDP

Problem: when SIPv6 UA dials my cellular phone number, Cisco

PSTN Gateway returns “200 OK” to SIPv6 UA. But SIPv6 UA
doesn’'t send “ACK” to PSTN Gateway.
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Test Results

Modified SIP and SDP header fields for SIP routing
= Request-URI -~ Contact ~ Via
= C-M

Success: SIP message flow is correct and RTP sessions are set
up.

= CCL SkinUA, Pingtel 2.1.10, snow 200, CCL PSTN Gateway
Fail: different error message for each case

= Windows Messenger 4.7 (show Error Message in Windows
Messenger but no response)
= Cisco IP Phone 7940 Series (return “400 Bad Request”)

= Cisco PSTN Gateway (return “400 Bad Request” and “399 Invalid
SDP Information”)
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Testing Results

SIP Message SDP Message

Request URI Contact Via From To

o

m 0

IP Soft Phone CCL Skin UA

Windows Messenger
4.7.2009

IP Hard Phone PingTel 2.1.10

snom 200

Cisco IP Phone
7940 Series

PSTN Gateway Vontel
PSTN Gateway

NN SKANS A
NN SANNS A
NN SANNS A
NN SKANS A
NN SANNS A

Cisco
PSTN Gateway
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Conclusions

= Currently, NTP SIPv6 UA can communicate with all SIPv4 UAs and
CCL PSTN gateway that are deployed in NTP VolP platform.

= However, NTP SIPv6 UA cannot communicate with CISCO PSTN
gateway, and CCL PCA (IPv6 SIP UA) cannot communicate with
CISCO PSTN gateway and Pingtel hardware-based SIP phone.

= In next week, we will have more tests and find out the problems.
Then we will fixed the problems in one week.

= Finally, the S§/Pv6 Translator can bridge the traffic between SIPv6
network and SIPv4 network (i.e., NTP VolP platform), and we will
start to write down our contributions as a paper.
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