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Abstract

WestudytherelationshipbetweentheprotocolPrivateInformationRetrieval andtheprim-
itiveOne-wayPermutations. As shown in [20] thattheexistenceof one-way trapdoorper-

mutationimpliestheexistenceof privateinformationretrieval, we follow themethodology
suggestedin [14] andprovide strongevidencethat the converseis not true. Namely, the

existenceof privateinformationretrieval is not likely to be a sufficient conditionfor the
existenceof one-way permutations,hencenot a sufficient condition for the existenceof

one-way trapdoorpermutations.
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Chapter 1

Intr oduction

Modern Cryptography

Cryptographywasof interestlong beforethe arrival of computer, andwasconsideredas

an exclusive domainof the military for many years. However, public academicresearch
during the past30 yearshastransformedthis secretart from a semi-scientificdiscipline

to a respectablefield in theoreticalcomputerscience.The notionof securityis now well
definedin termsof information theoryandof complexity theory. Moderncryptography

focusesmostlyon thelatter. Thatis, thesecurityof aprotocolis basedon the infeasibility,
ratherthantheimpossibility, of extractingsecrets.Moreprecisely, theadversaryis assumed

to haveonly limited resourcesratherthanbeingall-powerefulin a reasonablesense.
Despiteenormouseffortsonthestudyin computationalcomplexity, computerscientists

have beenfrustratedin finding out many of the relationshipsamongcomplexity classes.

One of the fundamentalrelationshipthat is unknown, unfortunately, is the relationship
between

�
and � �

. Thereforein moderncryptography, mosttheoremsareunavoidably

basedon unprovenassumptionssuchastheexistenceof one-way functions[13], which in
particularimplies

���� � �
.

Similarly, finding out the relationshipsamongprimitivesis oneof themajor issuesof
thestudyin moderncryptography. This is donewith muchsuccessin thelastfew decades,

that mostprimitivesfall into two categories: eitherone-way functionsaresufficient and
necessary, or strongerpropertieslike trapdoorand/orinjectivearerequired.1 For example,
pseudorandomgenerators[12], signatureschemes[24, 26], commitmentschems[12, 23]

andzero-knowledgeproofsfor � �
[11, 25] areall shown to exist if andonly if one-way

functionsdo. In the somewhat more versatilecategory including public key encryption
1We sometimesreferto theformeras“privatecryptography”andto thelatteras“public cryptography.”
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Introduction 2

[9, 2, 7], oblivioustransfer, securefunctionevaluation[27, 17, 3, 7], key agreement[6, 14,
29], andtrapdoorpermutations[30, 20], however, primitivesarenot all equivalentto each

other. Someof themareeven incomparable(e.g.PKE andOT [7]), andthereis no simple
hierarchyof assumptionsin this world.

A standardway to prove that theexistenceof a primitive Q implies theexistenceof a
primitiveP is to find areductionfrom P to Q. However, to provethattheexistenceof prim-
itiveQ is notasufficientconditionfor theexistenceof primitiveP is notasstraightforward,

especiallywhenbothprimitivesarecommonlybelievedto exist; a reductionitself canjust
ignorethesourceprimitiveQ andbuild thetargetprimitiveP from scratch.While it is in-

deedverydifficult to provethefailureof all reductions,ImpagliazzoandRudich[14] gave
a methodfor separatingprimitvesundera restrictedbut importantsubclassof reductions,

namely, black-boxreductions.Informally, ablack-boxreductionfrom primitiveP to prim-
itive Q is a constructionof P out of Q that views Q asa black-box(a subroutine),rather

thanusingtheinternalstructureof theimplementationof Q. More formally, thereduction
is to constructanoracleTuring machine that,givenoracleaccessto animplementationof
Q, implementsP. A black-boxreductionis alsoknown asa relativizingreductionbecause

the reductionrelativizes. That is, if thereexists a black-boxreductionfrom primitive P

to primitive Q, thenrelative to any oracletheexistenceof Q implies theexistenceof P.2

Therefore,in orderto show thattherearenoblack-boxreductionsfrom P to Q, it sufficesto
find anoraclerelativeto whichQ existsbut P doesnot. Rulingout thepossibilityof black-

box reductionsfrom primitiveP to primitiveQ is averystrongevidencethattheexistence
of Q is not a sufficient conditionfor theexistenceof P, in thesensethatalmostall known
implicationsamongprimitivesareprovedin ablack-boxway (hold relative to any oracle),

with [10]3 beingoneof thefew exceptions.Thus,it is quite“safe” to saythat“primiti veQ

doesnot imply primitve P” if we canshow that thereareno black-boxreductionsfrom P

to Q. Usingthis powerful methodology(theoracleseparationparadigm),Impagliazzoand
Rudichshowedthatone-way permutationsdo not imply key agreement(underblack-box

reduction).And in [7], Gertneretal. showedatwo-sidedseparationof PKEfrom OT. This
resultis rathersurprisingandinspiredusfor furtherstudy.

2SeeLemma2.1for moredetail.
3In [10], the proof of “the existenceof one-way permutationsimplies the existenceof zero-knowledge

protocolsfor all languagesin ��� ” doesnot relativize.
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Our work

Althoughthepositionsof almostall theimportantprimitivesareresolved,therelationships

betweenthemorerecentlyintroducedprotocolPrivateInformationRetrieval [4] andother
primitivesarenot well understood.Informally, a PIR protocolallows a userto retrieve in-

formationfrom adatabasewhile maintainingthequeryprivatefrom thedatabasemanager.
Thestrongestsufficient (resp.necessary)conditionfor theexistenceof PIR known sofar,

is the existenceof one-way trapdoorpermutations[20] (resp. the existenceof OT [5]).
In this work we follow theoracleseparationparadigmandshow thatPIR doesnot imply
one-waypermutationsunderblack-boxreduction.Specifically, weconstructanoraclethat

is “almost” randomandrelative to which PIR exists, basedon the resultRudichshowed
in [28] thatone-way permutationsdo not exist relative to anoracleconsistingof a random

functionanda
�	�
������

-completeoracle,wethenshow thatone-waypermutationsdonot
exist relative to ouroracleuniona

����������
-completeone.

As pointedout in [14], non-black-box(non-relativizing) reductionsfrom one-way per-
mutationsto PIR, thoughbelieved to be difficult to find, arestill possible.Nevertheless,
wehopethatproviding suchastrongevidencethat”PIR doesnot imply one-waypermuta-

tions” will helpto betterunderstandthestructureof PIRandit’ scryptographicsignificance.

Outline

We give notationanddefinitionsaswell assomebasicprobability theoremsin Chapter2.

A brief introductionto theoracleseparationparadigmis alsoincluded.And themainresult
“privateinformationretrieval doesnot imply onw-waypermutations”is provedin Chapter

3.



Chapter 2

Preliminaries

2.1 Notation and Definitions

In this sectionwe give formal definitionsof theprimitive One-wayPermutationsandthe

protocolPrivateInformationRetrieval, aswell asothernotationandconventions.
We abbreviateprobabilisticpolynomialtime Turing machinewith thenotationPPTM,

anduseUn to denotetherandomvariableuniformly distributedoverthesetof n-bit strings.
Namely, Pr�Un

� u� equals2 � n if u ��� 0 � 1 � n andequals0 otherwise.And usek to denote

thesecurityparameterof cryptographicprimitivesandprotocols.1 Let x beabit string,we
usex � i � to denotethe ith bit of x.

Security

Intuitively, aprimitiveor aprotocolis secure if the“secret”cannotbeefficiently computed.

An efficient computationis onewhich canbe carriedout by a PPTM, thusby securewe
meanthat every adversaryPPTM outputsthe secretsuccessfullywith only a negligible

probability. Formally, we call a functionnegligible if it vanishesfasterthantheinverseof
any polynomial.Namely,

Definition 1 (Negligible Functions). A functionν : ���! is negligible if for everypoly-

nomial p "$#&% thereexistsan integer n0 such that for all n ' n0

ν " n%�( 1
p " n%

1In general,theinput lengthandtherunningtimeof all PPTMsinvolvedwhendiscussingaprimitiveor a
protocol,will bepolynomialin k. However, in aPIRprotocol,theinput lengthwill bepolynomialin k )+* db * ,
wheredb is thedatabase.

4



Preliminaries 5

For example,the function 2 � n is negligible. Note that a function remainsnegligible
whenmultipliedby any fixedpolynomial.It followsthataneventwhichoccurswith negli-

gibleprobabilityis highly unlikely to occurevenif werepeattheexperimentpolynomially
many times.

One-wayPermutations (OWPs)

A function is calledone-wayif it is easyto computebut hard to invert, and is calleda

permutationif it is injective(one-to-one)andonto.Formally,

Definition 2 (One-wayPermutations). A function f : � 0 � 1 �-,.� � 0 � 1 �-, is called a one-

waypermutation(OWP) if thefollowing threeconditionshold

1. Permutation: For each k �/� , f is an injectiveand onto mapfrom k-bit stringsto

k-bit strings.

2. Easyto compute:There existsa deterministicpolynomial-timeTuring machine M,

sothaton input x theturing machineM outputsf " x% .
3. Hard to invert: For everyPPTMM 0 , everypolynomialp "$#1% , thereexistsan integer k0

such that for all k ' k0

Pr 2M 0$3 f " Uk %54 � f � 1 3 f " Uk %5476�( 1
p " k %

Notethat thereis in facta collectionof permutations,eachon theset � 0 � 1 � k. A more

generaland commondefinition is to have eachpermutationdefinedon someset Dk 8� 0 � 1 � l 9 k: , for somefixedpolynomiall "$#&% . Weadoptthissimplifiedversionasin [28].

Emsemblesand Indistinguishability

Definition 3 (Ensembles).Let I be a countableindex set. An ensembleindexedby I is

a sequenceof randomvariablesindexedby I . Namely, X � � Xi � i ; I , where the Xi ’s are

randomvariables,is an ensembleindexedby I .

Typically, � is the index set,andeachXi rangesover bit stringsof length i. Herein
our applications,we will use � asthe index setasusual,but Xi will be rangingover bit

stringsof lengthl " i % , for somefixedpolynomial l "$#1% . For example,ensembleof the form� F " Ui %<� i ;>= , whereF is a length-triplingfunction,will beused.
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Definition 4 (Computational Indistinguishability). Twoensembles,� Xn � n ;>= and � Yn � n ;>= ,

are indistinguishablein polynomial-timeif for everyPPTMM, everypolynomialp "?#1% , there

existsan integer n0 such that for all n ' n0@@ Pr�M " Xn � 1n % � 16BA Pr�M " Yn � 1n % � 1� @@ ( 1
p " n%

That is, two ensemblesareindistinguishableif for every PPTM,thedistancebetween

theabove two probabilitiesis a negligible function in n. Theprobabilitiesaretakenover
thecorrespondingrandomvariablesandtheinternalcoin tossesof thePPTM.

Private Inf ormation Retrieval (PIR)

Informally, A PIR protocol allows a userto retrieve information from a databasewhile
maintainingthequeryprivatefrom thedatabasemanager.

Two-party Protocols A two-partyprotocolis a probabilisticprocesswheretwo parties

(two PPTMs),exchangemessages(bit strings)in turns. Eachmessagesentby a party is
a function of its input, its randomstring andprevious messagesexchanged.A passof
the protocolconsistsof a singlemessagesentfrom oneparty to the other. And the total

messagesexchangedduringtheprocessis calledtheconversation.

PIR protocols We model the databaseas an n-bit string x and model the query as a" logn% -bit stringi, calledtheindex. Theuseris interestedin theith bit of x, denotedby x � i � .
So a PIR protocol is a two-partyprotocolwith two PPTMsMS (the server) andMU (the
user).Theinputto MS is x andtheinputto MU is i and1n (thelengthof thedatabasewritten

in unary).At theendof theprotocolMU outputsx � i � , whereasi is “unknown” to MU . That
is, thereis no PPTM candistinguishthe conversationgeneratedby the two partieswhen

the useris interestedin x � i � andthe conversationgeneratedwhentheuseris interestedin
x � j � . Furthermore,we requirethat the total numberof bits sentfrom MS to MU is strictly

smallerthann. Otherwise,sendingtheentiredatabaseto theuserwouldbea trivial way to
accomplishthis task.Formally,

Definition 5 (Private Inf ormation Retrieval). A two-partyprotocolbetweenMS andMU

is calleda privateinformationretrieval protocolif thefollowing threeconditionshold

1. Correctness:If bothpartiesfollow theprotocol,thenMU " i � 1n % outputsx � i � at theend

of theprotocol.
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2. Security:For each pair of index sequences� in � n ;>= and � jn � n ;>= , whereeach in � jn �� 0 � 1 �5CDCDCE� n A 1 � , the conversation ensemble� αn � (whenMU ’s index is � in � ) and

the conversation ensemble� βn � (whenMU ’s index is � jn � ) are indistinguishable.

Namely, for every PPTM M, every polynomialp "$#1% there existsan integer n0 such

that for all n ' n0 @@ Pr�M " αn � 1n % � 16 A Pr�M " βn � 1n % � 1� @@ ( 1
p " n%

3. CommunicationComplexity: The total numberof bits MS sent to MU is strictly

smallerthann.

Condition1 is sometimesrelaxedto allowing a negligible probabilityof error. Herein
our application,theuseralwaysgetsthecorrectanswer.

We say that a server is honest-but-curious if the server follows the protocol and is
maliciousif it doesnot. A maliciousservermaybehavein anarbitraryway, for example,it

mayalterthecontentsof x. Thustherearetwo versionsof securityin condition2. Namely,
securityagainsthonest-but-curiousserver andsecurityagainstmaliciousserver. We will

show thatevenmalicious-PIR“doesnot imply” OWPs.
Note that the securityparameterk doesnot appearin the definition at all. For our

purpose,wesetk � n1F τ for someconstantτ G 2.

2.2 Black-box Reductions

Oracle Machines An oraclePPTM,denotedby MΓ, is a PPTM M thathasaccessto a

givenoracleΓ, suchthat in onetime stepM mayreceive the answerto a singlequeryto
Γ. Whendiscussinga primitive or a protocolrelative to anoracle,we assumethatall the
machinesthatareinvolved(includingtheadversarythattriesto breaktheprimitive)arein

factoraclemachineswith accessto thesamefixedoracle.An oracleΓ maybetheunionof
two oraclesΨ andΛ. We usethenotationMΨ HΛ to denoteMΓ.

Black-box Reductions A black-boxreductionfrom a primitive P to a primitive Q is a
constructionof P out of Q that ignoresthe internalstructureof Q. More precisely, this
is a constructionof two oraclePPTMsM andAQ suchthat, if N is an implementationof

Q then MN is an implementationof P and for any adversaryAP that breaksMN (as an
implementationof P), AN H AP

Q breaksN (asanimplementationof Q).

For example,assumethat " MS� MU % is an implementationof a PIR protocol, then a
black-boxreductionfrom OWPsto PIRis aconstructionof two oraclePPTMsM andAPIR
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suchthatMMS HMU computesOWPsandfor any adversaryAOWP thatbreakMMS HMU (inverts
the permutationwith a non-negligible probability when the input is chosenrandomly),

AMS HMU HAOWP
PIR breaks " MS� MU % (outputstheuser’s index with a non-negligible probability,

givenonly the conversation).Our goal is to show that thereareno black-boxreductions

from OWPsto PIR. With the following lemma,we only needto find anoraclerelative to
whichPIR existsbut OWPsdo not.

Lemma 2.1. Assumethat there is a black-boxreductionfroma primitiveP to primitiveQ,

thenrelativeto anyfixedoracle, theexistenceof Q impliestheexistenceof P.

Proof. Assumethat thereis a black-boxreductionfrom primitive P to primitive Q, then

thereexists two oraclePPTMsM andAQ suchthatMN implementsP whenever N imple-
mentsQ andAN H AP

Q breaksN (asanimplementationof Q) whenever AP breaksMN (asan

implementationof P).
Let Γ be any oraclerelative to which primitive Q exists. Thusthereexists an oracle

PPTMNΓ that implementsQ andthereis no oraclePPTMwith oracleaccessto Γ breaks
NΓ. In additionMNΓ

is animplementationof P relative to Γ, by theassumptionthatblack-
box reductionfrom P to Q exists.

Now assumefor contradictionthat relative to Γ primitive P doesnot exists. That is,
relative to Γ any implementationof P canbe broken. Thus,thereis an oraclePPTM AΓ

P

that breaksMNΓ
(asan implementationof P relative to Γ). So A

NΓ H AΓ
P

Q breaksNΓ (asan

implementationof Q relativeto Γ) by theassumptionthatblack-boxreductionfrom P to Q

exists. Clearly, A
NΓ HAΓ

P
Q canbesimulatedby anoraclePPTMwith oracleaccessonly to Γ.

This is a contradictionto theassumptionthatQ existsrelative to Γ.

Black-box Constructions A black-boxconstructionfrom a primitiveP to a primitiveQ

is likeablack-boxreduction,exceptthattheadversaryoraclePPTMAQ mayusetheinter-

nal structureof theadversaryoraclePPTMAP. Thatis, for everymachineAP, thereexists
amachineAQ suchthat,if AP with oracleaccessto N breaksMN (asanimplementationof
P) thenAQ with oracleaccessto N breaksN itself (asanimplementationof Q).

The Oracle SeparationParadigm

Let P andQ be two cryptographicprimitives. To separateP andQ with respectto black-
box reductions,we constructanoracleΓ suchthat relative to Γ theprimitive Q existsbut

P doesnot. This in itself is enoughto concludethat thereis no black-boxreductionfrom
P to Q. In fact, ImpagliazzoandRudich [14] suggesteda morepowerful methodology
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which we follow in our separation.In [14], Γ is constructedasa unionof anoracleO and
a
����������

-completeoracle.Thefirst stepis to show thatthereexistsanimplementation

of Q usingonly O, which is securewith respectto Γ. Thatis, theadversarytrying to break
Q hasoracleaccessto both O andthe

�	�
������
-completeoracle. Second,prove that if� � � �

then relative to O thereis no secureimplementationof P. Sincerelative to a����������
-completeoracle

� � � �
, weconcludethatI Thereis no black-boxreductionfrom P to Q. Furthermore,I “

� � � �
” implies that thereis no black-boxconstructionfrom P to Q. That is, to

providesuchablack-boxconstructionis at leastashardasproving
���� � �

.

Our goal is to constructan oracleO suchthat an implementationof PIR using only O

is securerespectto Γ (union of O anda
�	�
������

-completeoracle). And show that if� � � �
thereareno OWPsrelative to O. Basedon the result proven in [28, 21] that

relativeto arandomoraclenoOWPsexist,weconstructtheoracleO suchthatit is “almost”

randomandthenon-randompartscanhelpto build theprotocolPIR.
For simplicity, we only show the first conclusionthat no black-boxreductionsfrom

OWPsto PIR exist, but the theoremalsoimplicitly leadsto the secondconclusionmen-

tionedabove.

2.3 MathematicsBackground

In this sectionwe give thepigeonholeprincipleandsomebasicprobability theoremsthat

will beusedlater.

Theorem 2.2(PigeonholePrinciple). LetA bea Booleanmatrixwith a 1 A αβ proportion

of 1’s. Thena 1 A α portionof thecolumnshaveat leasta 1 A β portionof 1’s.

Proof. It sufficesto notethat theworstcaseis whenthe0’s areconcentratedin a α by β
rectangle.

Theorem 2.3(Mark ov Inequality). Let X bea nonnegativerandomvariable andt bea

positivereal number. Then

Pr�X G t �KJ E �X �
t
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Proof.

E �X � � ∑
x

Pr�X � x�-# xG ∑
x L t

Pr�X � x�-# 0 M ∑
x N t

Pr�X � x�-# t� Pr�X G t �E# t
Theorem 2.4(Chebyshev Inequality). LetX bea randomvariable, andδ ' 0. Then

Pr 2 @@ X A E �X � @@ ' δ 6 J Var�X �
δ2

Proof.

Pr�POX A E �X �$OQ' δ � � Pr�R" X A E �X �P% 2 ' δ2 �J E �S" X A E �X �T% 2 �
δ2

Theorem 2.5(Borel-Cantelli Lemma). Let B1 � B2 �DCDC5C beeventson thesameprobability

space. Then∑∞
nU 1Pr�Bn �V( ∞ impliesthatPr�XW ∞

k U 1 Y n N k Bn � � 0.

Proof. LetB � W ∞
k U 1 Y n N k Bn, andAk

� Y n N k Bn. SothatB � W ∞
kU 1Ak; in particular, B 8 Ak

for all k. If ∑∞
nU 1Pr�Bn �Z( ∞, thenfor everyε ' 0 thereexistsak ' 0suchthat∑n N k Pr�Bn �Z(

ε. Wehave

Pr�B�[J Pr�Ak �VJ ∑
n N k

Pr�Bn �V( ε

andsinceε canbearbitrarily small,wemusthavePr�B� � 0.

Lemma 2.6. A uniformly-distributed,length-tripling function f : � 0 � 1 �-,.� � 0 � 1 �-, is in-

jectivefor sufficientlylong inputswith probabilityone.

Proof. The probability that f is not injective on the domain � x : x �\� 0 � 1 � n � is at most
2n #]" 2n A 1%D^ 2 # 1̂ 23n J 1̂ 2n. Since∑∞

nU 1 1̂ 2n ( ∞, by the Borel-Cantelli Lemma f is

injective for sufficiently long inputswith probabilityone.



Chapter 3

PIR DoesNot Imply One-way
Permutations

In thischapterweconstructanoracleΓ relative to which thereis a2-passPIRprotocolbut
no one-way permutations.Let k be the securityparameter. The oracleΓ consistsof the

following parts.I A
����������

-completeoracle.I An injective,uniformly-distributed,length-triplingfunctionF "$#S�D#&% .I A uniformly-distributedfunctionS: � 0 � 1 �-,
�_� 0 � 1 � k.I A uniformly-distributedfunctionT : � 0 � 1 � ,�` � 0 � 1 � , �_� 0 � 1 � .I A functionG definedasfollows.

G " x � y%ba
cddddde dddddf

x � i �>g T 3 S" x%<� m4 if O x O is powerof 2 and h i � m �/� 0 � 1 � ,
suchthat O i O � log O x O andy � F " i � m%
(call such " x � y% valid)

0 otherwise

(call such " x � y% invalid)

NotethatG is well definedaslong asF is injective,andthatwe canessentiallyignore
the restrictionon F being injective since,with probability one,a randomlength-tripling

function is injective for sufficiently long inputs. And notethat S andG areactually two
familiesof functions � Sk � k ;>= and � Gk � k ;>= .

Thedesignof G is to allow theuser, who hadchosenm, to computex � i � whereasfrom
theserver’spointof view (withouttheknowledgeof m), G is thevalueof arandomfunction

11
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onsomeunknown input,whichis ameaninglessrandombit. Furthermore,it is veryhardto
queryG onavalid inputwithoutfirst queryingF. However, G 3 x � F " i � m%54 canbecomputed

without actuallyqueryingtheoraclefunction if i andm areknown, which is thecaseif F

is queriedfirst. Soit is unlikely thatG is “useful” to any one-partyprimitive.

3.1 2-passPIR Using the Oracle

By paddingredundant0’s,we mayassumethat thelengthof thedatabasex is power of 2.
For example,if O x O � 513,we pad5110’s at theendof x. This increasesthe lengthby a

factorof two at most.Thefollowing is a2-passPIRusingtheoracleΓ.
Theuserselectsm ��� 0 � 1 � k uniformly andsendsαF

� F " i � m% to theserver. Theserver
thensendsαS

� S" x% andαG
� G " x � αF % backto theuser. At theendof theprotocol,the

useroutputsαG g T " αS� m% .
Server User

αF U F 9 i Hm:i A Selectm �j� 0 � 1 � k uniformly
αSU S9 x:kH αG U G 9 x H αF :A � x � i � � αG g T " αS� m%

Corr ectness If both the server andthe userfollow the protocol,the usergetsS" x% and

G 3 x � F " i � m% 4 at theendof conversation.RecallthatG 3 x � F " i � m% 4 � x � i �Qg T 3 S" x%l� m4 . So
with thekonwledgeof mandS" x% , theusercancomputex � i � .
Communication Complexity The original condition requiresthat the total numberof

bits sentfrom the server to the useris strickly smallerthan the lengthof the datatbase.
However, thelengthof thedatabasemaybedoubledsincewe paddedsomeredundant0’s
to makethelengthpowerof 2. Soweneedto makesurethat OαS OmMnOαG O � k M 1 is strickly

smallerthan O x Oo^ 2. Wecould,for example,setk � O x O 1F τ for any constantτ G 2.

Security As for the securityof the protocol,we shall show that the server is unableto
distinguishαF from α 0F , theonly informationsentby theuserwhenit is interestedin x � i �
andx � j � , respectively. If the server doesnot querythe function G, the proof is standard
using the fact that the restof the oracleconsistsof merelyrandomfunctions. However,

unlesstheserverqueriesG on somedistinct " x1 � αF % and " x2 � αF % suchthatS" x1 % � S" x2 % ,
which is unlikely to happensincethe rangeof S is large, G actslike a randomfunction

also. Note that the function S (asa randomhash)in the definition of G is essential;if
we defineG 3 x � F " i � m%$4 � x � i �]g T " m% insteadof x � i �]g T 3 S" x%l� m4 , a singleG 3 x � F " i � Uk %54
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maybeauniformdistributionbut for any x1 andx2, G 3 x1 � F " i � Uk %54 andG 3 x2 � F " i � Uk %54 are
correlated.

Sincen andk arepolynomiallyrelated,weprove thesecurity(indistinguishabilityof α
andα 0 ) of theprotocolin termsof k. Westate,withoutproof,a lemmaneededfor themain

theoremfirst, andthenprove it after thetheorem.Sinceevery PPTMcanbesimutatedby
(non-uniform)polynomial-sizecircuits,we prove thestrongerstatementthat thereareno
polynomial-sizecircuitscandistinguishthetwo conversations.

Lemma 3.1. Let � Ck � k ;>= be a family of polynomial-sizeoracle Booleancircuits and let� ik � k ;>= , � jk � k ;>= betwo sequencesof indiceswith each O ik O � O jk OEJ kc for someconstant

c. Definea sequenceof randomvariablesXk " Γ � m%pa CΓ
k 3 F " ik � m%54 A CΓ

k 3 F " jk � m%54 , where

m �q� 0 � 1 � k, thenboth
@@@ E
Γ Hm 2 Xk 6 @@@ andE

Γ r 3 Em 2 Xk 6Q4 2 s
are boundedby poly " k %5^ 2k for some

polynomialpoly "$#1% .
We now provethemaintheorem.

Theorem 3.2. With probability oneover randomΓ, for any constantc, any fixedpair of

sequencesof indices � ik � k ;>= and � jk � k ;>= with each O ik O � O jk OZJ kc, the two ensemblest
F " ik � Uk %]u k ;>= and

t
F " jk � Uk %]u k ;>= are indistinguishable, evenbynon-uniformcircuits.

Proof. Wefirst show thatfor any pair of sequences� ik � k ;>= , � jk � k ;>= andany polynomial-

sizeoraclecircuits � Ck � k ;>= ,

Pr
Γ v @@@ Pr

m;Ew 0 H 1x k 2CΓ
k 3 F " ik � m% 4 � 16 A Pr

m;Ew 0 H 1x k 2CΓ
k 3 F " jk � m% 4 � 16 @@@

is negligible for all sufficiently largek’sy � 1

Let Xk " Γ � m% � CΓ
k 3 F " ik � m% 4zA CΓ

k 3 F " jk � m% 4 be a sequenceof randomvariables,and
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δ " k % besomefunctionthatwewill determinelater, then

Pr
Γ v @@@ Pr

m
2CΓ

k 3 F " ik � m%54 � 16 A Pr
m
2CΓ

k 3 F " jk � m%54 � 16 @@@ ' δ " k % y� Pr
Γ v @@@ Em 2 Xk 6 @@@ ' δ " k % yJ Pr
Γ v @@@ Em 2 Xk 6 A @@ E

Γ Hm 2 Xk 6 @@ @@@ M @@@ E
Γ Hm 2 Xk 6 @@@ ' δ " k % y� Pr

Γ v @@@ Em 2 Xk 6 A @@ E
Γ Hm 2 Xk 6 @@ @@@ ' δ " k % A @@@ E

Γ Hm 2 Xk 6 @@@ y
J E

Γ v>{ E
m
2 Xk 6BA @@ E

Γ Hm 2 Xk 6 @@}| 2 y~
δ " k % A @@@ E

Γ Hm 2 Xk 6 @@@}� 2

� E
Γ v>{ E

m
2 Xk 6 | 2 y	A { E

Γ Hm 2 Xk 6 | 2~
δ " k % A @@@ E

Γ Hm 2 Xk 6 @@@ � 2

J E
Γ v]{ E

m
2 Xk 6 | 2y~

δ " k % A @@@ E
Γ Hm 2 Xk 6 @@@X� 2

By Lemma3.1weknow thatboth
@@@ E
Γ Hm 2 Xk 6 @@@ andE

Γ r 3 Em 2 Xk 6l4 2 s
areboundedby anegligible

functionε " k % ( ' 0 � k ��� ). Setδ " k % to bethenegligible function 4
�

ε " k %ZM ε " k % , wehave

Pr
Γ v @@@ Pr

m
2CΓ

k 3 F " ik � m%54 � 16 A Pr
m
2CΓ

k 3 F " jk � m%54 � 16 @@@ ' 4
�

ε " k %�M ε " k % yJ ε " k %3 4
�

ε " k %ZM ε " k % A ε " k %54 2� �
ε " k %

By thedefinitionof negligible function,thereexistsak0 suchthatε " k %p( 1̂ k4 for all k ' k0;�
ε " k %
( 1̂ k2 for all k ' k0. And since

∞
∑

k U 1
1̂ k2 converges,

∞
∑

k U 1

�
ε " k % alsoconverges.By

the Borel-Cantelli Lemma,the probability over randomΓ that
@@@ Pr

m
2CΓ

k 3 F " ik � m%54 � 16 A
Pr
m
2CΓ

k 3 F " jk � m% 4 � 16 @@@ is greaterthanthenegligible functionδ " k % for infinitely many k’s is
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zero.Thuswith probabilityoneoverrandomΓ,
@@@ Pr

m
2CΓ

k 3 F " ik � m%54 � 16 A Pr
m
2CΓ

k 3 F " jk � m%$4 �
16 @@@ is negligible for all sufficiently largek’s.

For everycombinationof � ik � k ;>= , � jk � k ;>= and � Ck � k ;>= , wethrow outthemeasurezero

of Γ’s relative to which
@@@ Pr

m
2CΓ

k 3 F " ik � m%54 � 16 A Pr
m
2CΓ

k 3 F " jk � m%$4 � 16 @@@ is greaterthan

δ " k % for infinitely many k’s. Sincethereareonly countablymany � ik � ’s, � jk � ’sand � Ck � ’s,
we have thrown out measurezero in all. Thus the two ensembles

t
F " ik � Uk % u k ;>= andt

F " jk � Uk %]u k ;>= areindistinguishablerelative to theremainingmeasureoneof theoracles.

We now proveLemma3.1.

Claim 3.3.
@@@ E
Γ Hm 2 Xk 6 @@@ in Lemma3.1is boundedby poly " k %5^ 2k for somepolynomialpoly "?#1% .

Proof. Definethefollowing probabilityeventsI B1 : CΓ
k makesoraclequeryto F or to T on " z� m% for somez �/� 0 � 1 �-, .I B2 : CΓ
k makesoraclequeriesto G on " x1 � y% andon " x2 � y% , wherex1 � x2 � y ��� 0 � 1 � ,

suchthatx1
�� x2 andS" x1 % � S" x2 %���� 0 � 1 � k.I B : B1 � B2.

andusethenotationw O � B to denotethatB happenswhentheinput to CΓ
k is w.

Let p � p " k % be a polynomial that boundsthe sizeof the circuitsCk,1 andnote that

on input F " ik � m% all “useful” information (anything that is different when the input is
F " ik � m% andwhenthe input is F " jk � m% ) thatCΓ

k canget is the function valuesF " ik � m% ,
G 3 x1 � F " ik � m% 4 � x1 � ik �]g T 3 S" x1 %l� m4 , CDCDC , G 3 xp � F " ik � m% 4 � xp � ik �]g T 3 S" xp %l� m4 . Simi-

laryoninputF " jk � m% ,CΓ
k getsF " jk � m% , G 3 x01 � F " jk � m%54 � x01 � jk �5g T " S" x01 %l� m% , CDCDC , G 3 x0p � F " jk � m%54 �

x0p � jk �lg T " S" x0p %l� m% . Observethatif CΓ
k doesnotmakeoraclequeryto F nor to T on " z� m%

for somez ��� 0 � 1 � , , theinformationis just thevaluesof randomoracleonsomeunknown
locations.Furthermoreif noneof S" x1 % , CDCDC , S" xp % (S" x01 % , C5CDC , S" x0p % ) areequal,theseloca-

tionsareall distinct.Sothesetwodistributions, { F " ik � m%l� G 3 x1 � F " ik � m%54��5CDCDC�� G 3 xp � F " ik � m%54 |
and { F " jk � m%l� G 3 x01 � F " jk � m%54��5CDCDCE� G 3 x0p � F " jk � m%54 | , areidenticalwhenwefix everything

elsebut varyoverF " ik � m% , F " jk � m% andT "���� m% , whereT "���� m% � � T " z� m% : z ��� 0 � 1 �-,l� .
Thusconditionedon F " ik � m% �O � B andF " jk � m% �O � B,

E
F 9 ik Hm:kH F 9 jk Hm:kH T 9 , Hm: rCΓ

k 3 F " ik � m%54 A CΓ
k 3 F " jk � m%54 s � 0

1Notethat theinput lengthof Ck is 3 ��* ik *T) k � insteadof k. Suchpolynomialexists,however, if * ik *�� kc

for someconstantc.
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for any m andΓ ��� F " ik � m% � F " jk � m% � T "���� m%<� . Wehave@@@ E
Γ Hm 2 Xk 6 @@@� @@@ E

Γ Hm rCΓ
k 3 F " ik � m% 4
A CΓ

k 3 F " jk � m% 4 s @@@J Pr
Γ Hm 2 F " ik � m%�O � B or F " jk � m%�O � B6` @@@ E

Γ Hm rCΓ
k 3 F " ik � m% 4 A CΓ

k 3 F " jk � m% 4 @@ F " ik � m%�O � B or F " jk � m%�O � B
s @@@M Pr

Γ Hm 2 F " ik � m% �O � B andF " jk � m% �O � B6` @@@ E
Γ Hm rCΓ

k 3 F " ik � m%54 A CΓ
k 3 F " jk � m%$4 @@@ F " ik � m% �O � B andF " jk � m% �O � B

s @@@J Pr
Γ Hm 2 F " ik � m%�O � B or F " jk � m%�O � B6 # 1 M 1 # 0J 2 3 Pr

Γ Hm 2 F " ik � m%�O � B1 6 M Pr
Γ Hm 2 F " ik � m%�O � B2 6Q4J 2 3 p " k %D^ 2k M p " k %Q" p " k % A 1%

2
# 1̂ 2k 4� p " k % 3 p " k %�M 14]^ 2k

Claim 3.4. E
Γ r 3 Em 2 Xk 674 2 s

in Lemma3.1 is boundedby poly " k %D^ 2k for somepolynomial

poly "$#&% .
Proof. EventsB1, B2 andB aredefinedasin Claim 3.3,anddefinein additionI B0 : CΓ

k makesoraclequeryto G on 3 z1 � F " z2 � m% 4 for somez1 � z2 �/� 0 � 1 �-, .
Letm0 ��� 0 � 1 � k. RecallthatG 3 x � F " i � m% 4 � x � i �5g T 3 S" x%l� m4 andobservethatF " ik � m% ,

F " jk � m% andT "���� m% do not affect CΓ
k 3 F " ik � m0R% 4 if Ck doesnot make oraclequeryto F

nor to T on " z1 � m% , nor to G on 3 z2 � F " z3 � m%54 , for somez1 � z2 � z3 ��� 0 � 1 �-, . Thuscon-
ditionedon “m

�� m0 andF " ik � m0 % �O � B � B0 andF " jk � m0 % �O � B � B0 ,” bothCΓ
k 3 F " ik � m0 % 4

andCΓ
k 3 F " jk � m0 %$4 areconstantwhenwe vary over F " ik � m% , F " jk � m% andT "���� m% . Thus

conditionedon “m
�� m0 andF " ik � m% �O � B andF " jk � m% �O � B andF " ik � m0�% �O � B � B0 and
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F " jk � m0�% �O � B � B0 ,”
E

F 9 ik Hm:kH F 9 jk Hm:
T ���P�m� r 2CΓ

k 3 F " ik � m%54 A CΓ
k 3 F " jk � m%$476B#K2CΓ

k 3 F " ik � m0 %$4 A CΓ
k 3 F " jk � m0 %54Q6 s� E

F 9 ik Hm:kH F 9 jk Hm:TH T 9 , Hm: rCΓ
k 3 F " ik � m%54 A CΓ

k 3 F " jk � m%$4 s # someconstant� 0

for any m, m0 andΓ ��� F " ik � m% � F " jk � m% � T "���� m%�� . We have

E
Γ r 3 Em 2 Xk 674 2 s� E

Γ r Em 2CΓ
k 3 F " ik � m%54 A CΓ

k 3 F " jk � m%5476B# E
m� 2CΓ

k 3 F " ik � m0 %54 A CΓ
k 3 F " jk � m0 %54Q6 sJ Pr

Γ HmHm� 2m � m0 6 # 1 M 1 # E
Γ HmHm� r 2CΓ

k 3 F " ik � m% 4 A CΓ
k 3 F " jk � m% 4l6#K2CΓ

k 3 F " ik � m0 %54 A CΓ
k 3 F " jk � m0 %5476 @@@m �� m0 sJ 1̂ 2k M Pr

Γ HmHm� 2 F " ik � m%�O � B
@@m �� m0 6 M Pr

Γ HmHm� 2 F " jk � m%�O � B
@@m �� m0 6M Pr

Γ HmHm� 2 F " ik � m0 %�O � B � B0 @@m �� m0 6�M Pr
Γ HmHm� 2 F " jk � m0 %�O � B � B0 @@m �� m0 6M 1 # 0J 1̂ 2k M 4 3 p " k %D^ 2k M p " k %Q" p " k % A 1%

2
# 1̂ 2k 4M 2 Pr

Γ HmHm� 2 F " ik � m0 %�O � B0 � B @@m �� m0 6J 1̂ 2k M 2p " k % 3 p " k %�M 14]^ 2k M 2 # p " k %D^ 23kJ 3 2 " p " k %D% 2 M 4p " k %�M 14 ^ 2k

3.2 No OWPsRelative to the Oracle

In this sectionwe show thatno OWP existsrelative to Γ. It wasshown in [28, 21] thatno
OWPsexist relative to a randomoracleuniona

�	�
������
-completeoracle. We proceed

by showing thatthefunctionG doesnothelpbuilding OWPseither.2

2Note thatwe canaasociateseveral randomfunctionswith a singlerandomoracle,andthatwith proba-
bility onearandomlength-triplingfunctionis injective for sufficiently long inputs.
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A first attemptis to seeif thefunctionG canbeconstructedby usinga randomoracle
uniona

����������
-completeoracle.Unfortunately, this is not thecasesinceit is provedin

[14] thatrelativeto arandomoracleuniona
����������

-completeoracle,nokey agreement
protocolexists. And by [5] we know that the existenceof PIR implies the existenceof

oblivioustransfer, which by [17, 7] impliestheexistenceof key agreenment.Theseimpli-
cationhold relative to any oraclebecausethey areprovedby black-boxreduction.Soif G

canbeconstructedby usinga randomoracleuniona
����������

-completeoracle,we have

PIR protocolexistsrelative to a randomoracleuniona
���
�
����

-completeoracle,which
imlies theexistenceof key agreementprotocolin suchworld.

However, in theone-partysituation,valid inputsarehardto samplewithoutfirst query-
ing F sinceF is length-tripling. And G 3 x � F " i � m%54 can be computedwithout actually

queryingG if i, m andx areknown, which is the caseif F is queriedfirst. So any or-
aclePPTM with oracleaccessto Γ canbe “approximately”simulatedby anotheroracle

PPTMthatdoesnotqueryG. With aminorchangeto only thestatement,but not theproof,
of Theorem9.2andTheorem9.3 in [28], we canshow thatno OWPsrelative to Γ. Detail
follows.

Assumefor contradictionthat thereis anoraclePPTMM 0 computesa OWP on some
positive measureδ 0 of oraclesin Γ.3 By the LebesgueDensityTheorem,thereexists an

oraclePPTMM, with a finite numberof oracleanswershardwired,thatcomputesa OWP
on measure1 A δ of oraclesin Γ (for any constantδ ' 0 we choose).Let Γ 0 denotethis

subsetof oraclesrelativeto whichM computesaOWP. Weconstructfrom M anotheroracle
PPTMN thatdoesnot queryG but outputsdifferentlyfrom M only on a small fractionof
inputs.Thento invertM, we invertN instead.

Now considerinputsfrom � 0 � 1 � n andsupposethat the runningtime of M is bounded
by nc, for someconstantc G 2. TheoraclePPTMN simulatesM stepby step,keepstrack

of the queriesto F, e.g. a list of 2-tuples " i � m% ’s, and replacesany query to G, sayon" x0 � α0 % , by the following. If Oα0 OZJ 3clogn, N checksevery " i � m%�� � 0 � 1 ��¡α0 ¡ F 3 to see

if any of themsatisfiesF " i � m% � α0. This takesat most23clognF 3 � 2c # n time, which is
polynomialin n. If Oα0 OQ' 3clogn, N thenchecksthelist (thehistoryof queriesto F) to see

if any " i � m% onwhichsatifiesF " i � m% � α0. Thisagaintakesatmostpolynomialtimesince
the list is at mostpolynomially long. If the pair " i0 � m0 % suchthat F " i0 � m0 % � α0 canbe
found,by a brute-forceway or by serchingthelist mentionedabove,N replacesG " x0 � α0 %
by x0 � i0 �¢g T " S" x0 %l� m0 % . OtherwiseN assumes" x0 � α0 % is an invalid inputsandreplaces

3Suchaδ £ mustexist sincethereareonly countablymany oraclePPTMsbut uncountablymany oraclesin
Γ. Otherwisefor measureoneof theoraclesin Γ would haveno machinecomputinga OWP. Herewe regard
Γ asasetof theoracles.
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G " x0 � α0 % by 0.
For any input x ��� 0 � 1 � n, N " x% �� M " x% only if M ever queriesG on somevalid " x � α %

andthat Oα O<' 3clogn is notobtainedpreviouslyby queryingF. Thenfor any fixedrandom
choiceof M, N " x% �� M " x% for at mostnc2clogn ^ 23clogn � 1̂ nc J 1̂ n2 of oraclesin Γ, and

hencefor at most1̂["D" 1 A δ % n2 %�J 2̂ n2 of oraclesin Γ 0 , for δ J 1̂ 2.

Lemma 3.5. Therearelessthan2̂ n fractionof n-bit stringsy such thatN � 1 " y% �� M � 1 " y%
for more than2̂ n of oraclesin Γ 0 .
Proof. ConsidertheBooleanmatrix A with rows indexedby y ��� 0 � 1 � n andcolumnsin-
dexed γ � Γ 0 , suchthat AyH γ � 1 if f N � 1 " y% �� M � 1 " y% relative to γ. For eachx �q� 0 � 1 � n,

N " x% �� M " x% for atmost2̂ n2 of oraclesin Γ 0 , andthiscontributesatmost2 � n4̂ n2 fraction
of 1’s to A. As thereare2n differentx’s, thetotal fractionof 1’s in A is atmost4̂ n2. By the
pigeonholeprinciple, lessthan2̂ n of rowsin A havemorethan2̂ n of columnsof 1’s.

For any y, M � 1 " y% is uniquerelative to any oraclein Γ 0 sinceit is a permutation.So
by Lemma3.5, for lessthan2̂ n fraction of n-bit strings,N � 1 " y% is not uniquefor more

than2̂ n of oraclesin Γ 0 . In otherwords, therearemore than1 A 2̂ n fraction of n-bit
stringsy suchthatN � 1 " y% is uniquefor morethan1 A 2̂ n of oraclesin Γ 0 , andhencefor

morethan1 A 2̂ n A δ ' 1 A ε of oraclesin Γ, for any constantε ' δ andsufficiently large
n’s. Basedon [21], Theorem9.3 in [28] statesthat

� � � �
implies the following: For

any permutationΠ on 1 A ε randomoracles,andfor eachy, Π � 1 " y% canbecomputedon

1 A¥¤ ε randomoraclesin polynomialtime. Observe that the proofsof Theorem9.2 and
9.3 in [28] actuallyyield a strongerstatementthatuniqueN � 1 " y% ’s canbecomputed.We

have

Lemma 3.6. Suppose
� � � �

. There is a constantλ such that for everyoraclePPTMN,

thereexistsanoraclePPTMN 0 with thefollowingproperty. For anyε ( λ andfor anyy, if

N � 1 " y% is uniquefor 1 A ε of randomoracles,thenN 0�" y% � N � 1 " y% for 1 Aq¤ ε of random

oracles.

And wehave themaintheoremby slightly modifyingTheorem9.4in [28] asfollows.

Theorem 3.7. For measure oneof the oraclesin Γ, relative to which there is no oracle

PPTMthat computesa one-waypermutation.

Proof. Chooseδ ( λ suchthat thereexistsε with δ ( ε ( λ andε M 4¤ ε ( 1. As oracles
in Γ containa

����������
-completeproblem,relative to which we have

� � � �
. So for

any n, therearemorethan1 A 2̂ n of n-bit stringy suchthatwecanfind N � 1 " y% � M � 1 " y%
for morethan1 A\¤ ε of oraclesin Γ. By the pigeionholeprinciple, therearemorethan
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1 A 4¤ ε of oraclesin Γ for whichthereareinfinitely many n wherewecancomputerM � 1 " y%
for morethan1 A 2̂ n A 4¤ ε fractionof n-bit stringsy, violating thedefinitionof one-way

permutations.That is, M is one-way relative to lessthan 4¤ ε ( 1 A ε ( 1 A δ fraction of
oraclesin Γ, acontradiction.
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Appendix A: Detail Proofsof Lemma 3.3
and Lemma 3.4.

Recalltheprobabilityevents,I B1 : CΓ
k makesoraclequeryto F or to T on " z� m% for somez �/� 0 � 1 �-, .I B2 : CΓ
k makesoraclequeriesto G on " x1 � y% andon " x2 � y% , wherex1 � x2 � y ��� 0 � 1 � ,

suchthatx1
�� x2 andS" x1 % � S" x2 %���� 0 � 1 � k.

We have for everym0 �j� 0 � 1 � k,

Pr
Γ Hm 2 F " ik � m0 %¦O � B1

@@m �� m0 6 � E
Γ r Pr

m
2 F " ik � m0 %�O � B1 6 @@@m �� m0 sJ E

Γ
2 p " k %D^[" 2k A 1% 6J " p " k %�M 1%D^ 2k

And

Pr
Γ Hm 2 F " ik � m%�O � B1 6 � E

mH Γ � r Pr
F 9 ik Hm:kH T 9 , Hm: 2 F " ik � m%�O � B1 6 s� E

Γ
E
m r Pr

u H v 2 u O � B1 6 sJ E
Γ
2 p " k %D^ 2k 6� p " k %D^ 2k

whereΓ 0 � Γ ��� F " ik � m% � T "���� m%<� andE
Γ

E
m r Pru H v 2 u O � B1 6 s meansthatwefix Γ (including

F " ik � m% andT "���� m% ) first, and then later replaceF " ik � m% and T "���� m% in Γ by u and v

respectively whensamplingthem.This termmakessensebecausewhetherB happensdoes
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notdependsonthevalueof F " ik � m% noronT "���� m% . WhetherB happensor notdependson
theinputu andG "���� u% , andnotethatG "���� u% is determinedby v.

And

Pr
Γ Hm 2 F " ik � m%�O � B2 6 J 1̂ 2k M 2̂ 2k M�#D#D#$M§" p " k % A 1%D^ 2k� p " k %Q" p " k % A 1%D^ 2k


