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Abstract— In this paper we investigate the potential application
of RFID technology in future cars as a cheaper, more reliable,
and secure wireless alternative to the current wired operation
in the engine compartment and other parts of a car where
several sensors are connected to adapters which, in turn, are
connected to a serial data bus for carrying the measured sensor
data to various embedded microprocessors. The preliminary
measurement results show that the coherence bandwidths of
various channels between a Reader and several RFID Tags
placed into different locations in the car are sufficiently large
for the purpose of in-car sensor network communications while
the power losses of certain channels are quite excessive and a
special distributed antenna system may be required to deal with
the problem.

I. INTRODUCTION

In current cars, sensors are wired for power and for the data
transmission of the physical parameter (temperature, distance,
light, etc.) that the sensor measures. This information can be
relayed to a serial data bus via an adapter. Subsequently, this
information can be sent to an embedded microprocessor for
further processing. This is illustrated in Figure 1(a). The wiring
for each sensor can cost several dollars. Given that pervasive
use of sensors is envisioned for future cars, replacing these
wires with wireless technology (i.e., RFID technology) could
potentially enable several hundreds of dollars cost saving in
the manufacturing of future cars. In addition, replacement
of wires, which can contribute up to 50 kg to the vehicle
sprung mass, by wireless technology could bring about more
economic cars given that the weight of the car will be less,
thus increasing the fuel efficiency of the car in terms of
mileage/gallon [1]. Moreover, the total length of wires in
the car has grown rapidly over the past three decades [2]
and the wiring harness continues to be the heaviest, single
most complex, and expensive electrical component in the
vehicle [1]. The current wired architecture is not flexible
enough to accommodate more and more sensors, whereas use
of wireless technology might lead to an open architecture, thus
paving the way for the installation of an increasing number
of sensors. We believe that the open architecture aspect of
wireless technology will also be significant in substantial cost-
savings as well as more efficient, reliable, and sophisticated
cars.

The rest of the paper is organized as follows. In section II,
we provide a problem statement. The proposed solution and
the principle of operation are described in sections III and

IV. In section V, the details of the experimental method and
the results of the experiments are presented. In section VI,
the implications of the experimental results are discussed and
some of the outstanding research issues are outlined. Finally,
the concluding remarks are given in section VII.

II. PROBLEM STATEMENT

The current architecture of the sensor network in the car is
shown in Figure 1(a). Each sensor is connected to the serial
data bus via an adapter. The sensor information is relayed to
the serial data bus, then sent to the embeded microprocessor
in the car for further processing. The operating power of the
sensors is supplied by the car battery via the power distribution
network. The current wired architecture has the following
disavantages: (i) The vast amount of wiring shrinks the layout
space and decrease the serviceability and reliability [3]; (ii)
the cost of the data and power wires for the sensors and
the manufacturing and assembly operations could cost up to
hundreds of dollars; (iii) the wires increase the weight of the
car and decrease the fuel efficiency [1]; and (iv) sensors cannot
be installed in some of the locations (tires, steering wheel, etc.)
because they cannot be reached by wires. In the next section,
we propose a solution to the above problems.

III. PROPOSED SOLUTION

One solution to this problem could be the use of RFID
technology whereby the wires from sensors to the serial data
bus are replaced by a Reader and several Tags (Transponders)
that will be connected to the sensors. Given that passive RFID
Tags are extremely cheap (a few cents each), the main expense
of this solution is the Reader which could cost several tens of
dollars. In one possible configuration, the Reader periodically
obtains the measurement made by sensors by sending an
energizing pulse to each Transponder. The Transponder uses
the energizing pulse to subsequently turn on and then transmits
the data it has collected by using a portion of this energy. The
envisioned scenario is illustrated in Figure 1(b).

IV. PRINCIPLE OF OPERATION

The main component of RFID technology is the Transpon-
der/Tag (“Transponder” and “Tag” are interchangeable RFID
terms), which in most cases comprises of a chip and antenna
mounted onto a substrate or an enclosure. The chip consists of
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(a) Current Scenario (b) Envisioned Scenario

Fig. 1. (a) In current cars, sensors are connected to power distribution network and serial data bus in the car; (b) in our envisioned scenario, both power
wires and communication wires are eliminated by using RFID technology

a processor, memory, and radio transmitter. These Transpon-
ders communicate via radio frequency to a Reader, which has
its own antennas. The Readers can interface through wired or
wireless medium to various embedded microprocessors. The
memory of a Tag will vary, depending on the manufacturers,
from just a few characters to kilobytes. In this paper, we
investigate the use of RFID technology at 915 MHz and we
consider passive RFID Transponders that have no internal
power source and, therefore, require external power to operate
[4]. Each Transponder is powered by an electromagnetic signal
that is transmitted from a Reader. The signal received will
charge an internal capacitor on the Transponder which, in turn,
will then supply the power required to communicate with the
Reader.

V. EXPERIMENTAL METHOD AND RESULTS

While RFID technology seems like an attractive solution
for eliminating wires in future cars, to establish its viability
several research issues and challenges have to be carefully
addressed [5]. In this paper, we report some of these issues
and challenges and the experiments carried out to understand
the severity of some of these problems. While some of our
measurement results are very encouraging, others point to the
need for creative solutions to circumvent them.

To understand the physical characteristics of the wireless
channels between a Reader and a Tag, the position of the
Reader (transmitter) was fixed to a location above the driver’s
seat (See Figure 2(a)). By placing the RFID Tags (receivers)
into different locations; categorically, four different communi-
cation channels were identified inside a car (See Figure 2(b-
e)): (i) channel to/from Tags on the hood (OH); (ii) channel
to/from Tags in the trunk (TR); (iii) channel to/from Tags
inside the engine compartment (IE); and (iv) channel to/from
Tags under the engine compartment (UE). The following
experiments were carried out in a General Motors ’96 Buick
LaSabre car at Carnegie Mellon University.

A. Power Delay Profile Measurements

The purpose of this measurement was to understand the
severity of the multipath effect in the car environment [6],
[7]. The power delay profiles (PDF) [8] of all four channels

TABLE I

PARAMETERS USED FOR POWER DELAY PROFILE MEASUREMENTS

Parameters Value
Measuring Frequency 902 MHz - 928 MHz
Output Power -4 dBm
Number of Points (Frequency Sweep) 401/801/1601 points
IF Bandwidth 1 KHz/300 Hz

TABLE II

LOCATIONS OF POWER DELAY PROFILE MEASUREMENTS

Location Description
HH Right next to Hamerschlag Hall. No cars within 5 m.
SH1 About 75 m from Scaife Hall. Several cars parked nearby.
SH2 About 10 m from Scaife Hall. Several cars parked nearby.
SH3 About 50 m from Scaife Hall. No cars within 5 m.

were measured using the vector network analyzer and two
5 dBi omni-directional antennas as shown in Figure 3. The
configuration parameters are shown in Table I. Coherence
bandwidths were then computed using the power delay profiles
obtained. We used the definition of the coherence bandwidth as
the bandwidth over which the frequency correlation function
is above 50%, given by

B =
1

5στ
(1)

where B is the coherence bandwidth and στ is the root mean
square (RMS) delay spread of the channel. The data points
representing the noise were excluded in the calculation of
RMS delay spread. The measurements were repeated several
times at each of the locations described in Table II on the
campus of Carnegie Mellon University. Except for the HH data
set, in which the car was parked right next to Hamerschlag
Hall, all measurements were performed in locations with
no nearby buildings. There were no passengers in the car,
and some cars and pedestrians were passing by while we
performed the measurements.

The results are shown in Table III. Comparing the four
channels, the OH channel is the best-case channel since it has
almost no obstructions between the transmitting and receiving
antennas. The UE channel has a low receiving power, and
hence low-power reflections can cause higher RMS delay



(a) Reader’s antenna (b) The OH channel (c) The TR channel

(d) The IE channel (e) The UE channel

Fig. 2. Various In-car Wireless Channels

Fig. 3. Block diagram of the experimental setup used for power delay profile measurement.

Fig. 4. Block diagram of the experimental setup used for BPSK transmission experiment.

TABLE III

COHERENCE BANDWIDTHS (MHZ)

Channel HH SH1 SH2 SH3
OH 9.79 9.89 N/A 9.62 N/A N/A 9.27 9.29
TR 8.42 8.43 9.34 7.19 5.74 8.69 5.67 6.32
IE 8.67 8.60 8.00 8.86 8.30 8.55 7.91 7.74
UE 7.20 7.55 8.08 8.02 7.75 6.88 8.49 8.09

spread and lower coherence bandwidth. The TR channel is
the worst in SH1 and SH3 data set, and this might be due to

the reflections caused by various objects put in the trunk. One
can also observe that the surrounding buildings and cars do
not have much effect on the coherence bandwidth, considering
that the reflected power from them is fairly small.

According to [4], the minimum symbol period(Type A Ref-
erence Interval, TARI) is 6.25 µs, and hence the bandwidth of
the signal transmitted is about 160 KHz. Even with the worst-
case channel, the coherence bandwidth is still sufficiently large
for the in-car RFID system. This suggests that equalization or
channel coding might not be necessary.

The following is an intuitive way to estimate the coherence



TABLE IV

PARAMETERS OF THE BPSK TRANSMISSION EXPERIMENT

Parameters Value
Modulation BPSK
Bit Pattern Pseudo Random Bit Sequences
Transmitted power 16 dBm
Symbol rate 500 KHz, 1 MHz, 2 MHz
Filter Square-root Raised Cosine (α=0.1)
CW Frequency 915 MHz

TABLE V

3-dB BANDWIDTHS OF THE OUTPUT SIGNALS (KHZ)

Symbol Rate 500 KHz 1 MHz 2 MHz
Cable 489.06 975.00 1937.50
OH 489.06 978.13 1943.75
TR 485.94 959.38 1868.75
IE 485.94 962.50 1893.75
UE 471.88 740.63 N/A

bandwidth of the channels in the car. The maximum distance
between the two antennas in the car environment is usually no
more than 15 meters. The differences between the distances
of multipaths are likely to be smaller than the maximum
distance between the antennas. Assuming that the car is parked
in open space with no nearby objects, this means that the
maximum excess delay of any major reflected signal is no
more than 15

3×108 = 5 × 10−8 s, which is 50 ns. Hence, RMS
delay spread will also be smaller than 50 ns, i.e., the coherence
bandwidth will be larger than 1

5×5×10−8 = 4× 106 Hz, which
is 4 MHz. Our measurement results verify this estimation.

B. BPSK Signal Transmission Experiment

To confirm the results presented in previous subsection, we
designed a signal transmission experiment as well to verify the
results [7]. As shown in Figure 4, we used the signal generator
to generate BPSK signals and to transmit through each of the
four channels (using the same two omni-directional antennas),
and then used the real-time spectrum analyzer to receive the
output signals. Note that bandwidth of the output signal is
the minimum of the channel bandwidth and input signal’s
bandwidth, i.e., BWoutput = min{BWchannel, BWinput}.
Since we can adjust BWinput by changing the symbol rate, we
can observe the change of BWoutput to determine BWchannel

(coherence bandwidth of the channel). The configuration pa-
rameters are shown in Table IV. Note that we used a square-
root raised cosine filter for the generated BPSK signal so that
the envelope is flat in the occupied frequency band. In this
case, the 3-dB bandwidth would be smaller if the channel has
unequal gain with differences larger than 3 dB, i.e., the channel
significantly distorts the signal.

In the measurement, we collected 2000 frames for each of
the four channels and the average of the frames is used to
compute the bandwidth. The bandwidths of the output signals
of all four channels are presented in Table V, along with the
cable channel. The power losses are shown in Table VI.

One might argue that it is unreasonable that the 3-dB band-
width of the OH channel is larger than the 3-dB bandwidth

TABLE VI

POWER LOSSES OF VARIOUS IN-CAR WIRELESS CHANNELS (dB)

Symbol Rate 500 KHz 1 MHz 2 MHz
OH 43.83 43.86 43.94
TR 60.88 60.97 60.92
IE 69.43 69.33 69.13
UE 87.50 83.81 82.01

TABLE VII

RFID EQUIPMENT SPECIFICATIONS

Parameters/Specifications Value
Reader: Matrics AR400 RFID Reader

Frequency UHF band, 902 MHz - 928 MHz
Method FHSS
Air Link Protocol EPCGlobal: class0, class 1 (Gen 1)
Output Power 30 dBm

Antenna: Matrics high-performance area antenna
Type Two circular polarized patch array
Dimensions 71.7 cm x 31.7 cm x 3.8 cm
Voltage Standing Wave Ratio 1.25
Isolation -37 dB
3 dB Beam Width 60 degrees
Gain 6.75 dbd/Linear

Tag: Symbol class 0 dual dipole Tag

of the cable channel in the 1-MHz and 2-MHz-symbol-rate
cases in Table V. The resolution of the spectrum analyzer is
3125 Hz and 6250 Hz in these two cases, respectively. Since
the differences are within these values, one can conclude that
the larger 3-dB bandwidth of the OH channel is probably
due to statistical effects and the inadequate resolution of the
equipment used.

Consider the 500-KHz-symbol-rate results first. Except for
the case of the UE channel, the bandwidths of the output
signals are close to the bandwidths of the input signals,
hence the coherence bandwidths of these channels are at least
480 KHz. The frequency domain envelopes of the 500-KHz-
symbol-rate case are shown in Figure 5. One can observe that
the output signal of the UE channel has some distortion due
to smaller coherence bandwidth while the output signals of all
other channels go through the channels without distortions.

Observe that even when the symbol rate is 1 MHz and 2
MHz, the bandwidth of the output signal for each of the four
channels is very close to 1 MHz and 2 MHz, respectively.
These results clearly suggest that the coherence bandwidth
of the four channels are larger than 2 MHz, validating the
results reported in Table III. Hence, the results confirm the
previously reported coherence bandwidths of the power delay
profile measurements.

C. RFID Transmission Experiment in the Car

While the coherence bandwidths measured looks very
promising, it was also observed that the power loss in the UE
channel is more than 80 dB (Table VI), which is quite large.
We designed this third experiment to understand whether the
communication between the off-the-shelf RFID Reader and the
Tags is viable in a car environment with large power-loss. The
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Fig. 5. Received power of the signals measured at the output of each of the four channels along with the output signal of the cable channel. Note that only
the UE channel distort the signal significantly and, hence, has a smaller 3-dB bandwidth of the output signal. The power loss of the UE channel is also quite
excessive .

(a) The Tags placed in the engine compartment (b) The antenna placed behind the windshield
(on the dashboard)

(c) The antenna placed on the front seats (d) The antenna placed on the hood

Fig. 6. RFID Transmission Experiment

specifications of the RFID equipment and the configuration
parameters are shown in Table VII.

As shown in Figure 6(a), RFID Tags were placed through-
out the engine compartment, as well as on the hood, on
the passenger doors, on the front bumper, and under the

engine compartment. Surprisingly, with various locations of
the antenna of the RFID Reader shown in Figure 6(b),(c),(d),
only the Tags of the closest location (on the hood) could be
recognized by the Reader. None of the other Tags could be
recognized.



VI. DISCUSSION

The results of the experiments reported in section V suggest
that, if one uses the antenna of a regular Reader, then most of
the Tags placed throughout the car may not get enough energy
to be “powered up”, thus making them useless in terms of
reporting the sensed data by the sensor they are connected
to. In the last experiment (subsection V-C) we have used
literally the most powerful directional antenna that can fit into
the car while in the first two measurements (subsections V-
A and V-B) we used less powerful omni-directional antennas.
This suggests that the problem of large power loss cannot be
resolved by using powerful, directional antennas.

While this clearly seems to be a challenge, we believe
that one can circumvent this problem by using the power
distribution network inside the car as a distributed antenna
system [9]. Further research is needed to better understand
how such a distributed antenna system can be implemented
using the power distribution system of a car.

It should be noted that a complete characterization of the
four channels identified in the experiments has to involve the
following items:

(i) RMS delay spread and coherence bandwidth of each of
the four channels;

(ii) Propagation path loss exponent of each channel;
(iii) Statistical characterization (Rayleigh versus Ricean) of

each channel; and
(iv) Impulse response (or transfer function) of each channel

While we have reported RMS delay spread and coherence
bandwidths of the four representative channels in this paper,
ongoing work at Carnegie Mellon University has also focused
on items (ii) and (iii) which will not be reported here due to
lack of space.

There are several other important issues that need to be
addressed before the application of RFID technology to intra-
car communications can be considered as viable.

For example, the MAC protocol described in the EPCglobal
standard [4] might not be suitable for intra-car sensor com-
munications. This is mainly due to the fact that the existing
EPCglobal standard was designed for inventory applications of
RFID technology as opposed to automotive applications. Thus,
to guarantee the transmission of critical data from some of the
sensors in a timely manner, the MAC protocol described in [4]
might have to be modified. Otherwise, collisions between the
transmission of different tags to the Reader in the uplink might
lead to undesired and even fatal consequences.

In addition, given that RFID is a wireless technology, one
has to carefully consider the security vulnerabilities that might
be unleashed when one uses RFID technology for sensor
communications inside the cars. It is reasonable to assume that
one has to provide at least the same level of security as the
wired solution. Some of the obvious issues that need further
research are as follows:

• Types of attacks
- Attacks to create an accident
- Attacks to annoy the victim (denial of service)

• Implementation of attacks
- The attacker can launch an attack remotely, which

is much easier (this means that the attacker does not
have to physically intrude into the car to attack)

- The attacker can attack the car when the car is on
and moving (e.g., the attacker can drive side by side
with the victim and launch an attack)

- The evidence of being attacked is not always obvious
(when it is ongoing or when it has happened before)

• Example attacks: RSA R©Blocker Tag prototype [10]
- The RSA Blocker Tag is designed to manipulate the

reading protocol of the Reader to make the Reader
think that RFID tags representing all possible serial
numbers are present

- This type of attack is not possible on a wired
solution. Hence, one has to solve such problems so
that new vulnerabilites are not introduced.

VII. CONCLUSIONS

We have proposed the use of RFID technology for intra-car
communications. If successful, the use of RFID technology
can eliminate hundreds of wires connecting sensors to the
serial data bus. This may result in major cost-savings in
future car manufacturing, as well as more economic, and
more sophisticated cars that could accommodate more and
more sensors. The coherence bandwidths of various wireless
channels between a Reader and Tags placed in different loca-
tions in the car were measured in several experiments carried
out at Carnegie Mellon University. The results suggest that
the coherence bandwidths of these channels are sufficiently
large for wireless sensor communications in the car. Power
losses of some channels, on the other hand, are quite large
and hence most of the Tags placed throughout the car cannot
be recognized by the Reader. Deploying a distributed antenna
system in the car may be necessary to circumvent this problem.
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