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Abstract- Building a wireless sensor network in a car has One solution to this problem could be the use of RFID
important benefits in terms of cost reduction, having an open technology whereby the wires from sensors to the serial data
architecture, and fuel efficiency. One option for implementing bus are replaced by a Reader and several Tags (Transponders)
such an intra-car wireless network is to use RFID technology.
In this paper, we report the results of extensive experiments Tat will be connected to the sensors. Given that passive RFID
carried out at Carnegie Mellon University in collaboration with Tags are extremely cheap (a few cents each), the main expense
General Motors for understanding the capabilities and limitations of this solution is the Reader which could cost several tens of
of RFID technology. dollars. In one possible configuration, the Reader periodically

obtains the measurement made by sensors by sending an
I. INTRODUCTION energizing pulse to each Tag. The Tag uses the energizing

In modern cars the sensors are connected to the central unit pulse to subsequently turn on and then transmits the data it

(microprocessors) with wires. As the number of sensors in cars has collected by using a portion of this energy. The envisioned
keep increasing every year, it will be important to eliminate scenario is illustrated in Figure 1(b).
these wires and connect the sensors to microprocessors in III. EXPERIMENTAL METHOD AND RESULTS
a wireless fashion. Building a wireless sensor network in
a car has important advantages in terms of cost reduction, To understand the physical characteristics of the wireless
having an open architecture, and fuel efficiency. One option channels between a Reader and a Tag, the position of the
for implementing such an intra-car wireless network is to Reader (transmitter) was fixed to a location above the driver's
use RFID technology. In this paper, we report the results seat (See Figure 2(a)). By placing the RFID Tags (receivers)
of extensive experiments carried out at Carnegie Mellon into different locations; categorically, four different commu-
University in the last 2 years in collaboration with General nication channels were identified inside a car: (i) channel
Motors for understanding the capabilities and limitations of to/from Tags on the hood (H); (ii) channel to/from Tags in
RFID technology. We show that while RFID technology is the trunk (TR); (iii) channel to/from Tags inside the engine
an interesting and attractive option for building an intra-car compartment (IE) (Figure 2(b)); and (iv) channel to/from
wireless sensor network, several technical problems need to be Tags under the engine compartment (UE) (Figure 2(c)). The
resolved for making it a feasible solution for this interesting following experiments were carried out in a General Motors
application. '96 Buick LaSabre car at Carnegie Mellon University.

A. Power Delay Profile Measurements
II. PROBLEM STATEMENT

The purpose of this measurement was to understand the
The current architecture of the sensor network in a car severity of the multipath effect in the car environment. The

is shown in Figure l(a). Each sensor is connected to the power delay profiles (PDF) [3] of all four channels were
serial data bus via an adapter. The sensor information is measured using the vector network analyzer and two 5 dBi
relayed to the serial data bus, and then sent to the embeded omni-directional antennas as shown in Figure 3. The configu-
microprocessor in the car for further processing. The operating ration parameters are shown in Table I. Coherence bandwidths
power of the sensors is supplied by the car battery via the were then computed using the power delay profiles obtained.
power distribution network. The current wired architecture We used the definition of the coherence bandwidth as the
has the following disavantages: (i) The vast amount of wiring bandwidth over which the frequency correlation function is
shrinks the layout space and decrease the serviceability and above 50%, given by
reliability [1]; (ii) the cost of the data and power wires for 1
the sensors and the manufacturing and assembly operations B= 1
could cost up to hundreds of dollars; (iii) the wires increase 55T
the weight of the car and decrease the fuel efficiency [2]; and where B is the coherence bandwidth and (XT is the root mean
(iv) sensors cannot be installed in some of the locations (tires, square (RMS) delay spread of the channel. The data points
steering wheel, etc.) because they cannot be reached by wires. representing the noise were excluded in the calculation of
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Fig. 1. (a) In current cars, sensors are connected to power distribution network and serial data bus in the car; (b) in our envisioned scenario, both power
wires and communication wires are eliminated by using RFID technology

(a) Reader's antenna (b) The IE channel (c) The UE channel

Fig. 2. Various In-car Wireless Channels

Port: 5 dBi Omni-diecdional Antenna

5 dBi Omni-dmctonal Antenna

Fig. 3. Block diagram of the experimental setup used for power delay profile measurement.

RMS delay spread. The measurements were repeated several TABLE I

times at each of the locations described in Table II on the PARAMETERS USED FOR POWER DELAY PROFILE MEASUREMENTS

campus of Carnegie Mellon University. Except for the HH data Parameters Value
set, in which the car was parked right next to Hamerschlag Measuring Frequency 902 MHz - 928 MHz
Hall, all measurements were performed in locations with Output Power -4 dBm

Number of Points (Frequency Sweep) 401/801/1601 pointsno nearby buildings. There were no passengers in the car, IF Bandwidth 1 KHzI300 Hz
and some cars and pedestrians were passing by while we
performed the measurements.

The results are shown in Table III. Comparing the four erence Interval, TARI) is 6.25 us, and hence the bandwidth of
channels, the H channel is the best-case channel since it has the signal transmitted is about 160 KHz. Even with the worst-
almost no obstructions between the transmitting and receiving case channel, the coherence bandwidth is still sufficiently large
antennas. The UL channel has a low receiving power, and for the in-car RFID system. This suggests that equalization or
hence low-power reflections can cause higher RMS delay channel coding might not be necessary.
spread and lower coherence bandwidth. The TR channel is
the worst in SHI and SH3 data set, and this might be due to
the reflections caused by various objects put in the trunk. One B FDTasiso xeieti h a
can also observe that the surrounding buildings and cars do While the coherence bandwidths measured looks very
not have much effect on the coherence bandwidth, considering promising, it was also observed that the power loss in the UE
that the reflected power from them is fairly small. channel is more than 80 dB (Table IV), which is quite large.

According to [4], the minimum symbol period (Type A Ref- We designed this second experiment to understand whether the
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TABLE II TABLE V
LOCATIONS OF POWER DELAY PROFILE MEASUREMENTS IN-CAR SENSOR NODE SPECIFICATIONS (ASSUMED AND TYPICAL

VALUES)
Location Description
HH Right next to Hamerschlag Hall. No cars within 5 m. Parameter Assumed Value Typical Values
SHI About 75 m from Scaife Hall. Several cars parked nearby. Required Pkt Reception Rate 98% Not AvailableSH1 About 75

m from Scaife Hall. Several cars parked nearby.SH2 About 10 m from Scaife Hall. Several cars parked nearby. Required Maximum Delay 500 ms 0.016 - 1000 ms
SH3 About 50 m from Scaife Hall. No cars within 5 m. Packet Size 125 Bytes 1 - 125 Bytes

FEC Correcting capability 0.1% Not Available
TABLE III Noise Power -75 dBm Not Available

COHERENCE BANDWIDTHS (MHz)
TABLE VI

Channel HH SHI SH2 SH3 THE SETTINGS OF THE SIGNAL GENERATOR
H 9.79 9.89 N/A 9.62 N/A N/A 9.27 9.29
TR 8.42 8.43 9.34 7.19 5.74 8.69 5.67 6.32 Parameter Value/Description
IE 8.67 8.60 8.00 8.86 8.30 8.55 7.91 7.74 Modulation BPSK
UE 7.20 7.55 8.08 8.02 7.75 6.88 8.49 8.09 Symbol Rate 500 KHz

Center Frequency 915 MHz
Filter Square-root Raised Cosine (a = 0.1)

Bit Sequence Pseudo Random Bit Sequence (15 bits)
communication between the off-the-shelf RFID Reader and the Power Level 0, -10, -20, -30, -40 dBm
Tags is viable in a car environment with large power-loss.
As shown in Figure 4, RFID Tags were placed throughout

the engine compartment, as well as on the hood, on the delay, which are determined by the specifications of the
passenger doors, on the front bumper, and under the engine sensors, can be fulfilled by the statistical characteristics of the
compartment. Surprisingly, with various locations of the an- in-car wireless channels. Note that we only consider the packet
tenna of the RFID Reader (in the middle of the passenger loss and delay contributed by the characteristics of the wireless
compartment, behind the windshield, and on the hood), only channels since the physical channel is unchangeable and those
the Tags of the closest location (on the hood) could be contributed by other factors, such as co-channel interference
recognized by the Reader. None of the other Tags could be and MAC protocol delay, can be minimized by the MAC and
recognized. upper-layer protocols. The purpose of this evaluation is to

determine whether the idea is feasible even when only the
packet loss and delay contributed by the physical channel are

In this subsection, we evaluate the feasibility of imple- considered.
menting an in-car wireless sensor network from a statistical The method to obtain an upper bound on the optimum
point of view. To be more specific, we investigate whether the transmitting power which can satisfy the requirements of
requirements of packet reception rate and maximum packet the in-car sensors is also shown in this subsection. Table V

lists typical values of the specifications of in-car sensors, as

TABLE IV well as the assumed values which are used in the following
POWER LOSSES OF VARIOUS IN-CAR WIRELESS CHANNELS (dB) discussions.

Assuming BPSK is the modulation format used, a bit error
Symbol Rate 500 KHz 1 MHz 2 MHz rate (BER) of 0.1% corresponds to a received power level of
H 43.83 43.86 43.94 -67.665 dBm'. In this analysis, we assume that the Forward
TR 60.88 60.97 60.92 Error Correction (FEC) code used by the sensor node can
IE 69.43 69.33 69.13

UE 87.50 83.81 82.01 correct up to 0.1% of errors, and hence any received power
value larger than -67.665 dBm (PFEC) is sufficient. Note that
in [5], it has been observed that both the empirical packet
reception rate and packet error rate profiles closely follow the
theoretical curves in the car environment. It is therefore fairly
realistic to use a threshold to determine the packet reception
rate or packet error rate.

To calculate the appropriate transmitting power when av-

erage received power is given, the pathloss of the channel
is needed. The Pathloss (in dB), PL, is given by PL =

PRX - PTX, where PRX is the average received power and

mental setup. The signal generator was configured to transmit
Fig. 4. RFID transmission experiment: the Tags placed in the engine
compartment 1The noise is assumed to be AWGN.
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Fig. 5. The block diagram representing the experimental setup

a BPSK signal (see Table VI for the settings of the signal received power is larger than PFEC. The pathloss of the IE
generator) centered at 915 MHz. The signal in turn propagates channel is given by PL = PRX - PTX =-74.11 - (-10) =
through the connecting cable, the transmitting antenna, the 64.11 dB3. The transmitting power can then be determined by
wireless channel, the receiving antenna, the connecting cable, PTX = PRX - PL =-69.165 - (-64.11) =-2.055 dBm.
and is finally received by the real-time spectrum analyzer. The Inspection of Figure 6 reveals that there is sufficient evidence
experiment was performed in a midsize car parked in a parking in our analysis to show that the in-car wireless channels can
lot and with engine turned off. Environmental conditions support 86%, 98%, 99%, and 90% of packet reception rate
affecting reception (i.e. cars, pedestrians) were not controlled. for the H, the TR, the IE, and the UE channels, respectively,
The reason for using a BPSK signal in the experiment is with less than 2 dB of additional transmitting power. This

that it is more realistic compared to an impulse signal, i.e., it shows that the TR and the IE channels are good enough to
occupies and utilizes a certain amount of bandwidth. On the support most of the in-car sensor applications while more
other hand, the traditional frequency sweep channel sounding experimental data is needed for the H and the UE channels
method requires a certain amount of time to sweep through to have a smaller confidence interval and obtain a bound of
the measuring frequency band and relies on the unverified higher packet reception rate.
assumption that the channel coherence time is larger than A passive RFID tag has a requirement of having the received
the time to complete the sweep. Moreover, a BPSK signal power higher than the "chip sensitivity" threshold, which is
is representative in the sense that it is the simplest modulation the minimum received RF power required to turn on the
format and might be suitable for an in-car sensor network chip inside the passive RFID tag. Chip sensitivity is primarily
with low power consumption requirement. Since most of the determined by RF front end architecture and fabrication pro-
sensors have data rates of up to a few hundreds of kilo bits cess [7][8]. The typical value of the chip sensitivity of UHF
per second, we choose a reasonable value, 500 KHz2, as the passive RFID tags is -15 to -25 dBm [9], which is much higher
symbol rate of the BPSK signals in the experiment. than PFEC, determined by the FEC code error-correcting

For each transmitting power setting/wireless channel pair, capability. Hence, the chip sensitivity dominates PFEC and
the BPSK signal was transmitted for 5 minutes. The real- should be used to obtain an upper bound on the optimum
time spectrum analyzer recorded the waveform in time domain transmitting power with the same method described previously.
and arranged it in frames. Blackman window function [6] was Note that the obtained bound will be loose and too pessimistic.
applied to each frame and an FFT was performed to convert The reason is that the required average received power is
the data into frequency domain. Then received power was much higher than the average received power of our selected
calculated by summing the power values over the 500 KHz data set, which is used for the fade proportion analysis. When
bandwidth centered at 915 MHz. The final data we got is transmitting power is higher, the fade proportion plot is more
a vector of received power values representing the received concentrated and represents a better channel condition. The
power over this 5-minute period. optimum transmitting power is lower in this case. To obtain

1) Packet Reception Rate: One can utilize the results of the a tighter bound, additional experimental data measured with
fade proportion, i.e., the proportion of time in which received higher transmitting power will be needed.
power is below a certain threshold, to obtain an upper bound 2) Maximum Packet Delay: Average Fade Duration (AFD)
on the transmitting power which satisfies the packet reception corresponds to the average of the time duration in which
rate requirement. For example, for the IE channel one can received power continuously stays below a threshold [10],
conclude that the probability that the received power is less which can be interpreted as the time that the sensor node stays
than 1.5 dB below the average received power is less than in continuous outage, i.e., packet delay caused by the wireless
2%. Hence, to achieve 98% packet reception rate, the average channel. In Figure 7, we establish the upper bounds of the 95%
received power has to be at least PFEC + 1.5 =-67.665 + and 99% confidence intervals of the AFD with the assumption
1.5 =-66.165 dBm so that more than 98% of the time the that each fade duration value is independent of others. We can

utilize the obtained AFD statistics to quantify the maximum
2The data rate for an individual sensor in current cars ranges from 1 Kbit/s packet delay, which is determined by the specifications of the

to 100 Kbit/s. Since the bandwidth is shared by all sensors in the car, 500 inca sesr an sdfnda h aiu aktdlyta
Kbitls seems to be a reasonable data rate for an in-car wireless sensor node.
Hence, the symbol rate of the BPSK signal should be 500Kbits /1 sbitbo_

500Ksybols .UHF Passive RFID technology, which is one of the options 3Based on experimental data, the average received power, PRX, for the IE
for in-car wireless sensor network, also uses 500 KHz of bandwidth [4]. channel is -74.11 dBm.
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Fig. 6. Fade proportion statistics

the in-car microprocessor can tolerate for a particular sensor. support maximum packet delays of 130, 170, 310, and 360
Here we use the UE channel as an example to illustrate the ms, respectively. To summarize, the maximum packet delay

method to obtain the upper bound of the optimum transmitting requirements of most in-car sensors can be satisfied at the
power. Figure 7(d) shows that the received power can stay expense of a small amount of additional transmitting power.
lower than 1.5 dB below the average received power for
up to 500 ms. The average received power needs to be at IV. DISCUSSION
least 1.5 dB higher than PFEC so that the maximum packet The results of the experiments reported in section III suggest
delay, i.e., the time that the received power continuously stays that, if one uses the antenna of a regular Reader, then most
below PFEC, can be smaller than the maximum packet delay of the Tags placed throughout the car may not get enough
requirement, 500 ms. The average received power is given energy to be "powered up", thus making them useless in terms
by PRX = PFEC + 1.5 = -67.665 + 1.5 = -66.165 of reporting the sensed data by the sensor they are connected
dBm. The pathloss of the UE channel is given by PL = to. In the second experiment (subsection III-B) we have used
PRX - PTX = -67.31 -0 = -67.31 dB4. Finally, the literally the most powerful directional antenna that can fit into
transmitting power can be determined by PTX = PRX+PL the car while in the first measurement (subsection III-A) we
-66.165 - (-67.31) = 1.145 dBm. used less powerful omni-directional antennas. This suggests

In Figure 7, the smallest threshold value corresponds to that the problem of large power loss cannot be resolved by
the smallest fade duration value, which is also the smallest using powerful, directional antennas.
maximum packet delay value that can be satisfied by each We propose the following options to circumvent this prob-
channel. Hence, one can conclude that there is sufficient lem:
evidence to show that the H, TR, IB, and UE channels can a) Use the power distribution network inside the car as

a distributed antenna system. The power distribution network
4Based on experimental data, the average received power, PRX, for the already exists in current cars and spreads to various locations

UE channel is -67.31 dBm. inside the car. Therefore, the power loss of the channel
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reception rate of the sensors while all the 4 in-car wireless
0.4 95% Cl Upper Bound channels considered can support the required maximum packet

=0.3 99%CIUpperBound c02 delay of less than 500 ms. The statistical results obtained
5 t 4° ,.,inthis study have important implications in terms of the

n0.2 eeae,eefeasibility of a wireless sensor network in cars: depending on< e S-0e 81

a0.1
01 x 95% Cl Upper Bound the level of reliability targeted for different applications, they

HH 99% CI Upper Bound show which sensors can be accessed wirelessly and for which
0 -0.4 -0.2 0 ° -0.4 -0.2 0 sensors this might be more troublesome. This also suggests the
Threshold w.r.t. mean (in dB) Threshold w.r.t. mean (in dB)

use of stronger FEC and/or transmit power and/or automatic

(a) H, TX Pwr = -30 dBm (b) TR, TX Pwr = -20 dBm repeat request (ARQ) techniques for higher communication
reliability.

V. CONCLUSION
0.4 2-/)'395% Cl UpperBound X xIn this paper, we report the use of RFID technology for
:..<xx99% Cl Upper Bound : fX0.3 99% CI Upper Bound 1.5 eliminating the wires that connect sensors to the control unit

' 0.2 '- 1 (microprocessors) in modern cars. To build such an intra-car
B

2 9X,$ wireless sensor network, RFID appears to be an interesting
~0.1 ~0.5 -95% CI Uppe option. The major advantage of passive RFID is its low-cost,LL LL ~~~~~~~~ ~ 99% CI Upper Bound
o -0.6 -0.4 -0.2 0 o .5 1 05 0 commercially-available components, and its passive nature
Threshold w.r.t. mean (in dB) Threshold w.r.t. mean (in dB) among others. The experimental results show promising results

in terms of the coherence bandwidth and the reliability of the
(c) IE, TX Pwr = -10 dBm (d) UE, TX Pwr = 0 dBm in-car wireless channels. On the down side, the power loss

between a Reader and RFID Tags placed in certain locations
Fig. 7. Upper bound of 95% and 99% confidence intervals of fade duration. (under/in the engine compartment) seems prohibitively large.
Note that the plots do not have a common range on the x-axis or the y-axis The power loss problem might be circumvented by using the
due to source data availability and legibility concerns.

power distribution network as a distributed antenna system,
a hybrid architecture, a multi-Reader/antenna system, or by

between the power distribution network, i.e., the antenna of active RFID nodes. Further research is needed to study the
the base station, and the sensor nodes could be significantly performance and the tradeoffs involved in these options.
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