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(V4) Multicast Verification Msg: 

Used in (R2) (R3, R9)

Sender
Sending Phase

Verification Phase

Group Leader

(V2) Validate suid
(V1) Recv/Decrypt Data Msg (R1) Recv/Decrypt Data Msg

(R2) Get (suid, msgid)
(R3) Get {data}Kmsg
(R4) Insert Data Queue: (suid, msgid, {data}Kmsg)

(R5) Recv/Decrypt Verification Msg
(R6) Get (suid, msgid)

(R9) Decode data

Receiving Phase

Members

(V3) Decrypt Kmsg

(R7) Lookup slot and decode Kmsg
(R8) Lookup Data Queue with (suid, msgid) to retrieve {data}Kmsg

(R7)Used in (R6, R8)

(S1) Multicast Data Msg: 
{ (suid, msgid) {data}Kmsg {Kmsg}Kpub-gl

{ (suid, msgid) Valid (uid1, {Kmsg}Kuid1) .., (uidn, {Kmsg}Kpub-uidn)}Kpriv-gl

}Kpri-suid
(V3, R7)
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