Computer and Network Security HW3                  R96942099 陳贊羽

10.1
(a) YA = 75 mod 71= 51
(b) YB = 712 mod 71= 4
(c) K = 45 mod 71= 30
10.3

For example, the key could be 
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. Of course, Eve can find that trivially just by multiplying the public information. In fact, no such system could be secure anyway, because Eve can find the secret numbers xA and xB by using Fermat’s Little Theorem to take g-th roots.
10.4

xB = 3, xA = 5, the secret combined key is (33)5 = 315 = 14348907.
10.6

From Figure 10.7, we have, for private key XB, B's public key is 

.

1.
User B computes 

.

But 



So step 1 enables user B to recover K.

2.   Next, user B computes 

, which is the desired plaintext.

11.2

    The CBC mode with an IV of 0 and plaintext blocks D1, D2, . . ., Dn and 64-bit CFB mode
with IV = D1 and plaintext blocks D2, D3, . . ., Dn yield the same result
11.3

(a)  Yes. The XOR function is simply a vertical parity check. If there is an odd number of errors, then there must be at least one column that contains an odd number of errors, and the parity bit for that column will detect the error. Note that the RXOR function also catches all errors caused by an odd number of error bits. Each RXOR bit is a function of a unique "spiral" of bits in the block of data. If there is an odd number of errors, then there must be at least one spiral that contains an odd number of errors, and the parity bit for that spiral will detect the error. 
(b)  No. The checksum will fail to detect an even number of errors when both the XOR and RXOR functions fail. In order for both to fail, the pattern of error bits must be at intersection points between parity spirals and parity columns such that there is an even number of error bits in each parity column and an even number of error bits in each spiral.
(c) It is too simple to be used as a secure hash function; finding multiple messages with the same hash function would be too easy.
11.6

If you examine the structure of a single round of DES, you see that the round includes a one-way function, f, and an XOR：

Ri = Li–1  f(Ri–1, Ki)

For DES, the function f is depicted in Figure 3.5. It maps a 32-bit R and a 48-bit K into a 32-bit output. That is, it maps an 80-bit input into a 32-bit output. This is clearly a one-way function. Any hash function that produces a 32-bit output could be used for f. The demonstration in the text that decryption works is still valid for any one-way function f.

11.7

The opponent has the two-block message B1, B2 and its hash RSAH(B1, B2). The following attack will work. Choose an arbitrary C1 and choose C2 such that：

C2 = RSA(C1)  RSA(B1)  B2
then

RSA(C1)  C2
=  RSA(C1)  RSA(C1)  RSA(B1)  B2



=  RSA(B1)  B2
so

RSAH(C1, C2) =  RSA[RSA(C1)  C2)]  =  RSA[RSA(B1)  B2]

=  RSAH(B1, B2)
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