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Windows Messenger is the instant messaang chent of choce for busmesses in managed envronments (A
with connectivity to Exchange Irstant Messaging Servers ard SIP (Sesson Intiation Protoood] based el T e By ;
Tristant Me=ssaging S=rvers, akong with connectivity to the MEN Messenger service . . @ I

» FTEHERERE: Windows 2000, Windows 2000 Servce Pack 2, Windows 2000 Servic= Pack 3, Wirdows Server 2002,
Windows ¥F, Windows KP Medis Center Edbion
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1, Thok the Dewnlead Ink te statthe demniead, or choeose a diferent language From the drop-down Dist ared <ick Ga.
2. Do one of the folloming
@ To start the installation immedistely, chick Open or Bumr this prograam from ity corrent location
@ To copy the download to your computer for nstallstion at & later time, cick Sawe or Save this program oo disk
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Step-by-step Installation
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Windows Messenger Getting Start
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Windows Messenger Configuration
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SIP Server Configuration
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SIP Registration

ISnurce IDestinatiun Protocol | Info

140.115.66.47 140,113, 27. 54 Reguest: REGISTER sip:140.113.27.54
140,113, 27,54 140.113.66.47 SIP status: 200 oK

]40_]]3_66_4];,

140, 113, 27. 54

o

= 8888
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SIP INVITE Transaction
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Protocol llnfu
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|F'rntn|:nl |Inf|:|
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11 1.990351 140.113.27. 54
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Accept a Call
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Registration Message Flow [1/2]

[ ML] Regi ster

bean @140.113.66.47

>

To: “=ip:bean@l4l 113. 27. 54

Cal I-1Dh: SdbddEtbed ddF6FbEd 7649 F53a6Get2E0 40, 113, 66, 47
Cieqg: 1 REGISTER

Cortact: <sip:140 113 66 4712264 method==" INVITE, WESSA3E,
BYE., CAMCEL, MOTIFY, ACK, REFER™

User-fgent: RTCA1. 2 4349 (Messenger 5. 0. 0465)
Event: registration

Al low—Events: presence
Conternt-Length: 2
-

140.113.27.54
qm1] A
REGISTER =ip:1432.113. &7. 54 SIPF2. 0
YWia: BIPS2.0SUDP 140, 113, 66. 4712254
Max-Forwards: 70
From: jpobesnm]d0 113 27 Bd>r +ap=1 209612623094 970547 3268 onl 306 ep id=0d 42356250

INFO, SUBSCRIBE, OPT [ONS,
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Registration Message Flow [2/2]

[ ML] Regi ster

>
[ M] 200 OK

<

bean @140.113.66.47 140_113_27_54

s
[M2]

SIRA2. 0 200 Ok

Wiz: SIPS20SUDP 140 113, 66.47 12264

From: <=ip:bean@ld4d. 113 27 54> tag=120961 2b2a094: 970547 3abcif cal 3atb ;epi da0d de 356 250
To: “sip:bean@ 40 113, 27, 843 tag=23567a306F 2ab 805725581 fidecc F Gb. 1F1F

Call-ID: 8db4E6458bcdddFEFEEEdTEdIFI a6 620 40 113, 66. 47

CSeq: 1 REGISTER

Cormtact: <=ip:140 113 66, 4712264, g0, 00 expires=3600

Server: 3ip EXpress router 0.8 11 (386 frechsd))

Cormtert-Length: O

Warning: 392 140113 27 54:9060 "Noisy feedback tells: pidE76137

req sro_ip=140. 113, 66. 47 req src_port=3074 in_uri=sip:142 113. 27 54

out_uri=sip:140. 113, 27. 84 « ia_cn't='|”
- _J
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Call Message Flow [1/15]

[MO1] INVITE

\ 4

beani@1 40,113 66 .47

Ling9140.113 6691

140.113.27.54

[

[(HO1-1]

INMITE zip: | in@40 113 27. 54 5IPF2.0
Wia: SIPAL OF0P 14011365, 4712264
Max—Forwards: 1

To: <=zip: lin@d40 113 27 64>

Call-1D: F3bbcdcdcTBd11300Te223 T2 f3a23cB@1 40, 113, G5, 47
Coeq: 1 IWITE

Contact: <=zip: 140, 113.65.47:12554 >

User-Agent: RTCA1. 2

Content-Type: application’sdp

Content-Length: 525

-

From: “bean@1d0 113 27 847 <{zip:bean@ld0. 113, 27, 54 tag=446584728d 44662070 Fcd 21 F4e 115, ep i 04 de356 250

(Thot1-2] )
=1

o=- 00 KN IP4 140, 113, 65. 47

E=EEEE 0N

c=IN IP4 140,113, G4, 47

bE=CT 1000
t=0 0

n=audio 42522 RTP/AWVP ©F 111 112 6 08 4 5 3 101
k=haszefd : cReanBdks s5zult (KA THLUZ b hPZ 30 Fpk = Faff eBwn
a:

rtpmap 97 red/B000
\_’ ) 16




Call Message Flow [2/15]

[MO1] INVITE

\ 4

beani@1 40,113 66 .47

0

[MOZ] INVITE

LAB 117
&
VolP LAB

Ling9140.113 6691

140.113.27.54

f[moz—ﬂ
INVITE =sip: 143, 113 6. 92:15450 SIPF2.0

RecordRoute: <siE: | @143, 113, 27. 54 ; Ftag=dd 65347 a3dFdd 66abTbFde 421 Fdef1FS; | r=on>
Via: EIPS2 OAUDP 140 113 27 54 branch=z0hGdbk 8dde. WOR18621. O

Via: BIPS2 OAU0P 140113 66 47:12264

Max-Faonwards: 69

From: “bean@l4d. 113 27 54" <sip:bean@l40. 113, 27. 547 ; tag=M 655472 8dF 446 6ab ThFded 21Fdef 165 ; ep | EMd 2356250

To: <sip:lin@d4d 113, 27. 54>

Czl1=1D0: 3583b0cdedc 78411300772 225342 322 308EM 40, 113, 66, 47
CSeq: 1 IMVITE

Cortact: <sip:140.113. 66, 4712264

Uzer-Agert: RTCA1. 2

Cortert-Type: applicstion’ sdp

\Cu:urrten't—Leng‘th: 525

(Twoz-2]

w0

o=— 00 N IP4 140 113 65. 47
s=session

c=IN P4 140 113, 66. 47

b=CT 1000

=0 0
m=zudic 42522 RTRAAVP 97 111 11260 8 4 5 3 101
k=baszefid: cRezmbd kZsHault jK 1 LU 2tx hPZ A3 Hpksf =7 eSno

a=rtpmap: 27 red/ 3000

/
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Call Message Flow [3/15]

[MO1] INVITE

[MOZ] INVITE

[MOZ2] 100 Trvying
beani@1 40,113 66 47

Ling9140.113 6691

) i

140.113.27.54

(Two3] R
SIPA2. 0 100 trving — wour call is important to us

Wiz ZIPS2 OSUDP 140 113 654712264

From: “"hean@ 40 113. 27. 54" <sip hear® 40, 113, 27 B4>; tag=446524 7228 df4466ab7hfdcd 21 F4ef1 £5; epi =04 de 356250
To: <sip: lin@140. 113 27 B4>

Cal I-1D0: 383b5cdod 78411 3RO 7e223F2F 2a28cbd 40 113, 65, 47

CZeq: 1 IMVITE

Server: Sip EXpress router 0. 811 {385/ freehsd )

Contert—Length: O

Warning: 352 1401413 27 548060 "Moisy feedback tells: pidE76137 reg src_ip=140. 1132 65 47
\req_src_purt=30?4 in_uri=sip: L in@140 113 27 B out_uri=sip: 140 113 66, 5215480 uia_cnt==1”

18



Call Message Flow [4/15]

[MO1] INVITE

[MOZ] INVITE

[MO3] 100 Trying
bean@140.113 66 47 [MO4] 100 Trying
Ling9140.113 6691

l
3 N

B

140.113.27.54

(Tvoa] R
SIPA2. 0 100 Trying

Wiz ZIPS2 OSUDP 140 113 27 B4 - branchezdh 3 bKSAd s, TOR1 8621, O

Yia: SIPS2 OCUDP 140 113 66, 4712264

From: “bean@ld0 113, 27. 54" <sip: bear® 40, 113, 27 543> tag=446554 7aldfd 466 ab7bTdcd 21 f4ef1 £5; epi d=04 de 356 250
To: <=sip: @140, 113 27 B> tag=adbbhbci-hed2-411 -8cc0-2405ee252a0a

Cal 1-10: 383b5cdcdc 73411 30D 7e2 2321 322 3c8@140. 113, 656, 47

Czeg: 1 IMYITE

User—Agent: Windows RTCA. O

Contert—Length: O
o /)

19
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Call Message Flow [5/15]

[MO1] INVITE

|
>

[MOZ2] 100 Trvying

beani@140.113 66 47 <

0

140.113.27.54

[MOZ] INVITE

>
[MO4] 100 Trying
< ling®140.113 6692
[MO5] 180 Ringing i

4
)

f[mﬁ]

SIP/2.0 180 Ringing

Wia; SIP/Z 0/UDP_ 140 113, 27, B4 branchmz0hGIbKoddc. T0R18621. O
Wia; SIP/2 0/UDP 140 113, 66, 4712264

To:
Cal 1-10: 383b5cdcdc 73411 30D 7e2 2321 322 3c8@140. 113, 656, 47
Czeg: 1 IMYITE
Record—Foute:
User—Agent: Windows RTCA. O
\Cunter‘rt—Length: 0

From: “bean@ 40 113. 27. 547 <sip:bean® 40, 113, 27 54>; tae=446554752df4466ab7bF4cd 21 fAef1 £5; epi d=04 de 3565250
<sip:in@140. 113 27 Bd> tag=adbdbbci-bed 2411 3-8co0—-245522252a05

sip. Lin®A0 443 27 B4 ftag=44858347a8d 44 66ab7 b fd cd2 FAef1 f5; | r=on>

20
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Call Message Flow [6/15]

[MO1] INVITE

|

> [MOZ] INVITE
[MO3] 100 Trying
[MO4] 100 Trying

beani@1 40,113 66 .47

A

A

ling@140.113 6692
Q [MOS5] 180 Ringing i
[MOE] 180 Ringing <

A
A
)

140.113.27.54

(Tnoe] )
SIPS2.0 180 Ringing

Wig: SIPS2 OSDE 140 113 66 4712254

From: “hean@40 11327 84" <sip bean@ 40 113, 27 643 t2g=446524 7 a8dfd66ah7bf4cd 21 fAef1 £5; epi d=04 de 356250
To: <sip:lin@140 113 27 B> tag=adhbbSci-bed2-411 3-8col—24552e252 a0

Cal I-1D: 383hbcdcdc78411 SO 72231 2F 322388140, 113, 65, 47

Coeg: 1 IMWITE

Record-Route: <sip: | in@M 40 113 27 54 ftag=44 55847 a8d 44 G5ab7bfd od21 FAef1§5; | r=on>

User—Asert: Windows RTCA. 0

\Cunter‘rt—Length: 0 )

21



i Call Message Flow [7/15]

[MO1] INVITE

|

> [MOZ2] INVITE
[MO3] 100 Trying >
hear@l1 40,113 66 47 <€ [MO4] 100 Trying
< ling®140.113 6692
Q [MO5] 180 Ringing ]
[MOE] 180 Ringing < -
< [MO7] 200 OK LQ
< 3
140113 27.54
N

([MD?—1 1

SIFFZ .0 200 0K

Via: SIPS2.07U0F 140.113.27 .54, branch=z3hG4bKS44 o, 7001 2621 . 0

Via: SIPS2 0SU0F 140 112 .66 .47:1 2064

From: “bean®40.113.27.647 <sip:besn® 40,1132, 27 54> tag=446 5234752 dfd466ab b 4od21 fdefl £5; epi d=04da356260
To: <=sip:lin@40. 113,27 .54 ; tag=adbbbGc3-bed2-41 1 3-8cc 0249522252 aha

Call—1D0: 3283b5cdcdc?S41 130072223 F2F3a23c8@140.113.66.47

CSeq: 1 IMVITE

Record-Route: <sip:lin@40. 113,27 .54 ; Ftag=4 46584 JaBdf4 466ab Fofdcd 21 4215, | r=on>

Contact: {sip:14D.113.EE.9§:154ED> -~ ~
User—Agent: Windows RTCZA .0 [hio?-2]
Content=Type: applications=sdp w=0
Content-Length: 455 o=R100-Lin O 0O IN IP4 140,113, 66 .92
- s==ses=sion
c=IM P4 140,112 66 92
b=CT : 1000
=00
m=audic 27644 RTRAAWE 97 111 112 6 0 2 4 5§ 2 101

s=rtpmap: 97 reds 2000
- ) 22
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Call Message Flow [8/15]

[MO1] INVITE

[MOZ2] 100 Trvying

beani@1 40,113 66 .47

A

[MOZ] INVITE

[MO4] 100 Trying

A

Ling9140.113 6691

Q [MO5] 180 Ringing i
[MO6] 180 Ringing < S
< [MO7] 200 OK Lgh
[MO&] 200 OK < 8
140.115.27.54
~

[[HOB—H
SIRF2. 0 200 0K
Wia: SIPA2.0UDP 140113, 66. 4712264

Cieq: 1 INVITE

Comtact: 4sip: 140 113 66 9215450
Uzer—Agert: Windows RTCAT. O
Cortent-Type: =pplicztion sdp
Ennten't-Leng'th: 455

From: “hearn@ld4d 113 27. 547 <sip:bean@ldd 113 27 647  tar=dd6 5647 a0 dFdd 66 ahPhfd cd2 1fdef1 £5  epi =04 dedG 62 50
To: <gip:lin@d4d. 113, 27 547> tag=adbfbbc 3-bed2-411 3-8 -2495 252250
Call-10: 383b5cded 78411 3007 223 F2F3a23 0800 40, 113, 66, 47

RPecordRoute: <sip:|in@d4d. 113, 27. 54 Ftag=4465347 a8 4044 66 abTbFd cd 21 FdefF1F5; | r=on

([MDB—E]
w=0
cR1O00-Lin O O IN IP4 142 113, 66, 92

===eszion

c=1H 1P4 140,115, 66. 92

E=CT 1000

=0 0

m=audio J76dd RTRAAWE 97 111 112 60 54 5 3 11
=rtpmap:97 red/ 8200

N /
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[M01] INVITE
» [MO0Z] INVITE
[MO3] 100 Trying >
hear@l1 40,113 66 47 <€ [MO4] 100 Trying
< ling®140.113 6692
Q [M05] 180 Ringing i
[MO6] 180 Ringing < N
< [MO7] 200 OK Lgh
J [MO&] 200 0K < 5%
[MO03] ACK
> 140.113.27.54
(Twoe] 140.113.66.92 )

ACK =ip: |in@140 113 27 54 fta==44 66847280 44 66 ab 7 cd21 Fdef1 5 | r=on BIRS2 0

Wiz ZIPS2 OSUDP 140 113 654712264

hx—Forwards: 70

From: “bean@ld0 113. 27 54" <sip:bean@1 40, 113, 27. BA5; t ag=44 6584 728d 44 66abTh 4 cd21 fd ef1 5 ; ep i =0 de3 56250
To: <sip: lin@140 113 27 B tag=adhbbSci-hed?—411 3-8co0—24562e252 a0

Cal I-1D: 3E83hbcdcdc78411 3p07e2 23 2F 322 3cR@14 0. 113, 65. 47

CSeq: 1 ABK 140.113.27.54

Foyte: <=jps-140 113 55 5215450

User—Agert: RTCGA. 2

\Cunter‘rt—Length: 0

24



Call Message Flow [10/15]

[MO1] INVITE

|

> [MOZ] INVITE
[MO3] 100 Trying >
hear@l1 40,113 66 47 <€ [MO4] 100 Trying
< ling®140.113 6692
Q [MO5] 150 Ringing i
[MO6] 180 Ringing < -
< [MO7] 200 OK Lgh
J [MO&] 200 0K < 5%
[MO9] ACKE
> 140.113.27.54 [Ml0] ACK
(T o] h

ACK sip:140. 113 66 52:18480 ZIR2. 0

Record-Route: <sip: [in@1 40 113, 27, B4 ; fLag=44 6684 7a8d 44 G0ab7hfd cd21 f4ef15; | r=on>

YWia: BIRS2 OSUDP 140 113 27, 84 branchH=0

Mig: SIPS2 0SUDP 140 113 66 4712264

hix—Forwards: &9

From: “hean@ 40 113, 27. B4 <sip bean@140 113, 27, 54>+ 2g=44 6584 728d 44 68ab7h i cd?1 fd ef1 £5; ep i =04 de255250
To: <sip:lin@140 113 27 B> tag=adhbbSci-bed2-411 3-8col—24552e252 a0

Cal I-1D: 383hbcdcdc78411 SO 72231 2F 322388140, 113, 65, 47

Cieqg: 1 ACK

User—Aeert: RTCA. 2

Contert—Length: O
o /)
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Call Message Flow [11/15]

[MO1] INVITE

|

>

[MOZ2] 100 Trvying

[MOZ] INVITE

beani@1 40,113 66 .47

<’;> [MO6] 180 Ringing

A

[MO4] 100 Trying

< ling®140.113 6692
[MO5] 180 Ringing i

«

[MOS] 200 0K

i

«

[HO9] ACK

140.113.27.54

[M11] RTP Media

)

[MO7] 200 OK

<

[M10] ACKE

[
>

D LR s
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Call Message Flow [12/15]

[MO1] INVITE

|

> [MOZ] INVITE
[MO3] 100 Trying >
[MO4] 100 Trying

beani@1 40,113 66 .47

A

A

Ling9140.113 6691

Q [M05] 180 Ringing l
[MO6] 180 Ringing < .
< [M07] 200 OK I§
J [MO&] 200 OK < 3
[M02] ACK
> 140113 27.54 [M10] ACK

[M11] RTP Media o

- - --------------------------------------------*

€T EvE

A -
>

(Twi 2]

BYE =ip:|in@40 113 27 5 fras=44 650 7a2dfd4 66 ah 7l cd21f ef 15 | r=on SIRS2. 0
YWia: SIRA2 0°00P 140113, 68, 47 12264

hax—Forwards: 70

From: “bear@ 40 113, 27 84" <sip:bear@140. 113, 27 B4 t2g=44 65234 7 a8d FA4 667 f o d?1 flef1 £5; epi =08 356250
To: <sip: | in@140. 113 27 54>, tag=adbfbh&c3i—bed?-411 3-Bool—24 55ee?5255a

Cal l=1D: 383h5cdcd 7811300722 323020881 40 113, 55, 47

CSeq: 2 BYE

Foute: <sip:|in@1dd 113 27 54

User—fgert: RTCA. 2

Qgcntent—Length: o
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Call Message Flow [13/15]

[MO1] INVITE

> [MOZ] INVITE
[MO3] 100 Trying >
[MO4] 100 Trying

beani@1 40,113 66 .47

A

A

Ling9140.113 6691

Q [M05] 180 Ringing l
[MO6] 180 Ringing < .
< [M07] 200 OK 33§
J [MO&] 200 OK < 3
[M02] ACK
> 140113 27.54 [M10] ACK

[M11] RTP Media o
- - --------------------------------------------*

€T EvE

> [M13] EBYE

»
>

(Tt 3]

BYE sip:140. 113 66 92:18450 S|P/ 2. 0O

Record-Route: <sip: |in@d40 113 27 54 ; ftag=4465847a8d 44 68ab7bfd cd21 Fdef1£5; | r=on>
Mia: ZIPAZ OCUDP 140 113 27 5 branck—zBhEbKEddc. 887chad?z O

Wia: ZIPS2 OCUDP 140 113 66. 4712264

hox—Forwards: &9

From: “bean@ 40 113. 27. 54" <sip:bean® 40 113, 27 B4>; tag=446524 728 df4466ab7hf4cd 21 F4ef1 £5; epi d=0d de 356 250
To: <=zip: in@140, 113 27 B> tag=adbbbbci-bed2-411 3-8oco0—-24 952252 a0

Cal I-1D: 383bEcdodc73d11 3b07e223F2F3a25c8@14 0 113, 66. 47

Cseq: 2 BYE

User—Agert: RTCA. 2

Conternt—Length: O
- /
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Call Message Flow [14/15]

[MO1] INVITE

> [MOZ] INVITE
[MO3] 100 Trying
[MO4] 100 Trying

beani@1 40,113 66 .47

A

A

Ling9140.113 6691

Q [M05] 180 Ringing l
[MO6] 180 Ringing < .
< [M07] 200 OK 33§
J [MO&] 200 OK < 3
[M02] ACK
> 140113 27.54 [M10] ACK

[M11] RTP Media o

- - --------------------------------------------*

€T EvE

> [M13] EBYE

»

[M14] 200 OK

A

(Tt 4] R
SIPA2.0 200 0K

Yia: SIPS2 OSUDR 140 113, 27, 5 branchEz8h 3 bkS44c. 887chab2 O

Yia: SIPS2 OSFUDR 140 113 65, 4712264

From: “bean@ld0 113. 27. 547 <sip: bean® 40 113, 27, 543> tag=146554 7 aldfd 466 ab7bfdcd 21 f4ef1 £5; epi d=0d de 356 250
To: <=zip: in@140, 113 27 B> tag=adbbbbci-bed2-411 3-8oco0—-24 952252 a0

Cal |1-1D: 383b5cdcdc73411 300 7e223F2F 322 3c8@140. 113, 66. 47

Cseq: 2 BYE

User—Agert: Windows RTCA. O

Ennter‘rt—Length: 0 D
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Call Message Flow [15/15]

[MO1l] INVITE
> [MOZ] INVITE

[MOZ2] 100 Trvying

>
[MO4] 100 Trying

beani@1 40,113 66 .47

A

Ling9140.113 6691

A

<ft> [MO5] 180 Ringing i

[MOE] l&0 Ringing < .

< [MOT] 200 OK g;]

[MO&] 200 OK < o3
[M02] ACK

> 140,113 27,54 [Ml0] ACK
[M11] RTP Media o
+ - - --------------------------------------------*

[M1z] BYE
> [M13] EBYE

»

[M14] 200 OK

A

[M15] 200 OK

A

/[l'u'ﬁ 5]
SIPS2. 0 200 0K

Wia: _2IPS2 OSU0F 140 113 66 4712264
From: “bean@ 40 113. 27. 54" <sip:bean@ 40 113. 27 B4>; tag=146554 7 a3cf4466ab7bfdcd21 fdef1£5; epi d=04 d= 356250

Ta: <sip: in@140 1132 27 B> tagmadbbbfci-bed2-411 3H-8oo0-240522252a502
Cal I-1D: 383b5cdcdce73411 3007223 T2F 322380140, 113, 66 47

Cseq: 2 BYE

User—Agert: Windows RTCA1. 0

Contert—Length: ©

. /)
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What is NAT

= NAT - Network Address Translation
= RFC 3022 - Traditional IP Network Address Translator
= RFC 1918 - Address Allocation for Private Internets (BCP 5)
= RFC 2993 - Architectural Implications of NAT

= RFC 3027 - Protocol Complications with the IP Network Address
Translator

= RFC 3235 - Network Address Translator (NAT)-Friendly Application
Design Guidelines

= Convert IP Address (with Port multiplexing) between
private and public realm

= Works on network and transport layers
= Transparent for Application

31



NAT Schematic

Computer A

IP: 192.168.0.5
Port: 80

Computer B

IP: 192.168.0.8
Port: 80

IP: 140.113.131.89

Port: 10080
_NAT
IP: 140.113.131.89
Port: 20080
Mapping Table

192.168.0.5:80 <-> 10080
192.168.0.8:80 <-> 20080

DHCP NAT DHCP Client
Server | [FWETR=)kl)| IPPPOEClient

Private NIC Public NIC

Public

| nter net

LAB 117
&
VolP LAB
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i Types of NAT

= Fully Cone: map an internal IP and port to a public port
= Restricted Cone: Fully Cone with IP filtering
= Port Restricted Cone: Fully Cone with IP and port filtering

= Symmetric: build IP and port mapping according to a
session ID

33



Fully Cone NAT

= Client sends a packet to public address A.
= NAT allocates a public port (12345) for private port (21) on
the client.

= Any incoming packet (from A or B) to public port (12345)
will be dispatched to private port (21) on the client.

Computer A
LSS NCHCTR: SR P: 140.113.131.86
Port: 12345 Port: 20202

Client

IP: 192.168.0.5 ) >
Port: 21 Computer B

IP: 140.113.131.87
Port: 10101

34



* Restricted Cone NAT (1/2)

= Client sends a packet to public address A.
= NAT allocates a public port (12345) for private port (21) on
the client.

= Only incoming packet from A to public port (12345) will be
dispatched to private port (21) on the client.

Computer A
IP: 140.113.131.89 IP: 140.113.131.86

Client Port: 12345 Port: 20202
IP: 192.168.0.5 N >
Port: 21 Computer B
|P: 140.113.131.87
_ o

35



i Restricted Cone NAT (2/2)

= Client sends another packet to public address B.

= NAT will reuse allocated public port (12345) for private
port (21) on the client.

= Incoming packet from B to public port (12345) now will be
dispatched to private port (21) on the client.

Computer A
IP: 140.113.131.89 IP: 140.113.131.86

Client Port: 12345 Port: 20202
IP: 192.168.0.5 N >
Port: 21 Computer B
|P: 140.113.131.87

Port: 10101

36
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i Port Restricted Cone NAT

= Client sends a packet to public address A port 20202.

= NAT will allocate a public port (12345) for private port (21)
on the client.

= Only incoming packet from address A and port 20202 to
public port (12345) will be dispatched to private port (21)
on the client.

Computer A

_ IP: 140.113.131.89
Client Port: 12345 IP: 140.113.131.86
IP: 192.168.0.5 )y > g Port: 20202
Port: 21 Port: 30303

37



Symmetric NAT

= NAT allocates a public port each time the client sends a
packet to different public address and port

= Only incoming packet from the original mapped public
address and port will dispatch to private port on client

IP: 140.113.131.89 Computer A

Port: 12345 IP: 140.113.131.86
Client Port: 20202
IP: 192.168.0.5
Port: 21 Computer B
IP: 140.113.131.87
Port: 10101

IP: 140.113.131.89
Port: 45678

38
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i SIP and NAT
s NAT converts IP addresses In IP Headers
s Problem 1:

= SIP/SDP Is an application-layer protocol but
contains IP address/port information, which is not
translated by NAT

s Problem 2:

= Private client must send a outgoing packet first
(to create a mapping on NAT) to receive incoming
packet

39
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Testing Environment

= SIP UA 1. User Agent behind NAT (Private Domain).
= SIP UA 2: SIP UA outside NAT (Public Domain).

= SIP Proxy: IPtel SIP Express Router (SER) v0.8.11.
= NAT: Windows XP with 2 NICs

= Packet Analyzer 1 & 2: Ethereal

SIP Proxy

Public IP Network

Proket Agiahrasi'] Packet Analyzer 2

40
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i The Problem (1/2)

= Due to private address, the Via and Contact header
fields in SIP messages sent by UA1 are incorrect.

= With incorrect Via header, responses of messages sent
by UA1 cannot be routed back.

= With incorrect Contact address in REGISTER messages,
call server cannot inform UA1 the incoming calls.
= UA1 can only act as a calling party.

41
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Incorrect REGISTER Message

@& The Ethereal Network Analyzer

Eile

Edit View Capture Analyze Statistics

xRWEORe® DT L RAQ PDEXT

Help

No.. [Time |source |Destination [Protocat [info
N e reree e o ; ST T T S e
29 21.604799 192.168.0.111 140.113.131.7 SIP Request: REGISTER sip:sip3.ipvb.club.tw: 5060
32 25.610837 192.168.0.111 140.113.131.7 SIP Request: REGISTER sip:sip3.ipvb.club.tw: 5060
33 259.616845  1%972.168.0.111 140.113.131.7 SIp Request: REGISTER sip:sip3.ipw.club.tw: 5060

34 33.

140.113.131.7
T

SIP

Request: REGISTER
: REGISTER -

622866

[ Frame 35 (558 bytes on wire, 558 bytes captured)
B Ethernet II, Src: 00:08:0d:35:70:d1, Dst: 00:04:75:04:66:eh
P Internet Protocol, Src Addr: 192.168.0.111 {192.168.0.111), Dst Addr: 140,113.131.7 {140.113.131.7)
[ User Datagram Protocol, Src Port: 5060 (50607, Dst Port: 5060 (50607
~ Session Initiation Protocol
— Request-Line: REGISTER sip:sip3.ipwh.club. tw:5060 SIR/2.0
Method: REGISTER
- Message Header
Call-10: 495-D1B9-1180-1089756507B0AS-DARETE F54466R100-Lin
Coptacts ‘10'9440213?5§192 168 .0 111'5060k
Content-Encoding: identity
Content-Language: en
Content-Length: 0
CSeq: 1 REGISTER
Expires: 3600
From: "944021375"<sip:944021375@sip3. ipve. club. tw>;tag=94402 1375-10892 56507
Max-Forwards: 10
To: "944021375"«sip:5944021375@sip3. ipvB. cTub . tws
User-Agent: CCL—SieaquIEﬁQNE.-----..
YVia: SIP/2.0/UDP -192.168.0.111:SOGOmnch=z9hG4bK?b3?d4081df295ael?3c0114de8€a098

-

0000 00 04 75 e4 A eb 00 08 Od 3% 7O J1 08 00 45 00 .u.ftoo. U5p.LLE.

0010 02 20 01 ed 00 00 BO 11 66 50 cO a8 00 &f Bc 71 & e fP...0.q

0020 B3 07 13 <4 13 <4 02 0c Sh 56 52 45 47 45 53 54 ..., WREGIST

0030 45 52 20 73 02 70 3a 73 69 70 33 2e €9 70 76 36 ER sip:s ip3.ipvé |

0040 22 63 6¢ 75 62 26 74 77 3a 35 30 36 30 20 53 45 .club.tw :5060 SI -

M Filter ISiD ;‘ % Expressiun...l Q@gEar' o élﬂplvll <live capture in progr [P 40 D2 11 M: 0 /
A
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i The Problem (2/2)

x When UAL1 initiate a call, the connection
Information (c and m) for media establishment
In SDP are also incorrect.

= UA2 gets a private peer address, the RTP
packets from UA2 cannot be routed to UAL.

= Media can only be sent from UA1 to UA2.
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Incorrect Fields in SDP of INVITE Message

(3 (Tntitled) - Ethereal

Flle Edt Wiew Capture Anshze Stetistics  Help

BEEHx M8 Res DF 2 @ EPOHEHEXKXD

Mo, . |Time |Enurce |Deaunanun |='n:t|:n:n|||nr|:u
R e B 0 40 O B 190, 117.19L.7 TIFJEOF Aequest: IAVITE sip:DAf0IIT7I0sinT.pwh. c|ub. tw, with
252 145, 313602 _152.168.0. 111 140.113.131.7 SIWSDr Renuests TNVITE 5ip:3440213718s i3, nb. -:1uI:| t, with
= i Tl 5 140 114, 1517 E: INWTTE =gk ] 5 3 1= ¥ h

I Frame 253 (293 kbytes on wire, 293 kytes captured)
I Ethernet LI, Sr<: 00:0Bz0ciz35:70:d1, Dst: 00:04:75:ed: 6618k
b Lhternet Protocoe], SPc Addr: 192.18E.0.111 ¢192.16E.0,111%, Dst addr: 140.313.131.7 (140.113.131.7)
I User Datagram Pretocol, Src Port: S060 (506070, Ost Port: 5060 (G060
= Session Inttiation Protocc]
I Request-Line: IMVITE sip:5440213710s7p3, s, club.ow SIPF2.0
|- Message Header
- Message bochy
- zession Description Protocal
session Description Protocal version (wl: o
[ CenerjCreztor, Sassion Id (o) 944021375 18E5A1 188551 In IP4 192.165.0.111
seszion Mame (s]: Sessicn SOF erreesecenaiene
b Connection Infermation (cl: IH IP4e192 163, 0,111
I Eandwidth Infocrmatien Chl: CT:300 °°°° )
P Time Des<ription, active time {t): 0 O R
Mediz Dazcription, nans znd zddress (mi: sudis RTPSavp 0 3 4 18
I Mediz attribute (ad: ripmap:o powo/E0o0/1
P Mediz attribute (2): rtpmap:s poma /300071
I Mediaz attribuote (ad: rtpmap:3 GEW/EOOO) L
I Mediz attribute (2l rtpmap:d GP237900001
I Mediz Attribute (200 rtpmap:lB G729/800041
I Mediz attribute [2): ptime:io

000 D0 04 75 =4 65 eb OD 08 0Od 35 70 d1 OE 00 45 OO .5|:|.. E.
010 03 &6F 01 20 90 00 20 11 65 ce <0 af o0 &F Bc 71, vea Beeaal
030 B3I 0F 13 o4 13 <4 03 5h 15 2d 49 4e S 49 54 45 oL —INUITE

030 20 7369 70 3= 39 34 34 30 32 31 33 37 31 40 73 s1p (Bid £217710s
040 69 70 33 Je &% VO TH 36 22 63 6c T5 62 2e 74 77 dpliiped club,te

1

FyFiter ig,F = | 4 Expreszion I hg,eﬁr| o &pw" File: (Urttied] 73 KE [P 255 O 240 M: O
—

pa

44

i



N T S T s i LA 117 §§j§
Solving NAT Traversal Problems

= Targets
= Discover mapped public IP & port for private IP & port
= Use mapped public IP & port in application layer message
= Keep this mapping valid

= Timing Issue

= NAT will automatically allocate a public port for a private addr ess &
port if need.

= NAT will release the mapping if the public port is “idle”
= No TCP connection on the port
= No UDP traffic on the port for a period (1 min~5 min)

= Keep a TCP connection to target

= Send UDP packet to target every specified interval

45
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NAT Traversal Solutions

s Static Mapping
= VPN (Virtual Private Network)

= UPnP (Universal Plug-and-Play)
= UPnP Forum - http://www.upnp.org/

= STUN (Simple Traversal of UDP Through Network
Address Translators)
= RFC 3489
= Works except symmetric NAT

s Session Controller
= B2BUA+RTP Proxy

46
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NAT Configuration-
Using Windows XP with 2 NICs

R
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NAT of Windows XP with 2 NICs

n Windows XP NAT
. 2
- 111 ” NAT
! 2" NAT

48



NAT of Windows XP Setup (1)
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NAT of Windows XP Setup (2)
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NAT of Windows
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XP Setup (3)
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NAT of Windows XP Setup (4)
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NAT of Windows XP Setup (5)
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Static Mapping and Manual Configuration
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Windows XP NAT Setup (1)

VolP LAB &=
n NAT :
firewall NAT port
NAT port

4 ERIEHE A

R AR
JRETH iR (5 H E RIS 5 B larn AR R
HEER D

%E&ﬁfﬂﬁﬂﬁﬁﬁﬁ S SR R

S T REER fEEER B -

NF-TEOEINOETE S AT » SHER |
kAR T - 0

[ ﬁEE. N

55



Windows XP NAT Setup (2)

AR T O
|sip |
~mopbZaga || oD YORIHERS_ IS EAR S EhTEEEAGR-B =L IF k()
e e For SIP a0 152,163 0120 (

AR A RS T LT B S THOIRTS () | 1520650151 |
e SEERFA AR IS E):
[ | FTE Iﬂﬂﬁ% ’_\ 5050 | O TCP(D @UDP@
[ Internet Mail Access Protocol Version 3 (IMAPZ) RS AEETEE ),
[ Internet Mail Lccess Protocol Version 4 (JMAP4) |SDED |
mamszs (192 168 .0.1:12858) 37874 TCP
memsgs (192.168.0.1:0050) 24267 TDP - |. B I [ e ]
mamsgs (192.168.0.106:16262) 17663 TCE

mamsgs (192.168.0.106:8571) 47585 UDTE

Sl R
= 2
mmsmnses (102 166 0133-7400) 50652 TCP BHSE PIx

memsgs 7230 TDF l5Ev3 Eurdn))
msmsgs 7369 TCP |sdp_t |
[ Post-Office Protocol Wersion 3 (POP3) = =
DEATp (192.166.0.111:5060) 50692 UDP %Eﬁfﬁgﬁgﬂﬁﬁﬁmﬁﬂmgﬁﬁ I furtk 1
. .

wles 3Pl 8 o 0 JE%.U_‘JE_E”_ED_"JE:!F” e — - | 192 1660111 |
| wiED. ].[ . | I

CERE I L@ﬂﬁqﬁﬂﬁﬂ”ﬁﬁ]‘ﬁtﬁﬁﬁ%@

[ i l [ RLAH FOI’ RTP [QDDD _____

iE AR A ARSI TR D).
9000 |

[ %= | [ ma& |
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SIP UA Setup for Static Mapping (1)

a snom 200 ¥oIP Phone :: Home - Microsoft Internet Explorer r__| [E'DZ'
#EE FERE BRO EHEEW IEO JHAW

Qi F-Q HRG Prz denenz @re @ -2 =18 3

#EAED) | &) hip1192 168,011 Andex_enhtm

v B eE EE > &y

|

your phone!

On these page_f:\,rou can work with your VYoIP phone.
-

Dialed Numbers
Crate Mumber

7/8/2004 11:204M J44E2137d

Missed Calls
Date Murnber

Received Calls

[E:
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SIP UA Setup for Static Mapping (2)

3 snom 200 ¥YoIP Phone :: Settings - SIP :- Stack - Microzoft Internet Explorer |

EX

#HERE KREE HR0O ENEEW IRD HAD w
A = = B e . ¢ Ty o I . .
Q- © HRA®G Pus dramnz @me @ -2 =@ 3
D) | @] hp:192.168.0.111bet_sip_stock_enhim v B e s @
i "2 .
. Settings
— Stack

Here you may specify the behavior of the SIP
stack. If you are behind MAT, you may statically
assigh a network identity and the RTP ports here,
Please contact vour operator for details,

Register Paostfix

Outbound Proxy:
Registrar is
outbound proxy
Path
ISEE: a=iitel " Route % Address E|
NAT: o
MNAT detection et vl
STUM server (IP-
addriport)
STUM binding

[T Ty [ e e ——

O Dynamic RTP port G000

start

Dynamic RTP port G005

end

Metwork identity 140415151 .89

(hostname)

Metwork identity c0E0

- -Drlt)II---lll---lll---ﬁ

" Metwork port @ Default

SIP port

& ves  Use Path

Local SIP port

SIP timers:
Retry T1 (ms)

| [E
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&

REGISTER Message

& (Watifled) - Fheeal

Flie Edit “lew Capturs Analyze Statisics Help

Bl *®MENess DFETRQQ OB X T

b - R
140.113.131.7

1all. 114,141, 7
193 .168.0.111
Frame 12 {526 bytes on wire, 526 bytes captured)
Ethernec II, Src: QO:04:13:10:1L:7EB, Dst: QO:04:75iediEEieb

Internet Pretocel, src addr: 192, 166.0,111 §192.168,0,111), st addr: 140,113,131, 7 140,113,131, 73
User Datagram Pretecel, Sec Pert: SDED (S0E0), Dst Port: SDBOD (SDED)

sessien Initiatien Pretoco]

I Request-Line! REGISTER sip:14d,113.131.7 5IP/2.0

= Massage Header

D

Aequest: REGLISTER sypolall, 113

53810150 Cratus: 200 OK i

L 3,131,
{5 bindings)

I

d == = =

wig: STP/Z. 0 /0P 140,315,131, 8% : LGl branch==9hG4bK- faw ko irhawwsr

P From: “va-Lin' <sip:99407137 58140.113.131. 7> s tag=upgThl Ipek

To: "a-Lin" =sip:9440213758140.113.131. 7=

Call-1o: 3c26700daf 57— IFdwds 190z 7@140-113-131-39

C5eg: 1 REZISTER

Max-Faorwards: 7 T T

Contact: <sip:9940213758140,113,131, 8% 5060 transport=udp: 1ine=Thyryb 3y s g=1.0sdescription="available"”
User-Agant: snpom00-2.03a

Supported: gruu

Expires: J600

Cantant-Length: O

Qo 00 04 75 oeq g5 eh O 04 13 10 11 &8 0 90 457 00 0. ... L CGLE, E'
010 92 00 00 09 40 00 49 11 63 5d <0 a3 o0 &f 92 Y1 .., 8.8, k], .0,

020 83 07 13 =4 13 =4 0L ac <=1 3d 52 45 47 49 53 54 .. ..., .=RECIS

030 45 §F 0 73 69 70 3a 31 34 30 Fe 3L 31 33 Ze 31 ER sip:l 40.113.1

040 33 31 Ze 37 20 53 49 50 3f 32 e 30 0d da 56 69 31.7 5IP j3.d..Ni
W it fip = | 4 Bxgression ]hmgad o appty|[FTE (INiE0) 54 KB (P31 038 W 0
——

i;l
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INVITE Message (SIP)

Intifled} - Fthereal

Flie Edit “lew Capiure Analyze Statistics Help

ol *®WMERNess DFETRQAQ OB X T

Cesinabion

140,113, 131.7  SIPRSSLE AegUest ITHVITE sip: 34402110101
197 168 0111 EIF'

E2 giquahéi P L

B,113.131. 7/ tuser=phane
Status: 1|:|l:| trying -—- weur call 18 impertant te us

B

E'l:hEI'nET_ II. Srci DRIO4:13:L0: 1126, I}ST_. Dpiod:TSiEd BB ED
Internet Protecel, srooaddr; 192, 168,0,111 {102, 166,0,111%, pst addr; 140,113,131, 7 (140,113,131, 7)
User Datagram Pretecel, Src Port: S060 (S0E0), Dst Port: SDED (S0GD)
sessign Initiation Protocel
I Request-Line! INVITE sip!9440213718140,113,131. 7 juser=phone SIPSI .0
v NE'B'S'E-':E Hea'der JIIIIIIIIIIIIIIIII
¥ig: SIP/2.0/A0R=140,113, 337 .20 sleik branchi=20hadbk-worugritgary
FoFroms “va-Lin' «sips9940213758140,113.131. Vs tan=22 52 zhr
I To: <=ip:9440213718140.113.131. 7 suser=phonax
Call-10: 3cZE70Zcihabi-hegookylhezg@140-113-131-59
CSaq: 1 INWITE
Max- Fcurwarl:ls T

qd= = =

Usear- -ﬂl:erlt, snamZ00-2.03

Accept-Language: en

Accept: applicationfsdp

A1laws INVITE, £&CK, CANCEL, BYE, REFER, OPTINONS, NOTIFY, SUBSCRIBE, PR&CE, MESSSGE, IMFD

supported: timer, 100rel, replaces
Seccion-Expires: 7200
Contart-Typa: applicationfsdp
Canternt-Length: 333

[ Massaga body

=l

(13 Fites: ]5|p J 4 Byression Ihﬁ|gar| o MW'mee frame), 1038 ([F a4 033 W O

LAB 117
&
VolP LAB
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INVITE Message (SDP)

& (Intilled} - Fihereal

Flie Edit “ew Capture  Analyge  Statisfics  Heip

pEEl*xRERNss DF LT QRQ PHE X T

Mo. Time Source Cesbnabion Irotacol {Info =
LT T T g k. SIPAS0E Aequest: THVWITE sipiddalilild } J.l31, _Hl
EZ 92 43349? 140 113 1317 1971650 :l:l_'L SIp Status: 100 tr},‘ing -- }ﬁul‘ call is ‘impc.rtarrl: te us =l
b Frame BL {1036 bytes on wire, 103E bytes captured)
[ Ethernet II, Srci DR:O4:13:10:11:2E, Det: DD:04:7Siedi66ieb
b Internet Protocel, Sroomddr; 192, 166.0,111 {192, 166,0,111), Dst addr: 140,113, 131,7 {140,113,130.7)
- User Datagram Protoce]l, Src Pert: S0E0 CE0ERD), Dst Porti SDED (S0E0G
w osession Initiation Protooo]
I Request-Line: INVITE sipi9440213718140.113,131. 7 juser=phone SIPSE.0
[ Massage Headar
= Hessage hody
- Session Description Protocol
Session Descriptien Protocel version Qvl: O
p oenerfreater, Sessien Id <ol reot 13BDEEFIGD 1IEDEETICH IN IP4 140.113.191.60
Cession Mame Cs]: call R
B i rmat = pindid
B Time Descriptisn, active Cime (tl: 00 et
b Media Description, name and address (nl; audied 9000 ATEdaye 15 3 0 R 401
i Media atcribuce (al: rtpmap:lB gr2G/BOO0
b Media actribute Cals rtpmaps 3 gsmABOOG
I Media attribute (al: rtpmap:0 ponu/BOOD
b Media actribute Cal; ropmap:B o pomadBOOO
i Media atcribute (al: rcpmap:10l telephone-eventc/BOOD
b Madia dtbribuke (a): fmbp:101 0-15
Media actribute {al: sendrecy
b Media dtbribube (al: sreadr:192 16E.0.1311:9000 140.113.131_E9-9000
000 00 04 75 &4 56 ek 00 04 17 10 11 20 03 00 45 00 ..0.%... E Ii'
9id 04 99 00 00 40 99 40 11 &5 5d <0 39 99 5 9z 71 ....0.4, -F]
o020 83 07 13 =4 13 =4 03 @c 53 42 49 da 56 49 54 45 ..., ‘SE]M"]TE
0030 0 73 69 7O 3a 39 34 34 30 3F 31 33 37 31 40 31 s1p 944 02137101
o400 34 30 Ze 31 31 33 2e 31 33 31 Ze 37 30 75 Y3 ah 0 40,113.1 31,7juse =]

(I Fitter- 'Igm | 4 Exression Ihﬁ'ﬂad ¥ appiy|[F1E CINHed) 59K [F3140. 38 W 0
—

61



Virtual Private Network (VPN)
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VPN Setup on Windows XP (1)

)
BED HEE WRD BSEL
Q-0 3| ns
D) | wEisEs

B R B I

\3;‘,}7 Whdware Network Adapter Vhinetl
T

vj':,h K BEs
T

W=

s

LAB 117

&

Bl s PSS IC
EERERNE
o SEISE ARSI - B

o SEAFE|— R AR - FURIIE T R AR -
« EE—EEF A R LR

SEiE [T —H] #g -

& le—=2(E) |

e

i

%) -

=
SN IEEEEEEEEEEENEEEEERTSR
-

[ ]
» R VEN) LAE SRR SRS - HBEE RS 1
. FHREUETE- -
SN IS NN NI NS NN IEEE NN IEEE NN NEEEENEEEENEEEEET
C EE—HETHARNRFHLEHEE)

SR —{EER T RIE R 2 U L R R T —fElERe -

e —HHERER (E)

R TR » T » SATSHREE RS R R e - e
ftie e ir FE S e -

s | [FTBw-] = |

VolP LAB
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VPN Setup on Windows XP (2)

AEER
BT T R 7 e

o P
R TFUE: Windows T LR 2 FEER B RSEL -

O BEEEHED)
14 A — el e O — B E SRR EE SR AR = 5 R P8 [ ARG (IRDIN) BEEE4RE

llll ‘;IIIIIIIIIIIIIIIIIIIIIIIIII..IIIII.II

s EREAHESET .

ﬂkgmdows TERR AT EEREERE » U L B SRR R R R AR S 2 A

D AR MBS (VP SRR R R - | & TEEECER 1)
..-.....--....--....--....--.....-........ rg@]ﬁ&g@ﬂgﬁi%&@.
FISEREE | I
EHEH

SIS EERE EE TR R B -

SHTE AR EA S EEERTEH -

AREEW
CRIE_YEN
B+ T LA R T ISR B t#o| [Tpw-|  wE |

—#E| [Tsw-| T
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VPN Setup on Windows XP (3)

BN VPN RS
VPN (SR SRAIR B A B

A IR SRR R A T R T TP (it -

= T {dE T IP fihl (140 microsoft.oom 2 157.54.0.1)(H): =

wpn.cste notoedo by

S EREEB: [l

%ﬁﬁﬁgﬁﬁﬁ E%ﬁ%@i l******** E
:g-%—
L CRRTIEERE TR T RIEAR R R R A T [ s SR s T A e s
& S
CSIE_YPN
. e SEN L FEEHE RS ] A S A e

HRERC) I HIiH PIEFD) ERER(H)

SEMERAS AT (L] Ee s -

™ H e R i

EanE EERTOR M S B E » 55 e -

r—e| [ =& | @
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VPN Server

Payload

VPN Tunnel

Private Network

Public|Network

IF Payload
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Before Setup VPN Connection

Default Route

Metwork Destination

192 .168.60.08
192.168.8.111
192.168.8.255

1922.168.5.8

192 .168.5.1
192.168.5.255
192.168.15%3.8
192.168.153.1

192.168.153.255
224.8.68.8
224.8.68.08
224 .8.8.8
255255255255
255255255255
255.255.255.255
255.255.255.255

Default Gateway:

Persistent Routes:

Mone

Hetmask
B.6.8.8

255.255.255.8
255255255255
255.255.255.255
255.255.255.8
255255 255,255
255255255255
255.255.255.8
255.255.255.255
255.255.255.255
248.68.68.8
248.68.68.08

240 .8.08.08
255255255255
255255255255
255.255.255.255
255.255.255.255
192.168.8.1

Gateway
192 _.168.68.1

192.168.08.111
127.8.8.1
192.168.8.111
192.168.5.1
127.8.8.1
192.168.5.1
192.168.153.1
127.8.8.1
192.168.153.1
192.168.8.111
1922.168.5.1
192.168.153.1
192.168.0.111
192.168.5.1
192.168.153.1
192.168.153.1

Interface
192168 .68.111

192 168 .8.111
127.8.8.1
192.168.68.111
1922.168.5.1
127.8.8.1

192 .168.5.1
192 .168.153.1
127.8.8.1
192.168.153 .1
192.168.68.111
192.168.5.1
192 .168.153 .1
192 168 .0.111
192 .168.5.1
192 168 .153 .1
5

LAB&l 17 %ﬁ%‘*g

VolP LAB Cf:&

Metric
28
i
28
28
28
28
28
28
28
28
28
28
28
28
i

1
1
1
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After Setup VPN Connection

Default Route

Active Routes:
Metwork Destination
B.8.8.8
B.8.8.8
127.8.8.8
148.113.235.164
14A.113.235.24%9
14A.113.255.255
192 _.168.8.8
122 .168.8.111
192.168.8.255
122.168.5.8
122.168.5.1
122.168.5.255
122.168.15%3.8
122 .168.153.1
192 .168.153.255
224.8.8.8
224.8.8.8
224.8.8.8
224.8.8.8
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
Default Gateway:

Perziztent HRoutes:
Mone

Gateway

Interface

B.8.8.0 140.113.235.164 140.113.235.164

6.8.8.8
255.8.8.8
255.255.255.255
255.255.255.255
255.255.255.255
255255 .255.@
255.255.255.255
255.255.255.255
255.255.255.8
255.255.255.255
255.255.255.255
255.255.255.8
255.255.255.255
255.255.255.255
240.8.68.0
240.8.68.0
240.8.68.0
240.8.68.0
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
1468.113.235.164

192.168.8.1
127.8.8.1
127.8.8.1
192.168.68.1
140.113.235.164
192168 .8.111
127.8.8.1
172.168.08.111
172.168.5.1
127.8.8.1
122.168.5.1
172.168.153.1
127.8.8.1
172.168.153.1
172.168.08.111
122.168.5.1
172.168.153.1
140.113.235.164
122.168.8.411
122.168.5.1
172.168.153.1
172.168.153.1

192 .168.68.111
127.8.8.1
127.8.8.1

172 .168.6.111

148.113.235.164

192 168 .8.111
127.8.8.1

1722.168.68.111

172.168.5.1
127.8.8.1
122.168.5.1
1722.168.153.1
127.8.8.1

172 .168.153.1

1722.168.68.111

122.168.5.1
1722.168.153.1
148.113.235.164

192 .168.8.111

122.168.5.1
1722.168.153.1

Metric
i
21

58
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UPNP — Universal Plug-and-Play

69



UPNP

SIP UA (U

(3)

(4)

PnP client) NAT (

M-SEARCH * HTTP/1.1
ssdp:discover InternetGatewayDevice
dsi: 239,255,255 250: 1900

HTTP/1.1 200 OK
sresip of 1GD: 190

POST --- HTTP/1.1
GetExternallPAddress

HTTP/1.1 200 OK
external_ip of 1GD

POST --- HTTP/1.1
NewPortMappingDescription

- {ip_of sipua:internal port) external_port o

HTTP/1.1 200 OK
-

1GD)

NAT PrivatelP

NAT PublicIP

NAT

Port Mapping

LAB 117
&
VolP LAB
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SSDP Discover Message (1)

Elle Edit Sew Capure Analyze  Satisics

Help

LAB 117
&
VolP LAB

*x WO Nee 0F L AQGE PDRE X T

41 53.334919
43 53.391365
44 53.507480
45 53. 508150
46 53.511065
47 53.532094
4E 53.563111
43 53.3598355
b B Ll B

19z . 165.0.111
197 165.0.111
197 &Ev.198.4
197 165.0.1411
492 465.0.444
197 .165.0.1

19z 165.0.1

192 .165.0.111
9% 1fA N 111

Destination

b ]
234255255250 M-SEARCH * HTTR/1.1

134 J55_155_750 M=SEARCH & HTTR/D .1

19l 168 0111 http = 2040 [s¥N, ACE] Seg=1193375671 Ack=11007S146E W'
191 AT _168 4 1048 o http [acE] =eg=130075146E Ack=1103375673 Win=5E¢
44 6T 448 4 CET .J:rmlﬁﬁ.-':rmlﬁﬁ—updatn:.:ﬂm-l HrTR/dod

1487 168 .0.111
141 1630111
197 163 0.1
147 ARE N1

HTTRA1.1 200 o
IEED » 2056 [FIN
056 » JEED nsTfl
INSN . IRRE [sww

AcE] SegslBSESE1S36 Ack=1EEDIS4471 w!
seq=JEE0154471 Ack=0 Win=0 Len=0
=enz3INAISIARE Ark=M wWinzSRAN | enzh R

-

b Frame 41
| Ethernet
| Internet

Hi: Iyrin
R

= Hypertert Tranzfer Protocc]
= W-3EARCH * HTTR/1.1%%n
Request Mathod: M-SEARCH
Host: 239,255.255,250:1900% 4
ST urnischemas-upnp-org idevice i InternetGatewayDevice i 1hrhn
Wap: "zxdpidiscover e

{1re bytes on wire, 179 bytes captured)
II, Srct D003 1001126, Dst: DL:DD:Se:vf:Ff:fa

Proteos], Sec Adde: 132,168, 0,111 (1%, 168,0,111), Det adde: 235, 355,255, 260 (235, 255,255, 2500
| User Datagram Protece], Sec Port: LU0 (15013, Dt Forfd 1500 149007

qaq- a1 a9
010 00 a5
029 Ff fa
930 43 48
o4 &+ 73 7

1 fa
40 Q0
o7 ae
20 48
0 Az

aa a4 13

qag 91 8g
34 54 59
31 319 Za

11 3

4d 2d
3l =
35 15

ag 0q
oo &+
53 45
31 ad

Ia 32

45 00
=f {4
41 52
da 45
5 35

113 Filbee: |

= | 4 Exression I hﬁ'ﬂﬂrl o appi||F18 Unnn_gthereal 1 [P 5600 580 M. 0

71
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mmavrw
SSDP Discover Message (2)

19 :!.ll.ii.rkrsj:_;r

@ apup etemal - Hilemal

LAB 117
&
VolP LAB

Elle. Edit Mew Capture gnehoe Satistics Help

MERExedQes DF L2 QQAQ BPOEXE

o LA LR37710

97 1RE M1

142 1RE N1

Mo |T||ne |S|:|un:e ||:|eg11na1:||:m |=ln:|t|:||:|:|| | ¥ =l
41 58,377435  1%92.16E.0.111 ¢35, 255,255,250 S50P HW-SEARCH * HTTRf1.1 =
42 53,.3849919 1%2.16E.0.111 ¢35, 255,255,250 S50P H-SEARCH * HTTPf1.1
43 53.391366  1%97.16E.0.111 £39,¢55, 255,250 S50R W-SEARCH * HTTRf1.1
44 58, 507460 192 67,196, 4 192, 16E, 0,111 http > 20499 [5¥N, ACKE] Seqell93375672 Ack=220075246E W'
45 583,508150 192.16E.0.111 192,67.1%E, 4 2099 » brep [ACE] Seqel 200750468 Ack=1203375673 win=56:
4h 58.511065 192 .16E.0.111 152,67, 1%E, 4 GET faram il sram il -updates . onl HTTPSD, 1
Fde] L I P =] - e 150, 16k, 111 HTTPF1.1 A1 E
46 08, 568111 192 16E.0.1 152, 166, 0,111 2869 » FULE [FIM, ACKE] Seq=29G66551336 Ack=21BGO254471 wi
49 03,0698550 1%2.16E.0.111 192,166, 0,1 2056 » 2H69 [RST] Segq=28690 54471 Ack=0 Win=0 Len=0

AOEA - 28RO MEvi] Eene?1NRIEIAARL Ackell WSa=GRAN | en=li L :;J

b Frame 47 {420 byte=s on wire, 420
b Ethernet 1T, Src: 00:04:75:=4:66
b Intern=t Protocol, Sec addre: 192
I User Detsgrem Protoco], Src Port:
= Hypertext Tramsfer Protocol

= HTTR/L1.1 #00 OKEA\r\n
Rasponsa Coda: 100

bytes captured)
ceb, D=tz 00:049:13:10:11:78

J168.0.1 (192.168.0.1), O=t Addr: 192.16E.0.111 (192.16E.0.111)
1900 19003, D=t Port: 1901 (19013

=T :urn:schamas-upnp-org:davica: Intar netGataeayaeica:yriyn
ush iunid:4a31300 I-f0fd-daSc-adfd-178a IeéaTIdE - -urn:s chemas —upnp—or g:device: Inter netGat ewaybewi ca: Lhrin

Locationchtto- /197 163 0 12369 fupnphostfudhisapi .d117contant=uuid: 4a213003-f 0f d-deSc-adf d-1 7 Eadebel 208 \n
Cacha-control :nax- :.gn::lﬂl:ll:l'kr'kn

sarvar:Microsoft-windows—NT /5.1 UPRP{ 1.0 UPRP-Daw ca-Host 1 0yryn

Ext:hrkn

wrhn
TO0 09 09 17 10 11 28 00 05 7% =9 66 =b 0% 00 45 o0 ..... B Lt i paEs =
010 01 96 G- 44 00 90 01 11 ca 5% <0 aB 00 01 <0 aB k| e P E
G20 0U 6F 07 GC OF 6d 01 82 h5 P9 43 54 54 50 IF 31 .o.l.me. yHTTRAL
039 Fe= 31 20 32 30 30 20 4F 4gb Qd Qa3 53 54 3a 75 T2 1200 O Ko WSTiur )
040 @ Ja 73 63 &5 65 6d 61 V3 2d 75 V0 éa V0 Id &  n:ischema s-upnp-o |
@ Fier | | % Emrmmn_ﬂ] hbﬁlﬂﬂr| W appty|[FTe: venn_einereal 1 [P 560 &6 . 0
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l{ﬂ%ﬁ%ﬁmu Uil sstsit LAB 117
IGD Control Message (1)

POST /upnphost/udhisapi.dll?control=uuid:323c1e53-7be5-438a-9004-e3b4189e45d5+urn:upnp-org:serviceld:WANIPConnl HTTP/1.1
Host: 192.168.0.1:2869

Content-Length: 336

Content-Type: text/xml; charset="utf-8"

SOAPAction: "urn:schemas -upnp-org:service:WANIPConnection:1#GetExternallPAddress"

<SOAP-ENV:Envelope
xmIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<SOAP-ENV:Body>
<uy.GetExternallPAddress xmins:u="urn:schemas -upnp-org:service:WANIPConnection:1">
</u:GetExternallPAddress>
</SOAP-ENV:Body >
</SOAP-ENV:Envelope>

HTTP/1.0 200 OK

Date: Wed, 07 Jul 2004 08:15:39 GMT

Connection: close

Server: Microsoft -Windows -NT/5.1 UPnP/1.0 UPnP -Device-Host/1.0
Content-Length: 464

Content-Type: text/xml; charset="utf-8"

EXT:

<?xml version="1.0"?>

<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.xmlIsoap.org/soap/envelope/" SOAP -
ENV:encodingStyle="http://[schemas.xmlsoap.org/soap/encoding/"><SOAP-ENV:Body><m:GetExternallPAddressResponse
xmins:m="urn:schemas -upnp-org:service:WANIPConnection:1"><NewExternallPAddress xmiIns:dt="urn:schemas -microsoft-
com:datatypes " dt:dt="string">140.113.131.89</ NewExternallPAddress></m:GetExternallPAddressResponse></SOAP-
ENV:Body></SOAP-ENV:Envelope>
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IGD Control Message (2)

ST /upnphost/udhisapi.dll?control=uuid:323c1e53-7be5-438a-9004-e3b4189e45d5+urn:upnp-org:serviceld:WANIPConnl HTTP/1.1
Host: 192.168.0.1:2869
Content-Length: 732
Content-Type: text/xml; charset="utf-8"
SOAPAction: "urn:schemas-upnp-org:service:WANIPConnection:1#AddPortMapping"

<SOAP-ENV:Envelope
xmlIns:SOAR ENV="http://schemas.xmlsoap.org/soap/envelope/"
SOAP-ENV:encodingStyle ="http://schemas.xmlsoap.org/soap/encoding/">
<SOAP-ENV:Body>
<u:AddPortMapping xmlIns:u="urn:schemas-upnp-org:service:WANIPConnection:1">
<NewRemoteHost></NewRemoteHost>
<NewExternalPort>53404</NewExternalPort>
<NewProtocol>UDP</NewProtocol>
<NewlnternalPort>5060</NewlInternalPort>
<NewlnternalClient>192.168.0.111</NewInternalClient>
<NewEnabled>1</NewEnabled>
<NewPortMappingDescription >s0EBEo (192.168.0.111:5060) 53404 UDP</NewPortMappingDescription >
<NewLeaseDuration >0</NewLeaseDuration >
</u:AddPortMapping >
</SOAR-ENV:Body >
</SOAP-ENV:Envelope>

HTTP/1.0 200 OK

Date: Wed, 07 Jul 2004 08:15:39 GMT

Connection: close

Server: Microsoft-Windows-NT/5.1 UPnP/1.0 UPnP-Device-Host/1.0
Content-Length: 305

Content-Type: text/xml; charset="utf-8"

EXT:

<?xml version="1.0"?>

<SOAP-ENV:Envelope xmIns:SOAP ENV="http://schemas.xmlsoap.org/soap/envelope/" SOAP
ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"><SOAP- ENV:Body ><m:AddPortMappingResponse xmIns:m="urn:schemas-
upnp-org:service:WANIPConnection:1"/></SOAP-ENV:Body ></SOAP-ENV:Envelope > 74
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IGD Control Message (3)

ST /upnphost/udhisapi.dll?control=uuid:323c1e53-7be5-438a-9004-e3b4189e45d5+urn:upnp-org:serviceld:WANIPConnl HTTP/1.1
Host: 192.168.0.1:2869
Content-Length: 734
Content-Type: text/xml; charset="utf-8"
SOAPAction: "urn:schemas-upnp-org:service:WANIPConnection:1#AddPortMapping"

<SOAP-ENV:Envelope
xmlIns:SOAR ENV="http://schemas.xmlsoap.org/soap/envelope/"
SOAP-ENV:encodingStyle ="http://schemas.xmlsoap.org/soap/encoding/">
<SOAP-ENV:Body>
<u:AddPortMapping xmlIns:u="urn:schemas-upnp-org:service:WANIPConnection:1">
<NewRemoteHost></NewRemoteHost>
<NewExternalPort>13016</NewExternalPort>
<NewProtocol>UDP</NewProtocol>
<NewlnternalPort>10002</NewlInternalPort>
<NewlnternalClient>192.168.0.111</NewInternalClient>
<NewEnabled>1</NewEnabled>
<NewPortMappingDescription >s3EBE0 (192.168.0.111:10002) 13016 UDP</NewPortMappingDescription >
<NewLeaseDuration >0</NewLeaseDuration >
</u:AddPortMapping >
</SOAR-ENV:Body >
</SOAP-ENV:Envelope>

HTTP/1.0 200 OK

Date: Wed, 07 Jul 2004 08:15:40 GMT

Connection: close

Server: Microsoft-Windows-NT/5.1 UPnP/1.0 UPnP-Device-Host/1.0
Content-Length: 305

Content-Type: text/xml; charset="utf-8"

EXT:

<?xml version="1.0"?>

<SOAP-ENV:Envelope xmIns:SOAP ENV="http://schemas.xmlsoap.org/soap/envelope/" SOAP
ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"><SOAP- ENV:Body ><m:AddPortMappingResponse xmIns:m="urn:schemas-
upnp-org:service:WANIPConnection:1"/></SOAP-ENV:Body ></SOAP-ENV:Envelope > 75
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i Current Defects of UPnP e <

= Aging
- port mapping

= UPNP

= Multi-level NAT
= NAT P
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REGISTER Message

(3 {Wntifled) - Fihemal

Flie Edit Yew Capture Anahze Statisics  Heip

BEEH* ML Qe DF T QRQ PLHEXT

Cesbnation

TE

b Frame 133 {51E bytes on wire, 51E bytes captured)
|- Echernet II, Src: DDeDdri3ii0ell:2E, Dst: D04 FSiedibbieb
[ Internet Protooccl, Src oaddr: 182.16E.0.111 {192.16E.0.111}, D=t addr: 140.113.131.7 (140.113.131.7)
I User Datagram Protecs], Src Rert: 5060 (S0600, Dst Rort: S060 (50607
= Seszion Initistion Protocol
= Raquest-Line: REGISTER =ip:140,113,131.7 S51P/2.0
Method: RESISTER
VHE'S'S-EJ;E Healder wAEIIIIEEEN RN AN
_0/UOF w140.113.131 .89 : 53404 branch=z9b54bE-1hezgiihZead
[ Fromis "va-Lin® <sipr9440213760140.113,131. 7= tag=mGHpakgity
To: "va-Lin" «=ip:94490213758140.113.131. 7~
Call-10: Je2h?indadie-§ifduds 9oz 019/ -168-0-111
Z5eq: 2 RESISTER
Mai-Farwards: vl

Ml EEEEETEIEEEEEIRI N
= = FETE :q=1.l:l:d:scr"lpt"lcﬁn:"ﬁvrﬂah1c"
User-agent: snomiil-2 .03
Supported: gruu
Expires: 0
Content-Length: 0

Q00 9 04 Jhoed g5 eh O 04 13 10 11 24
010 91 43 00 09 49 09 40 11 59 &5 <0 ad
0020 83 07 13 =4 13 o4 01 a4 Za 97 52 45
0030 45 52 20 73 89 70 3a 31 34 30 Ze 31
o040 33 31 Ze 37 20 53 49 ) 2 32 Ze A0

05 0 4% g
04 &+ 3¢ 71
47 43 53 54
3
l

133 Ze 31  ER s1p:l 40.113.1
d Ja be &9 31.7 5IP f2.0.0.v

(I Fitter- '|5|p =] & Bxression IhE'E“r| o appy|[F1e CITted) 112 FE[F 5800 63 M 0
—

iﬂ
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INVITE Message (SIP)

& (Infilled} - Fthereal

Flie Edit “lew Capturs  Analyge Statisics  Heip

BEH*» RO N+ DFLTRQQ POHE X T

Cesbnabon
0 LI 352195 TEE. 0. 111 e 317
211 117.373949 140.113.131.7 192 1680111

L

b Frame 210 {1043 bytes on wire, L043 bytes captured)
| Ethernet II, Src: DD:04:13:10:11: 26, Dsty DO:04; 7S:edibbieb
b Imternet Protoco]l, Src oaddr: 192.16E.0.111 {1%2.1EE.0.111), Dst Addr: 140.113.131.7 {140.113.13L.7)
} User Datagram Protecs], Src Pert: G060 (5060}, D=t Porti SOG0D CS0GE0Y
= Sessicon Initisktion Protocol
[ Request-Line: INVITE sipi9440213710140.113,131,7 juser=phone SIPF2 .0
~ Hes=zage Header [,
M i =14i =0 4d] i~ ]
[+ From: "wa-Lin" <=ip:9440213758140.113.131. 7~ ;tag= Irmkgitf 1k
I Tz <=ip19440/13710140.113.131. 7 juser=phana=
Call-I0: 3-26703bd3de- jpp===njjdgr@140-113-131-89
C5eqr 1 INVITE
Max-Forwards: 70 e,
2 ccips 0440 2041 4 = 0340 g —ndp 1nes
User-dgent: =snomi00-2.032
Adccept-Language: en
dccept: application=dp
ATlow: INWITE, &CF, CAMCEL, BEYE, REFER, OFTIONS, NOTIFY, SUBSCRIBE,. PROCK, MESSOZE, IMFO
Supported: timer, 100rel, replaces
Seszijon-Expires: 7200
Cantent-Type: applicationf=dp
Carmtent-Langth: 336
[ Wassage hody

qod a0 04 Jhoeq g5 eh O 04 13 10 11 28 oF o 47 00 0, T el 0E
010 g4 05 00 00 40 09 40 11 65 53 <0 ad Q0 &t g¢ F1 .08, fx,..009
00z0 83 07 13 <4 13 =4 03 1 8d 07 49 da 56 49 54 45 . ..., .. . INVITE
o030 F0 731 69 70 3a 39 34 34 30 37 31 33 37 31 40 31 s1p:944 0F1ITLRL
040 34 30 e 31 31 33 Ze 31 33 31 Fe 37 30 75 73 85 40,113.1 31.7;use

1 Fitter ialp | 4 Expresaion Ihﬁ'ﬁad o annr_f| Fie: (Uniiled) 112 [ 6800 68 1
—
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INVITE Message (SDP)

= {iinhiled} - Fthepeal

LAB 117
&
VolP LAB

Flie Edit %lew Captire  Analyge Statistics  Heip

BMEH* WO Ness DF T RQE POHE X T

Mo. : Time Source Cesbinabion rotacol | Info

AI0 11 Jre195 197 1688 0_111 i e e e STF/E0F REQUEst: TMWITE Sip:odd0a 157, P O VT

211 11#.328949 140.113.131.7 182, 1680117 sSIP status: 100 trying —— your call 15 Impertant to us

Ll L

b Frame 210 {1043 bytes on wire, L043 bytes captured)
| Ethernet IT, Src: DOi04:13:10:011:26, Dst: DDi04: 7S5 edibhieh
b Internet Protoco], Src oaddr: 192 . 16E.0.111 {192.16B.0.111}, D=t addr: 140.113.13L.7 {140.113.13L.7)
I User Datagram Protecos], Src Port: S0GE0 CS0ED), Dst Poert: SOED CS0G0)
= Session Initistion Protocol
[ Requast-Line: INVITE =ip:9440213710140,113,131,7 juser=phone SIPS2 .0
[ M===age H=ader
= Meszage hody
= Ses=ion Description Protocol
session Descripcion Profoos] version Qv 0 ittsmmEmssErmE
b lﬁ'nﬂzrln:CrEal:Dri Smasion Id Ech : root 1605530E67 16055309E62 IH IF'-d;igI;;:I;:;IE}.
Sassion Hame (5): call
b Connection Information §cl: IM IP4 140.113.131.E9
B Time Description, active Time (Sl: 0 0 -
r Media DE:cr%EI:i:hni name_and address Lml: aud"lg' Jinle=nThsavh 1R 3 0 F 101
I Merlia afcribuce Cal: ropmaprlB gifdG/EDOO
I Media Attribute (a): rtpmap:3 gam/EOOOD
I Mecia Attribuce Cal: rtpmap:0 pomudBOOG
I Media &ttribute (a): rtpmap:E panafEOO0
I Meclia atcribuce (a): repmap:l0l celephone-svent EOOD
I Media datceibuce Ja): fmcp:l0l 0-15
Media actribute {al: sendrecw
[ Media accribuce (a): srcadr:193.16E.0.111:10002 140.113.131.E9:13016

Q00 90 04 70 eq g8 eh 00 04 13 10 11 23 0 49 45 90 0. F... L. LE,
010 04 05 00 00 40 90 40 11 86 53 <0 ad ug & 3« 71 R Y |
0023 83 07 13 =4 13 =4 03 f1 8d 07 49 4a 56 49 54 45 ... ... . INVITE
o030 20 73 69 70 3a 39 34 34 30 3F 31 33 37 31 40 31 s1p:944 02137101
049 34 39 Je 31 31 33 Ze 31 33 31 Ze 37 30 75 73 485 449,113.1 31.7juse

{13 Fireer: islp | 4 Bxgression I'b- E|Ear| o apoiy|[FIE (nEed) 172 [F5800 68 0
——
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Simple Traversal of UDP through NAT
(STUN)

80



i STUN (RFC 3489)

= A mechanism for a socket behind NAT(s) to get its mapped
(IP,port) on Internet.
= Check whether UA is behind NAT.
= If not true, the STUN mechanism is not applied.
= When new socket is created, use this socket to request its
mapped (IP,port) from STUN server.
= The response IP is stored in a string buffer.
= The response port is saved in a table, using source port as key.

= When UA wants to stuff local IP or port in a message, it will
first look up mapped IP or port in the table.

81
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SIP UA
(STUN, client}

STUN Server

(1} What are mapped IP and port?
srel P Portog
dst: {Psru: Portsruy

(2} What arc mapped [P and port?
sre: APy yappen: Portyareen
- dst: fPsrunc Portsruy

-

3) Thﬂ}’ are |P1_m-r~1.-\|-1=1-'.|: and Pﬂﬂl_m.m.-\l-vl-'.r:

4) They are 1Py mappep and Porty s sapeen
sres IP o Portersy

sres IPsrowe Portsrow : 2
dst: 1P Porty, - dst: 1Py spapeen: Portyyseesn

-
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STUN Server

= Allow clients to discover if it is behind a NAT, what type of NAT it is, and
the public address & port NAT will use.

= Very Simple Protocol, Easy to implement, Little load

Client want receive Send a query to STUN STUN Server receive packet from
packet at port 5060 server from port 5060 140.113.131.89 port 1038

_ I= 140.113.131.8W
Client STUN Server

NAT | Port: 1038
IP: 192.168.0.111 B g |P: 140.113.131.2

Port: 5060 | ) A Port: 3478

STUN Server send a response packet to
client. Tell him his public address is
140.113.131.89 port 1038
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Use STUN for SIP Registration

= Use port 5060 to send a packet to STUN Server
= Receive public address & port mapped to client:5060 from STUN Se rver

= Fill the SIP register message with client’s public address & port, send to
proxy server

) IP: 140.113.131.89
Client Port: 1038 STUN Server

IP: 192.168.0.111 [ J IP: 140.113.131.2
Port: 5060 Port: 3478

Proxy Server
REGISTER sip:140.113.131.7 SIP/2.0 IP: 140.113.131.7
Via: SIP/2.0/UDP

From: “Ya-Lin" <sip:944021375@140.113.131.7>
To: “Ya-Lin” <sip:944021375@140.113.131.7>

Port: 5060

Contact: <sip: >
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STUN Message (Register)

@ shnun_sthermal - Fihereal

Fiie Edit “Wew Capture Analyze Statistics Help

DS * R Ness DFETRQA #EDHE X T

ko - |T|rna |El:|url:a |Dsshnal:||:ln J:‘rI:I'IJ:Il:-I:I| |Inf|:|
25 1.358131 19z, 1h3 0. 111 140.113.131.2 STLH Messae : B'lnl:hn AEQUEST

180 1k 01

[« [+

I+ Frame 26 (BB bytes &n wire, BB bytes captured)
I Ethernet II, Src: O00:04:75:ed:66:eb, Dst: 0O0:04:15:10:11:2E
[ Internet Probocc]l, Src aAdde: 140,113,131,2 (140,113.131.2), Dst addr: 152, 16E,0.111 {1%.16E. 0,111}
b User Datagram Protocol, Src Port: 347E (347E), Dst Port: S060 (SO0G00
= Simple Traversal of UDF Through WaT
Massaga Typa: Binding Rasponsa (0x0101)
Massage Length: dxooid
Massaga Transaction 10: OECA821074FE418621F530E00CE087F0
= Attrihutes
Asttributa Typa: MAPPED-AOORESS [0x00010
attribute Length: 8
i

IAIFII'-.DIEI:IDIII..I. .llllll EEdEnEEnm
= Port: 1033 H
® Ip: 140.113.131.89 [140.113.131.89) %
RIS Ty SR E D ORESE T TURN004]

Attributa Langth: B

Fratocal Fatily: IPwd [0x0001)

Port: 3478

IP: 140.113.131.2 (140.113.131.23

Attribute Typas: CHANGEO-AOORESS [Ox0005%)

attribute Length: 8

Protocal Fanily: IPwd [0x00010

Part: 3479

o L

QO 0 04 13 19 11 S8 99 04 5 eq a6 eh 05 90 45 90 .00 0
010 g0 54 0 09 40 00 3 11 b 0e 3¢ 71 83 92 <0 a8 .T..8.7, k...,
pozd 00 &f O0d 96 13 =4 00 40 b2 ba 01 01 00 24 da <4 s B | R g L
D030 82 1d 74 f5 41 86 71 f5 3d bd dc &d 57 f0o o001l . .t.a. !, = [

040 00 09 0 9L 04 de 8 71 83 59 00 04 90 08 90 91 ... Feeeens =l
(I3 Fites fstun x| 4 Bgression Ihﬂlear| W Lppigl | P ST ANEEAkS s (P A R0 b
— =
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Correct SIP REGISTER Message

(@ wtun_ethemeal - Flheresl

LAB 117 ’-Ei-
2y

VolP LAB

Fiie Edit “Wew Capture Analyze Statistics Help

BEE* R Ness DFETARQAA #EDHE X T

Cesbinabon

L 150,117
13.131.7 197 16E

L31. 17 SIE
-111 s5IP

433 K

Frame 35 (526 bykes &n wire, 526 bytes captured)
Ethernet II, Src: O00:;04:15:10:11:2E, Dst: 00:04:75:ed:66:eb

User Datagram Protocel, Src Port: 5060 (SOG00, Dst Port: S060 (SOG00
Session Initiaticon Protoce]
= Raguast-Lina: RECISTER s1ip:140.113.131.7 51P/2.0
mMethod: REGISTER
= Maszsaga Haadar

q v owow

S mss s mEEEs s mmEE-y

Yias SIP S 0/UoP p140,113.331,89: 1038 sbi-anch=z9%G4bk-kh12inde6aspir
I From: "Ya-Lin" csip:9440213758140.113.131. 7 ;tag=h jsmzgdd &

Ta: "ra-Lin" =s1p:9440213759140.113.131. 7=

“all-I0: 3eFE7006daaf-9]l=worugrttgf140-113-131-89

5eq: 1 RESISTER

Max-Forwards: 70

TEIIIEEEEE NI EEEEE Y

Usar-fgart: snomi00-Z.03o
Supported: aruu

Expiras: 3600
Cantent-Length: 0

Internet Proboce], Src Addr: 152,16E.0,111 {1%2,16E.0.111), Dst adde: 140,113,131,.7 (140,113,131.7)

ig=1.0:description="available"”

GO0 00 04 75 =4 88 =h 00 09 11 10 11 23 03 00 45 00 0 Fras eseLriEs

010 02 90 90 99 49 00 49 11 53 54 <0 ad 0 &f dc 71 ....8, Rl...0.q

ooz0 853 07 13 o4 13 =4 01 ac la ad 52 45 47 49 53 54 ... ... . .RECIST
i1l 13

0030 45 52 20 73 89 70 3a 31 34 30 Za
040 33 31 2e 37 2] 53 49 S0 2f 32 e 3

133 Ze 31  ER s1p!l 40.113.1
O0d 03 55 69 31,7 5IF f2.0..8

(I3 Fitter- '|5|,:, | & Bresion I‘-‘*E'Eﬁd o appy|[F1E TR _EerEal [P AT20 83 M 0
— =
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STUN Message (SIP Port)

@ shnun_sthermal - Fihereal

Fiie Edit “Wew Capture Analyze Statistics Help

DS * R Ness DFETRQA #EDHE X T

Mo. - |T|rna |El:|url:a |Dsshnal:||:ln J:‘rI:I'IJ:Il:-I:I| |Inf|:|
13‘I ':-3 ‘358?44 19:.168.0. 111 140.113.131.2 STLH Messae : B'lnl:hn AEQUEST

i B

180 1he 01

Frame 140 (BE bytes &n wire, BE bytes captured)
Ethernet II, Zrc: 00:04:75:ed:66:eb, Dst: O0:04:135:10:11;:2E
Internet Protocc]l, Src adde: 140,113,131,2 (140,113.131.2), Dst addr: 152, 16E.0.111 (1%, 16E.D, 111}
User Datagram Protocel, Src Port: 347E (347E), Dst Port: S060 (SOG00
Simple Traversal of UDF Through WaT
Massaga Typa: Binding Rasponsa (0x0101)
Massage Length: dxooid
Massaga Transaction 10: laf37814217318970143070900300841
= Attrihutes
Asttributa Typa: MAPPED-AOORESS [0x00010
attribute Length: 8

q v owow

FArlyr PR fePo 0T

Protoca]
LETEEENINNIEEEN .llllll LLLERRRN )

2'Bart: 1038 '

% IP: 140.113.131.89 (140.113.131.59)%
RIS Ty SR E D ORESE T TURN004]
Attributa Langth: B
Fratocal Fatily: IPwd [0x0001)
Port: 3473
IF: 140.113.131.2 (140.113.131.2%
Attribute Typas: CHANGEO-AOORESS [Ox0005%)
attribute Length: 8
Protocal Fanily: IPwd [0x00010
Port: 3479

o L

Qo 0 04 13 19 1T S8 99 94 5 eq a5 eh O0F 09 45 99,
010 o9 54 90 9) 40 99 3f 11 sb e 8 71 83 02 <0 a2l LT, 7
pozd 00 &f 0d 96 13 =4 00 40 4d dd 01 01 00 24 la 853 s PR MW....3.. L
D030 Zb 1a 71 731 1k 97 01 43 07 09 0d 3d d8 41 00 0L +4.!s...C ...=.4.. [
040 Q9 03 90 01 04 e S 71 83 59 00 04 00 03 99 91 ... et =l

03 Fiteer Iatun x| 4 Bgression ]hﬁlear| W Lppigl | P ST ANEEAkS s (P A R0 b
— =
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Correct INVITE Message (SIP)

@ shnun_sthermal - Fihereal

Fiie Edit “Wew Capture Analyze Statistics Help

DS * R Ness DFETRQA #EDHE X T

Cesbinabon

1ha .10, 1] TP S0E Aequest: THVITE sip:oadia 1o in 113,33 e
149 77. 5415&5 140 113 131.7 193 . 1E.E 0.111 SIP Status: 100 trying -- ya-ur call ‘is ‘impe-rtam: e us =]
Frame L4B {1034 bytes on wire, 1036 bytes captured)

Ethernet II, Src: O00:;04:15:10:11:2E, Dst: 00:04:75:ed:66:eb

Internet Proboce], Src Addr: 152,16E.0,111 {1%2,16E.0.111), Dst adde: 140,113,131,.7 (140,113,131.7)

User Datagram Protocel, Src Port: 5060 (SOG00, Dst Port: S060 (SOG00

session Initiatien Protoce]

[ Raguast- =Lina: INWITE s‘ip:gddﬂi‘lﬂmldﬂ.lli.l]l.?;u-sar:ph-c-nu s1pf2.0

- Hessage Header

q v owow

aElIIEEEEEIEIEEEEE Y

p2140.113.131.89: 1038 ghranch=x%h% AbE—p g 5 Fuxadzaw
I Fre: *r’a—L'ln <5 AP 94402137 ¥8140.113.131. P s tag=tnal toer
I To: «sip:9440213718140.113.131. 7 ;usar=phona=
call-Io: 3c2ar0ilcf45-igsujladehefodlqd-113-131-89
ZSag: 1 IMVITE
Mas-Forwards: 70
Contact: -c:'lE 9&&0?13?31&0 113 .1.3.1. .ETB.EI.TJ.HS!tr:n:p\:u—I: =udp; Tina=1hymyb 3y
User-Agent: snom2dd-2.03
Accapt-Languaga: an
Accept: applicationfsdp
Allew: IMVITE, SCF, CAMCEL, BEYE, REFER, OPTIONS, MOTIF¥, SUBSCRIEE, PRACE, MESSALE, IMFO
Supported: timer, 100rel, replaces
Sassion-Expiras: 7200
Carrtert-Type: applicationgsdp
Content-Length: 334
[ Meszage hody

QO 9 04 75 oeq g9 eh 0 04 13 10 11 A8 0F 09 A5 90 0T o0 KE Ii.'
010 g4 0L 00 g 40 09 40 11 66 5 <0 ad 90 5t g< 7L ... .88, Y, .00

o020 83 07 13 o4 13 cd 03 ad a7 Ha 49 da 56 49 54 45 ... ... . NVITE
003 F0 73 89 70 3a 39 34 34 30 37 31 33 37 31 40 31 sipi944 07137101
040 34 30 2e 31 31 33 2e 31 33 31 Ze 37 Jb 75 73 80 40,113.1 31.73use

(I3 Fitter- 'Igm | & Bresion Ihmead o appy|[F1E TR _EerEal [P AT20 83 M 0
— =
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Use STUN for RTP

= Send STUN queries from RTP port (10002) to STUN Server
= Use replied public address & port in SDP

) IP: 140.113.131.89
Client Port: 1042 STUN Server

IP: 192.168.0.111 g |P: 140.113.131.2
Port: 3478

RTP Port: 10002

Proxy Server
INVITE ... |P: 140.113.131.7
ébntent—Type: application/sdp Port: 5060
c=I NI1VE4
m=audiCeRTP/ AVP 0 |8 3 18 UA

RTP Port: 9000
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STUN Message (SDP Port)

@ shnun_sthermal - Fihereal

Fiie Edit “Wew Capture Analyze Statistics Help
BEE xRS RNess D FE2TRQAQ LA XT
ko - |T|rna |El:|url:a |Dsshnal:||:ln J:‘rI:I'IJ:Il:-I:I| |Inf|:| -:-
145 f7.479361 192, 1h3 I'.I 111 140.113.131.2 5TUN___MEessage : B'lnl:hn AEQUEST L
i 14 ] Tt b I 197 1ma_01_ 1711 ' oe * ] =1
I+ Frame 147 (%E bytec on wire, BB bytes captured) o
I Ethernet II, Src: O00:04:75:ed:66:eb, Dst: 0O0:04:15:10:11:2E
[ Internet Probocc]l, Src Adde: 140,113,131,2 (140,113.131.2), Dst addr: 152, 16E,0.111 {1%.16E. 0,111}
b User Datagram Protocol, Src Port: 347E (347E), Dst Rort: LOO0Z 100023
= Simple Traversal of UDF Through WaT
Massaga Typa: Binding Rasponsa (0x0101)
Massage Length: dxooid
Massaga Transaction 10: SESGECOCOZE0DESEESASDESIIDCESZO4
= attrihutes
Asttributa Typa: MAPPED-AOORESS [0x00010
attribute Length: 8
IAIEII'-IDI?:CIDI " IFIJITII-II yl L ] IIID#II Il:l LB EIEII spnEEm
= Part: 1042 H
EII:' 140.113.131.89 (140.113.131.89) 1
ATEribute Type: SOURCE-ADORESS o004
Attributa Langth: B
Fratocal Fatily: IPwd [0x0001)
Port: 3478
IF: 140.113.131.2 (140.113.131.2%
Attribute Typas: CHANGEO-AOORESS [Ox0005%)
attribute Length: 8
Protocal Fanily: IPwd [0x00010 =
porby 4 :I
oo 0l 94 13719 11 S8 00 04 S5 eq ah ebh 05 00 b ga . 000 uaFeE =]
010 o0 54 90 90 40 00 3f 11 gb e 8 7183 02 <0 ad T8, k...,
oz0 00 &+ 0d 98 27 12 00 40 90 58 01 01 00 24 5h 56 - DO | S SR B LY L
0030 he dc 0F 8d db 8b hs a5 de 53 3d ¢b 52 94 0001 ... ... .. S=R. i
040 o0 98 99 0L 04 12 8 71 833 59 ag 94 9 08 90 91 Qe =l
(I3 Fiee: fotun | & Bression Ihmead qal:.w" Fie stun_etnereal 9: [P 412 0. 30 M 0
— =
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Correct INVITE Message (SDP)

& dhun_sethemal -

Fiherenl

LAB 117
&
VolP LAB

Fiie Edit Wew Capture Analyze Statistics

Heip

DS * R Ness DFETRQA #EDHE X T

193 77 nd1885

N

Cesbinabon

193 .

1E|E 0111

SIF/S0E HequestT:

LHVT TI': 5[5

q v owow

Ethernet II,
Internet Probocc], Src Adde:
User Datagram Protocel,

Ire:

&rc Port:
session Initiatien Protoce]
[+ Raguast-Lina:
[ Messzage Header
= Maszsaga bady
= Session Description Pratocol

INWITE sip:9440213710140.113.131.7

Frame L4B {1034 bytes on wire, 1036 bytes captured)
Do:04:15:10:11;:2E, Dst:

Session Dascripkion Protooe] Varsdon {wl: 0

[ Owner fCreator, Session Id (ol root 135153BE3% 1351536635 IW IP4 140.113.131.69

Session Hama {=]:
B Tima Dascription,

b Madia attribute (a):
- Media atribute {al:
b Madia attribute (a):
I Media atribute {al:
b Madia dctribute (&) :
- Media attribute Cal:

Media attribute (a):
[ Madia stcribute Cal:

call

- Zonnection Information Col:
activa tima E): O 0O
[+ Media Descripticn, name and address

OO:04:75: ed:66: eb
152 16E. 0,111 {152,16E.0,111), Dst adde:
060 (50600, Dst Port:

140,113,131, 7 (140,113,131, 7)
S0ED (SOEOY

yusar=phona =102 .0

IH IP48180.113.191

NH

EEER

it audicos 1042 ATP AP 18 3 0 B 101
rtpmap:1E gl 9 /E000
rtpmap: 3 gamdBO0O0
rtpmap: 0 pomu/EOOQ
ripmap:B ponalBLOD
rtpmap: 101 telaphone-svant/EOOD
fcpriid 0-15
sendrecw
sroadrr192 166, 0, 113:30002 140,113,131, 601042

[T
014
oz0
003an
0410

[ Filtes: islp

g 094 Vh eq 65 eh 09 04
04 0L 00 09 49 g 40 11
831 07 13 =4 13 <4 07 ad
20 73 89 70 3a 39 34 34
34 30 Ze 31 31 33 Ze 31

11 10 11 28 o5 g 45 04
668 5 <0 ad 90 &t g9¢ 71
af Ha 49 da 58 49 54 45
30 37 31 33 37 31 40 31
31 31 2e 37 3k 75 73 &b

szt o Ee
Fi.. .00
........ . INVITE
s{p:944 01137101
40,113.1 31.7juse

el T e
il

| & Bresion Ihmead o appy|[F1E TR _EerEal [P AT20 83 M 0
— =
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Session Controller

VolP LAB

= SIP

= Add Record-Route header to enforce every SIP message inside this session
passing through SIP Proxy for further modification

= Modify Contact header for further routing
= Add rport and received tag into Via for further routing
= SDP

= Replace sdp of each UA into that of SIP Proxy for relaying RTP packages

INVITE (sdp: UAL)

INVITE (sdp: Proxy) > I

<200 OK (sdp: UA2)
<200 OK (sdp: Proxy) ra Q
@
ACK > |° 383
% ACK - 2
RTP RTP -
4escscssssssssassns - SIP Pr{}:.;:.,.r W rorressssnvssnsnna > SIPUA 1



SIP Server Configuration

01
02
03
04
05
06
07
08
09
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

record_route(); Sadd "Record-Route” header into SIP message
if( nat uac_test() ){ /st if UA is behined NAT
fix_contact();
Smodify the IP and port info. in "Contact”
add received rport_to_wvia();
Hadd extra tags, "received" and "rport”, into "Via"
b
ifi method=—="REGISTER" }}
Hhandle "REGISTER" procedure
f
else 1fi method=="INVITE" }{

use rtp_proxy();

smotify RTP Proxy to reserve resource for RTP relay in fiture

Halso modify the "c" and "m" field in SDP of UAC

Ahandle "INVITE" procedure
waiting for response from UAS
if{ response=="200 OK" ){
use_rtp_proxy();
Amodifv the "c” and "m" field in SDP of UAS

b
h
else

Shandle other tpes of messages
i

LAB 117
&
VolP LAB
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REGISTER Message

@ rip_peoay_vallex -

Ethzeal

Flle Edit Yew Caphire Anahze Etabistics Help

I&ﬁxﬁﬁ&@#?m?&(ﬁﬁaﬂmﬁ%@

L e

TR T

(2 bandings)

sp

'S'I:a'I:IJE- H ?DD CIR

T

Ethernet II, =rc:
Internet Protocs], S Addr:
User Datagram Protocol, Src Port:
Sessicn Initiation Protozol
= Raguast-Lina:
Method: REGISTER
= Massaga Haadar
wia: SIPf2.0/U0P 2
[+ From:
Ta: "ra-Lin®
Call-Io:
Z5eq: 1 REGISTER
Max—Forwards: 70
Coftact: <sdps 0440113758157 16
snomd00-3 . 032
Supparted: gruu
Expiras: GO0
artent-Langth: O

oo

ra-Lin"

B.0.131:506

Usar-Agant:

Frame 40 (525 bwhkes on wirse, 525 hytes captured)
o004 :13:140:11:28, ost: 00:04:75:ad:66-ah

192 ,168.0.141 [192.168.0.111%, Dst addr:
50&0 [50607%, Dst Port:

REGISTER sip:140.113.131.17 SIRfI.0

146.113.131.17 (140.113.131.17)
SOE0 50RO

e 1bE. . 111t ﬁflﬂﬂhr anch=zBhGdbk-fzwl korrhauw; rpoet

«51p:0440313750140_113.131 .17 ;tag=upgqThl3pek
<5 P04l 1IFE140,113.131, 17>
FedaTo04cfan-13fduds {Boz @19l -16E-0-111

[T

00 04 7hoed oo b 00 04 17 10 11 28 0F 00 45 00 wll e eyahianE i'
010 o1 £F Q0 Q0 90 99 40 11 63 54 <0 a8 00 6F &c V1 ved@E, RT.. 2.0 =
0030 23 11 13 =0 13 =4 01 ab E1 b1 52 45 47 40 53 8¢ (1100000 L RECIET
O30 45 55 30 73 69 70 3a 31 34 30 Fe 31 31 33 Je 31 ER sipsl 40.113.1
040 33 31 Ze 31 37 20 53 49 50 2f 32 Ze 30 Od 0a b6 31.1F 5I RFLLDLLY =
19 Fier Jsip = | 4 Expression I '&_Clear| of .ﬁppr!,r" File: p_prawy Caller | P 507 O 3000
—
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200 OK Message of REGISTER

@ pip_proay_callex - Efheyenl

Elle Edit Ylew Capture Anabte Sabstcs  Help

W SR WO e DFEEOQEQ BOhHE XD

Mo. . |Tin'||: |Ell:|url:: |Eh:z-'ﬁnahun |:'rl:|t|:-|:ul | o =
4III 56 ., dESESl 192 1E|E 0.111 140, ].13 131 17 51F Reuuest REGISTER 5'Ip 14'3 113 131.17
LqillG 1 RE] i 132, 5 iERT H

- Frame 41 (772 bybes o wire, 772 hytes capturad)
b Ethernst II, Src: 00:04:75:a4:66:ah, D=t: 00:04:13-10:11:36
b Internet Protoce], Sro adde: 149,113,131.17 (1490.113.131.17%, D5t adde: 192.168.0,141 {192.16E.0.111)
b User Datayram Freotocsl, Srco Port: S080 (50607, DSt Port: 5060 (50603
= Sessien Initiaticn Protogol
= Status-Line: SIPFZ.0 200 Ok

Status—Code: 100
= Massage Headar
via: SIPf2.0fIDF 192.168.0.111:5060 ;branch=zShad bk-frwl ko7 rhauw
I Fraoi: "va-Lin® <sipiB440d13758140.113.131. 17 = tag=upyrhlipek
To: "ra-Lin® «sip:-9440113750140.113.131.172 ;tag=bdFelald337ELeESEAEtooEf 5F3aTasE . 9100
Call-I0: Fc2aT004cf40-]3Fdvds {Bozr@1%2-166-0-111
CSeg: 1 P.ESI"TEP.

:lllllllllllIIIIFIIIIIIIIIIIIIII

R L G G R P R

=

Contact: <=ip:140.113.131_B9:1065>;g=0.00;expires=1707

Serwer s S5ip Express router C00E. 12 C93E6/ Tinux]]

Cantent-Length: 0

warning: 392 140.113.131.17:5060 “nodisy feedback tells: pid=2l067 reg src_ip=140,113,131,89 req_src_port=1407 in_uri=sip:

[4] I i
o0 a0 94 13 10 13 25 00 04 VR ed an eb 0F 00 4 10 oL, CanillillanE ﬂ
o1 oz fa 00 00 40 00 3F 11 68 4ad 3c 71 53 11 <0 af ....'ﬁ.?. L1 [

020 00 6F 13 ¢4 13 ¢4 02 o2 ed a3 53 49 S0 3f R Ja o....e. . SIRAE.

0030 30 20 32 30 30 #0 4f 4b 0Od 0a 56 69 61 3a 20 53 |:| 200 QK _.Wia: 5
040 49 50 2F 32 2e 30 2F 5L 44 GO 20 31 3% 32 Je 31 IRJA.0JU DR 182.1 =]
{14 Fifter: I3||:| J b Expression. I '&_Qlear| o é{ﬂpl‘g.-'" File: rp_praowy. caler [P 507 O 30M: 0

—
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INVITE Message sent by caller (SDP

VolP LAB

_prosy_caller - Efleenl

Elle Edit Yew Capture Bnakze Stabstics  Help

BMEBEx WO Qe DF I QG BNHEXE

= FWLTE S : A Loaim 113.151.17: T T -
Bl Status: 100 t| ying —= ;.-<-u| -a'l'l G5 mp -rtant us =]

3. 14 11 Ll L

5'5 F.|5 ?7-‘557-‘3 14n 113 141.17 152,16, 0,111
I Frame &4 (288 kyies on wire, 985 hytes captured)
I Ethernet II, Seoi O0004:13:10:11:28, Dst: 00:04:75:ad:662eh
b InCernst Peoteos], Sed adde: 197,168.0.111 [192,165.0.111%, Ost Addr: 140.113.131.17 (140.113.131.1F)
| User Datsgram Proteoe], Sec Port: 5060 (50603, Dst Port: G060 CHOGOD
— Ression Initiaticn Protoco]

P Request-Line: TNYITE sip:9440210908140. 113 131 17 ;user=phana 5IPS.0

[+ Message Header

= Hassage body

= Sassion Descriptisn Profecs]

Sess5ion Descriptien Protece] Yersich 0 O
owner/Creator, Sessien Id (el root 1823083412 1823089412 IN IP4 192.1903.0.111
session Mame (s]: call
Connection Information {c): Iu IR4 197 168 .0.111
Time Description, active time {t): 0
Media Description, name and address {m): aodic 10002 RTPfave 0 8 3 13 101
pedia Attribuote fah: rtpmap: 0 pomof S0
Media attribute {a): rtpmap:E poms/E000
Medis Attribute Cah: rtpmap: 3 gsmy/E000
Media attribute {a): rtpmap:lE gF29/E000
Medie dttribute fa): rtpmap: 0L =] echons et /8000
Media sctribute (a): fmcpilol 0-15
Mmedia accribute {a): sendrecw

=

TETTERT T T T

o0 00 04 75 24 66 eb 00 04 13 10 11 28 0% 00 45 00 wallaTuus washasEs él
010 03 ca 00 00 40 00 40 11 66 85 <0 af 00 &6F &c 71 Gel BB Ll o

020 83 1113 24 13 ¢4 03 ha o4 &7 49 4a 5k 49 54 45 L TWNITE

030 20 7369 70 Ja 39 349 39 30 32 31 30 39 30 40 31 sip: 944 02109001 .|
040 34 30 2a 31 31 33 2a 31 33 31 ZFa 31 37 3L YE TI 40.113.1 31.173us |
w3 Fier Join = | 4 Ewpression | YCiear| o appn|[FTE T_Are sl [FE01 D G0 0
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== x
Elie Edit  View Caplure Anahze Sialisics Help
El*x®S Qe DFILTAQI[PDHEXE
Mo. - Time Spurce Destination 2roteco |Info 5
&3> 14 341756 140113 131.17 140.113.131.864 SIP/G0F Reguest: TPWITE =ip: 140 ILT. 131 829634, with seazion 0N
236 14.947547 140,113,131, 82 140.113.131.17 5IF status: 100 Trying =l

Ir Frame 235 {1139 bytes on wire, 1139 bytes captured)
b Ethermet II, Sro; 00:90:cc:6c:32:67, Dst: D0:0ciGe:49:ib:fo
I Internet Protecol, Sec Addr: 140.113%.131.17 (140.113.3131.17), Dst aAdde: 140,113.131.82 (140.113.131.82)
I User Datagram Protocol, Src Port: 3060 (3060), Dst Port: 4634 (4634)
[= Session Initiatian Pratocal

I Request-Line: INVITE sip:140.113.131.82:4634 SIPSZ.0

[ Massaga Haadar

= Message hady

= Session Description Protocol
Session Desoription Protocol version (vl: 0
I Owner/Creator, Session Id {e): root 182308941) 18230809412 IN IP4 192,168.0,111

Seszsion Wame {s): call
Connection Imformation {cJ): IN IPS 140.113.131.17
Time Description, active time (t)z 0 0
Media Description, mama and addrass (m): audio 33036 ATP/ave 0 B 3 1B 101
Media attribute (a): rtpmap:d pow/ 8000
mMedia attribute (a): rtpmap:8 pcoma/8000
Media attribute {a): rtpmap:3 gsm /5000
Media attribute {a): rtpmap:18 g729/8000
Media Attribute {a): rtpmap: 101 te]cphune-e‘vent_"ﬁﬂﬂﬂ
Media attribute {a): fimtp:101 0-15
Media attribute (a): sendrecw

™ T oTF T T OTF T v Ty

C G T G i é

5000030 00 40 11 17 71 B3 e .BR - l2gilg =
020 83 52 13 <4 12 1a 04 51 B4 b2 49 4e 56 49 54 45 B o 0 d,.INVITE i
030 20 7369 70 3a 31 34 30 Ze 31 31 33 Ze 31 33 31 sip: 140 ,113.131 |
040 7a 3E 37 3a 34 35 33 34 320 33 40 30 2f 37 Ze 30 .E1:4634 SIA/Z.0 =]
B Fiter. [sio _.J .|.Em,,=m-u,.,___| hﬂlﬂ"j fém),“Flle P prony_callee [P 10710 M 0
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200 OK Message of INVITE sent by callee (SDP)

Eie Edit Yiew Caplure Ansiyge Sialistics Help

ST TE|

REE* RO Ne> DFLE QY PHEXE

Mo. . Time Source Deshnation Proftocol [Info

140, 113, 131,82 140 113.131.17 L o z With session description
1 140,113.131.17 140.113,.131.62 5IP Request: ACK s1p:140,113.131,82:4434

306 20, 63267

Ir Frame 305 {862 byte= on wire, B6Z bytes captured)
b Ethernet II. Src: 00:0c:Ge:49:1b:fo, pst: 00:90:cciGezd2aGT
I Internet Pratocal, Src Addr: 140.113.131.82 (140.113.131.82), Dst Addr: 140.133.131.17 (140.113.131.17)
I User Datagram Protocol, Src Port: 4634 (4634}, Dst Port: 5060 (50607
[= Sessian Initiation Protacal
[» Status-Lime: SIP/Z.0 200 OK
[+ Hazzaga Haadar
= Message hady
= Session Description Protacal
5es51on Description Protocal version (wi: 0
b Owner/Creator, Session Id (e): Pad O 0 IN IP4 140.113.131.82
Sessiom Mame {=}: call
Connection Information (c): IN IP4 140,.313.131.82
Bandwidth Information (h): <T:1000
Time Description, active tima (t): O O
Media Description, name and address (w): awdio BO484 RTP/4vP 0 8 3 102
mMedia attribute (a): ripmap:0 pomu/E000
Fedia attribute (a): rtpmap:& powa/B000
Pedia attribute (a): rtpmap:3 gsa/B000
Media attribute (a): rtpmap:101 telephone-event /B000
Media attribute (a): fwtp:101 0-16

™ T T T T OTF W™ T Ty

00 00 90 cc &c 3 BC DU Oc Be 49 1b 5 08 00 45 00 ... T¥g.. nI....E.
Q10 03 50 7 21 DD DD BD 11 af 35 Bc 71 B3 52 dc 71 Prl. .o <5oq:R.g
020 83 11 12 1a 13 c4 03 3c cB 10 53 49 50 2F 32 22 ....... < W SIRF2.
430 30 20 32 30 30 20 4f 4b Od Oz 56 69 61 3a 20 53 0 200 OK ..¥ia: S
040 49 30 2f 37 Ze 30 2f 55 44 50 20 31 34 30 2= 31 IPSZ.0/U OP 140.1

s

ByFiter. 5 ;] F e | 'h-ﬂlﬂfl o E-PF'UH File np_prory_cales [P 10710 oW 0
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200 OK Message of INVITE received by caller (SDP)

tp_prosy. caller - Etlenal

Elle Edit Yiew Capure Anakze Staisdcs  Help

mEEx®S Nes DFEAQQPDEXE

Destinstian

CERGARE R il I7 i T T11 ; =
#b 71.4nboet  151,1RE.0, 111 140.113.141.17 SIF =]
I Frame &2 (800 hytes on wire, 500 bytes captured)
b Etherret 11, Seol 00:04:75i8q:a63eb, Dst: O0:04:13:10:11:26
b Internet Protocol, Seo adde: 140.113.131.1F {140.113.131.17), DT ackd: 192,16%8.0.111 (193.168.0.111)
| User Datsgran Protocol, Src Port: S060 [BOBO], Dst Port: G060 (50BN
= Ressicn Initiation Protocol
P oStatus-Line: STRSI .0 200 oK
[+ Massa02 Header
= Hassage body
= Gessien DRSCriptien Profecs]
session Desoripticn Protocol Yarsion (w)z 0
b Cwner TP eater, Session Id (ox: PAM 0 0 IN IP4 140.113.191.B2
session Mame (s3: call
p Connecticon Irformation {c): DM IPd 140.113.131.17
p Eandwidth Irformation ¢h: cro1000
p Time Description, activa tima (t): 00
b Media Dnsr_r'ipt'im. rana and addrass [mY: audic 35056 ATRfave 0 E 3 10l
b Medis attribote (=): rtpnap:0 ponod8000
b Medie Attri boks O rtpmap:8 pona/s000
b Medis attribate (=): rtpnap:3 g=n#8000
b Medim attribot= C=h: rtpnap 101 telephone-sventBOO0
p Media atcribute () fotp:lol 0-18
000 00 04 13 10 1L 18 00 G4 75 4 66 0 UE 00 45 10 ..., 4 A B =
010 03 12 00 00 40 00 3f 11 &E 31 Ec 71 E3 11 ch =8 Lo W80T hdlg.o..
o 00 6F 13 <4 13 ¢4 02 fe db ec 53 45 S0 2F 2 e a0 0 GSIPFE. |
030 30 20 32 30 30 20 4f 4b Od Da 56 6% BL 3m 20053 0O ZO00 OK . .¥ia: 5 |
040 99 60 2F 32 Ze 30 1f GBS 44 S0 20 31 39 32 e 31 IFS2.0/u DP 192.1 :ﬂ
0 Fier [5in = | 4 Beression | W] o Eﬂﬂh'“ File: i _caller [P 501 020 1 0
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. . SIPUAR T
[T | | ATEn | Aaiie | A |AnEae | Csale | messe | amer | TRSAT
I A Atk 3} X RTP o g
VPN o 5 A~ F 3 7 bl & P E Bk 5
Asigmment | 3 3 % Z 5 % EEp | &= %
UPnP . x‘%: E E & & & RS R &
STUN x % = % b & % RE 5 ki %
Session %—‘ ja:“ }% ] }?:‘_ % ;ﬂ?; ﬁﬂ*—% *}'_E- g
Controller = - A
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Summary

= Static Mapping is a simple mechanism, but users and network
administrators should manually configure the IP and port for each
IP phones. This work is tedious.

= VPN is a server-based solution. A user should have a VPN
account and build VPN connection before communication. VPN
will increase communication delay.

= STUN is a popular solution for non-symmetric NAT, but STUN
cannot assist SIP to traverse symmetric NAT.

= A SIP UA obtains public IP & port information from NAT via UPnP
and modifies the application-layer header. However, old NATs
cannot provide UPnP without upgrade.

= Session Controller helps SIP and RTP traverse NAT without
modifying SIP UA and NAT.

= NTP VolIP Platform provides all above NAT traversal mechanisms.

103




N T S T s i ae 117 §%g
Reference (1)

" TANET2004, , Oct 2004

= B. Gleeson, A. Lin, J. Heinanen, G. Armitage, A. Malis, “A Framework
for IP Based Virtual Private Networks”, IETF RFC-2764, February 2000.

= H. Schulzrinne, S. Casner, R. Frederick, V. Jacobson, “RTP: A
Transport Protocol for Real-Time Applications”, IETF RFC-3550, July
2003.

= J. Rosenberg, H. Schulzrinne, G. Camarillo, A. Johnston, J. Peterson, R.
Sparks, M. Handley, E. Schooler, “SIP: Session Initiation Protocol”, IETF
RFC-3261, June 2002.

= J. Rosenberg, J. Weinberger, C. Huitema, R. Mahy, “STUN - Simple
Traversal of User Datagram Protocol (UDP) Through Network Addres s
Translators (NATs) ", IETF RFC-3489, March 2003.

= M. Handley, V. Jacobson, “SDP: Session Description Protocol”, IETF
RFC-2327, April 1998.

= P. Srisuresh, M. Holdrege, “IP Network Address Translator (NAT)
Terminology and Considerations”, IETF RFC-2663, August 1999.

= R. Droms, “Dynamic Host Configuration Protocol”, IETF RFC-1541,
October 1993.

104



-é:‘mm!&?mﬂu TR LAB 117 %gg

VOIP LAB

Reference (2)

R. Fielding, J. Gettys, J. Mogul, H. Frystyk, L. Masinter, P. Leach, T.
Berners-Lee, “Hypertext Transfer Protocol -- HTTP/1.1”, IETF RFC-2616,
June 1999.

Ethereal: A Network Protocol Analyzer, http://www.ethereal.com/
iptel.org SIP Server: SIP Express Router, http://www.iptel.org/ser/
Microsoft Corporation, http://www.microsoft.com/

NTP VoIP SIP NAT
http://tingfan.csie. org/~huangyl/tanet2004/nat traversal_of sip_ sdp.pdf

PortaOne nathelper RTP Proxy,
http://www.portaone.com/resources/downloads/index.html

snom technology AG — Voice over IP (VolP) SIP Phones,
http://www.snom.com/index1 _en.php

UPNnP(TM) Forum, http://www.upnp.org

voip-info.org: RTP Symmetric, http://www.voip-info.org/wiki-
RTP+Symmetric

Windows Messenger for Windows XP,
http://www.microsoft.com/windows/messenger/

. SIP Traversal over NAT Mechanisms

on NTP VolIP Platform. TANET2004. . Oct 2004. 105



