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OutlineOutline

nn Introduction to SIP and NATIntroduction to SIP and NAT
nn NAT Problem DefinitionNAT Problem Definition
nn NAT Solutions on NTP VoIP PlatformNAT Solutions on NTP VoIP Platform
nn ComparisonComparison
nn ConclusionConclusion
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Windows Messenger InstallationWindows Messenger Installation
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StepStep--byby--step Installationstep Installation



5

LAB 117
&

VoIP LAB

Windows Messenger Getting StartWindows Messenger Getting Start
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Windows Messenger ConfigurationWindows Messenger Configuration
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SIP Server ConfigurationSIP Server Configuration
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LoginLogin
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SIP RegistrationSIP Registration
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DialingDialing
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SIP INVITE TransactionSIP INVITE Transaction
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BYE TransactionBYE Transaction
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Accept a CallAccept a Call
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Registration Message Flow [1/2]Registration Message Flow [1/2]

bean@140 .113 .66.47 140 .113 .27.54

[M1] Register
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Registration Message Flow [2/2]Registration Message Flow [2/2]

bean@140 .113 .66.47 140 .113 .27.54

[M1] Register

[M2] 200 OK
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Call Message Flow [1/15]Call Message Flow [1/15]
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Call Message Flow [2/15]Call Message Flow [2/15]
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Call Message Flow [3/15]Call Message Flow [3/15]
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Call Message Flow [4/15]Call Message Flow [4/15]
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Call Message Flow [5/15]Call Message Flow [5/15]
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Call Message Flow [6/15]Call Message Flow [6/15]
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Call Message Flow [7/15]Call Message Flow [7/15]
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Call Message Flow [8/15]Call Message Flow [8/15]
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Call Message Flow [9/15]Call Message Flow [9/15]

140.113.66.92

140.113.27.54
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Call Message Flow [10/15]Call Message Flow [10/15]
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Call Message Flow [11/15]Call Message Flow [11/15]
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Call Message Flow [12/15]Call Message Flow [12/15]
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Call Message Flow [13/15]Call Message Flow [13/15]
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Call Message Flow [14/15]Call Message Flow [14/15]
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Call Message Flow [15/15]Call Message Flow [15/15]
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What is NATWhat is NAT

n NAT - Network Address Translation
n RFC 3022 - Traditional IP Network Address Translator 
n RFC 1918 - Address Allocation for Private Internets (BCP 5)
n RFC 2993 - Architectural Implications of NAT
n RFC 3027 - Protocol Complications with the IP Network Address        

Translator
n RFC 3235 - Network Address Translator (NAT)-Friendly Application 

Design Guidelines

n Convert IP Address (with Port multiplexing) between 
private and public realm

n Works on network and transport layers
n Transparent for Application
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NAT SchematicNAT Schematic

Computer A
IP: 192.168.0.5

Port: 80

Computer B
IP: 192.168.0.8

Port: 80

NAT

IP: 140.113.131.89
Port: 10080

IP: 140.113.131.89
Port: 20080

Mapping Table
192.168.0.5:80 <-> 10080
192.168.0.8:80 <-> 20080

DHCP
Server

DHCP Client
PPPoE Client

Private NIC Public NIC

Public 
Internet

NAT
Forwarding Engine
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Types of NATTypes of NAT

n Fully Cone: map an internal IP and port to a public port
n Restricted Cone: Fully Cone with IP filtering
n Port Restricted Cone: Fully Cone with IP and port filtering
n Symmetric: build IP and port mapping according to a 

session ID
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FullFullyy Cone NATCone NAT

n Client sends a packet to public address A.
n NAT allocates a public port (12345) for private port (21) on 

the client.
n Any incoming packet (from A or B) to public port (12345) 

will be dispatched to private port (21) on the client. 

Client
IP: 192.168.0.5

Port: 21

NAT

IP: 140.113.131.89
Port: 12345

Mapping Table
192.168.0.5:21 <-> 12345

Computer A
IP: 140.113.131.86

Port: 20202

Computer B
IP: 140.113.131.87

Port: 10101
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Restricted Cone NAT (1/2)Restricted Cone NAT (1/2)

n Client sends a packet to public address A.
n NAT allocates a public port (12345) for private port (21) on 

the client.
n Only incoming packet from A to public port (12345) will be 

dispatched to private port (21) on the client.

Client
IP: 192.168.0.5

Port: 21

NAT

IP: 140.113.131.89
Port: 12345

Mapping Table       Filtering      
192.168.0.5:21 <-> 12345 (for  A)

Computer A
IP: 140.113.131.86

Port: 20202

Computer B
IP: 140.113.131.87

Port: 10101
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Restricted Cone NAT (2/2)Restricted Cone NAT (2/2)

n Client sends another packet to public address B.
n NAT will reuse allocated public port (12345) for private 

port (21) on the client.
n Incoming packet from B to public port (12345) now will be 

dispatched to private port (21) on the client. 

Client
IP: 192.168.0.5

Port: 21

NAT

IP: 140.113.131.89
Port: 12345

Mapping Table         Filtering      
192.168.0.5:21 <-> 12345 (for A)
192.168.0.5:21 <-> 12345 (for B)

Computer A
IP: 140.113.131.86

Port: 20202

Computer B
IP: 140.113.131.87

Port: 10101
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Port Restricted Cone NATPort Restricted Cone NAT

n Client sends a packet to public address A port 20202.
n NAT will allocate a public port (12345) for private port (21) 

on the client.
n Only incoming packet from address A and port 20202 to 

public port (12345) will be dispatched to private port (21) 
on the client.

Client
IP: 192.168.0.5

Port: 21

NAT
IP: 140.113.131.89
Port: 12345

Mapping Table         Filtering      
192.168.0.5:21 <-> 12345 (for A : 20202)
192.168.0.5:21 <-> 12345 (for A : 30303)

Computer A
IP: 140.113.131.86

Port: 20202
Port: 30303
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Symmetric NATSymmetric NAT

n NAT allocates a public port each time the client sends a 
packet to different public address and port

n Only incoming packet from the original mapped public 
address and port will dispatch to private port on client

Client
IP: 192.168.0.5

Port: 21
NAT

IP: 140.113.131.89
Port: 12345

Mapping Table Filtering      
192.168.0.5:21 <-> 12345 (for  A : 20202)
192.168.0.5:21 <-> 45678 ( for B : 10101)

Computer A
IP: 140.113.131.86

Port: 20202

Computer B
IP: 140.113.131.87

Port: 10101
IP: 140.113.131.89
Port: 45678
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SIPSIP and NATand NAT

n NAT converts IP addresses in IP Headers
n Problem 1:

n SIP/SDP is an application-layer protocol but 
contains IP address/port information, which is not 
translated by NAT

n Problem 2:
n Private client must send a outgoing packet first 

(to create a mapping on NAT) to receive incoming 
packet
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Testing EnvironmentTesting Environment

n SIP UA 1: User Agent behind NAT (Private Domain).
n SIP UA 2: SIP UA outside NAT (Public Domain).
n SIP Proxy: IPtel SIP Express Router (SER) v0.8.11.
n NAT: Windows XP with 2 NICs
n Packet Analyzer 1 & 2: Ethereal



41

LAB 117
&

VoIP LAB

The Problem (1/2)The Problem (1/2)

n Due to private address, the Via and Contact header 
fields in SIP messages sent by UA1 are incorrect.
n With incorrect Via header, responses of messages sent 

by UA1 cannot be routed back.
n With incorrect Contact address in REGISTER messages, 

call server cannot inform UA1 the incoming calls.
n UA1 can only act as a calling party.
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Incorrect REGISTER MessageIncorrect REGISTER Message
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The Problem (2/2)The Problem (2/2)

n When UA1 initiate a call, the connection 
information (c and m) for media establishment 
in SDP are also incorrect.
n UA2 gets a private peer address, the RTP

packets from UA2 cannot be routed to UA1.
n Media can only be sent from UA1 to UA2.
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Incorrect Fields in SDP of INVITE MessageIncorrect Fields in SDP of INVITE Message
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Solving NAT Traversal ProblemsSolving NAT Traversal Problems

n Targets
n Discover mapped public IP & port for private IP & port
n Use mapped public IP & port in application layer message
n Keep this mapping valid

n Timing Issue
n NAT will automatically allocate a public port for a private addr ess & 

port if need.
n NAT will release the mapping if the public port is “idle”

n No TCP connection on the port 
n No UDP traffic on the port for a period (1 min~5 min)

n Keep a TCP connection to target
n Send UDP packet to target every specified interval
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NAT NAT Traversal Traversal SolutionsSolutions

nn Static MappingStatic Mapping
nn VPNVPN (Virtual Private Network)
nn UPnPUPnP (Universal Plug-and-Play)

n UPnP Forum - http://www.upnp.org/

nn STUNSTUN (Simple Traversal of UDP Through Network 
Address Translators)
n RFC 3489
n Works except symmetric NAT

nn Session ControllerSession Controller
n B2BUA+RTP Proxy
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NAT ConfigurationNAT Configuration--
Using Windows XP with 2 Using Windows XP with 2 NICsNICs
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NAT of Windows XP with 2 NAT of Windows XP with 2 NICsNICs

n 使用Windows XP架設NAT需要兩
張網卡
n 區域連線
n 區域連線2

n 將“區域連線”連接NAT內部網路; 
而“區域連線2”連接NAT外部網路
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NAT of Windows XP Setup (1)NAT of Windows XP Setup (1)
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NAT of Windows XP Setup (2)NAT of Windows XP Setup (2)
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NAT of Windows XP Setup (3)NAT of Windows XP Setup (3)
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NAT of Windows XP Setup (4)NAT of Windows XP Setup (4)
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NAT of Windows XP Setup (5)NAT of Windows XP Setup (5)
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Static Mapping and Manual ConfigurationStatic Mapping and Manual Configuration
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Windows XP NAT Setup (1)Windows XP NAT Setup (1)

n 開啟NAT對外的連線介面, 於
firewall上設定將NAT內部的port指
定到特定NAT對外連線介面的port
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Windows XP NAT Setup (2)Windows XP NAT Setup (2)

For SIP

For RTP
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SIP UA Setup for Static Mapping (1)SIP UA Setup for Static Mapping (1)
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SIP UA Setup for Static Mapping (2)SIP UA Setup for Static Mapping (2)
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REGISTER MessageREGISTER Message
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INVITE Message (SIP)INVITE Message (SIP)
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INVITE Message (SDP)INVITE Message (SDP)
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Virtual Private Network (VPN)Virtual Private Network (VPN)
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VPN Setup on Windows XP (1)VPN Setup on Windows XP (1)
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VPN Setup on Windows XP (2)VPN Setup on Windows XP (2)
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VPN Setup on Windows XP (3)VPN Setup on Windows XP (3)
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VPNVPN
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Before Setup VPN ConnectionBefore Setup VPN Connection

Default Route
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After Setup VPN ConnectionAfter Setup VPN Connection

Default Route
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UPnP UPnP –– Universal PlugUniversal Plug--andand--PlayPlay
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UPnP UPnP 運作流程運作流程

詢問NAT的Private IP位址

詢問NAT的Public IP位址

請求NAT建立Port Mapping
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SSDP Discover Message (1)SSDP Discover Message (1)
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SSDP Discover Message (2)SSDP Discover Message (2)
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IGD Control Message (1)IGD Control Message (1)
POST /upnphost/udhisapi.dll?control=uuid:323c1e53-7be5-438a-9004-e3b4189e45d5+urn:upnp-org:serviceId:WANIPConn1 HTTP/1.1
Host: 192.168.0.1:2869
Content-Length: 336
Content-Type: text/xml; charset="utf-8"
SOAPAction: "urn:schemas-upnp-org:service:WANIPConnection:1#GetExternalIPAddress"

<SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<SOAP-ENV:Body>
<u:GetExternalIPAddress xmlns:u="urn:schemas -upnp-org:service:WANIPConnection:1">
</u:GetExternalIPAddress>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

HTTP/1.0 200 OK
Date: Wed, 07 Jul 2004 08:15:39 GMT
Connection: close
Server: Microsoft -Windows -NT/5.1 UPnP/1.0 UPnP-Device-Host/1.0
Content-Length: 464
Content-Type: text/xml; charset="utf-8"
EXT:

<?xml version="1.0"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" SOAP-

ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"><SOAP-ENV:Body><m:GetExternalIPAddressResponse
xmlns:m="urn:schemas -upnp-org:service:WANIPConnection:1"><NewExternalIPAddress xmlns:dt="urn:schemas -microsoft-
com:datatypes " dt:dt="string">140.113.131.89</NewExternalIPAddress></m:GetExternalIPAddressResponse></SOAP-
ENV:Body></SOAP-ENV:Envelope>



74

LAB 117
&

VoIP LAB

IGD Control Message (2)IGD Control Message (2)
POST /upnphost/udhisapi.dll?control=uuid:323c1e53-7be5-438a-9004-e3b4189e45d5+urn:upnp-org:serviceId:WANIPConn1 HTTP/1.1
Host: 192.168.0.1:2869
Content-Length: 732
Content-Type: text/xml; charset="utf -8"
SOAPAction: "urn:schemas-upnp-org:service:WANIPConnection:1#AddPortMapping"

<SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"

SOAP-ENV:encodingStyle ="http://schemas.xmlsoap.org/soap/encoding/">
<SOAP-ENV:Body>
<u:AddPortMapping xmlns:u="urn:schemas-upnp-org:service:WANIPConnection:1">
<NewRemoteHost></NewRemoteHost>
<NewExternalPort>53404</NewExternalPort>
<NewProtocol>UDP</NewProtocol>
<NewInternalPort>5060</NewInternalPort>
<NewInternalClient >192.168.0.111</NewInternalClient>
<NewEnabled>1</NewEnabled>
<NewPortMappingDescription >s0EBEo (192.168.0.111:5060) 53404 UDP</ NewPortMappingDescription >
<NewLeaseDuration >0</NewLeaseDuration >

</u:AddPortMapping >
</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

HTTP/1.0 200 OK

Date: Wed, 07 Jul 2004 08:15:39 GMT
Connection: close
Server: Microsoft-Windows-NT/5.1 UPnP/1.0 UPnP-Device-Host/1.0

Content-Length: 305
Content-Type: text/xml; charset="utf -8"
EXT:

<?xml version="1.0"?>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org /soap/envelope/" SOAP-
ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"><SOAP-ENV:Body><m:AddPortMappingResponse xmlns:m="urn:schemas-
upnp-org:service:WANIPConnection:1"/></SOAP-ENV:Body></SOAP-ENV:Envelope>
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IGD Control Message (3)IGD Control Message (3)
POST /upnphost/udhisapi.dll?control=uuid:323c1e53-7be5-438a-9004-e3b4189e45d5+urn:upnp-org:serviceId:WANIPConn1 HTTP/1.1
Host: 192.168.0.1:2869
Content-Length: 734
Content-Type: text/xml; charset="utf -8"
SOAPAction: "urn:schemas-upnp-org:service:WANIPConnection:1#AddPortMapping"

<SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"

SOAP-ENV:encodingStyle ="http://schemas.xmlsoap.org/soap/encoding/">
<SOAP-ENV:Body>
<u:AddPortMapping xmlns:u="urn:schemas-upnp-org:service:WANIPConnection:1">
<NewRemoteHost></NewRemoteHost>
<NewExternalPort>13016</NewExternalPort>
<NewProtocol>UDP</NewProtocol>
<NewInternalPort>10002</NewInternalPort>
<NewInternalClient >192.168.0.111</NewInternalClient>
<NewEnabled>1</NewEnabled>
<NewPortMappingDescription >s3EBEo (192.168.0.111:10002) 13016 UDP</NewPortMappingDescription >
<NewLeaseDuration >0</NewLeaseDuration >

</u:AddPortMapping >
</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

HTTP/1.0 200 OK

Date: Wed, 07 Jul 2004 08:15:40 GMT
Connection: close
Server: Microsoft-Windows-NT/5.1 UPnP/1.0 UPnP-Device-Host/1.0

Content-Length: 305
Content-Type: text/xml; charset="utf -8"
EXT:

<?xml version="1.0"?>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org /soap/envelope/" SOAP-
ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"><SOAP-ENV:Body><m:AddPortMappingResponse xmlns:m="urn:schemas-
upnp-org:service:WANIPConnection:1"/></SOAP-ENV:Body></SOAP-ENV:Envelope>
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Current Defects of UPnPCurrent Defects of UPnP

n 目前尚未解決的問題
n Aging 問題

n 程式需自行清除 port mapping

n 安全性問題
n UPnP 尚未提供認證機制

n Multi-level NAT 
n NAT 內的裝置只能存取前ㄧ層的 IP 位址
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REGISTER MessageREGISTER Message
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INVITE Message (SIP)INVITE Message (SIP)
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INVITE Message (SDP)INVITE Message (SDP)
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SSimple imple TTraversal of raversal of UUDP through DP through NNAT AT 

(STUN)(STUN)
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STUN (RFC 3489)STUN (RFC 3489)

n A mechanism for a socket behind NAT(s) to get its mapped 
(IP,port) on Internet.

n Check whether UA is behind NAT.
n If not true, the STUN mechanism is not applied.

n When new socket is created, use this socket to request its 
mapped (IP,port) from STUN server.
n The response IP is stored in a string buffer.
n The response port is saved in a table, using source port as key.

n When UA wants to stuff local IP or port in a message, it will 
first look up mapped IP or port in the table.
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STUN ServerSTUN Server

n Allow clients to discover if it is behind a NAT, what type of NAT it is, and 
the public address & port NAT will use.

n Very Simple Protocol, Easy to implement, Little load

Client
IP: 192.168.0.111

Port: 5060

IP: 140.113.131.89
Port: 1038 STUN Server

IP: 140.113.131.2
Port: 3478

NAT

Client want receive 
packet at port 5060

Send a query to STUN 
server from port 5060

STUN Server receive packet from 
140.113.131.89 port 1038

STUN Server send a response packet to 
client. Tell him his public address is 

140.113.131.89 port 1038
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Use STUN for SIP RegistrationUse STUN for SIP Registration

n Use port 5060 to send a packet to STUN Server
n Receive public address & port mapped to client:5060 from STUN Se rver
n Fill the SIP register message with client’s public address & port, send to 

proxy server 

IP: 140.113.131.89
Port: 1038 STUN Server

IP: 140.113.131.2
Port: 3478

NAT

Proxy Server
IP: 140.113.131.7

Port: 5060

REGISTER sip:140.113.131.7 SIP/2.0
Via: SIP/2.0/UDP 140.113.131.89:1038
From: “Ya-Lin” <sip:944021375@140.113.131.7>
To: “Ya-Lin” <sip:944021375@140.113.131.7>
…
Contact: <sip:944021375@140.113.131.89:1038>
…

Client
IP: 192.168.0.111

Port: 5060
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STUNSTUN訊息格式訊息格式

Message Type (16bits) Message Length (16bits) 

Transaction ID (128-bits) 

Type (16bits) Length (16bits) 

Value 

Type (16bits) Length (16bits) 

Value 

 

Message Payload 

Message Header 
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STUN Message (Register)STUN Message (Register)
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Correct SIP REGISTER MessageCorrect SIP REGISTER Message
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STUN Message (SIP Port)STUN Message (SIP Port)
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Correct INVITE Message (SIP)Correct INVITE Message (SIP)
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Use STUN for RTPUse STUN for RTP

n Send STUN queries from RTP port (10002) to STUN Server
n Use replied public address & port in SDP

IP: 140.113.131.89
Port: 1042 STUN Server

IP: 140.113.131.2
Port: 3478

NAT

Proxy Server
IP: 140.113.131.7

Port: 5060

INVITE …
…
Content-Type: application/sdp

c=IN IP4 140.113.131.89
m=audio 1042RTP/AVP 0 8 3 18

Client
IP: 192.168.0.111
RTP Port: 10002

UA
RTP Port: 9000
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STUN Message (SDP Port)STUN Message (SDP Port)
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Correct INVITE Message (SDP)Correct INVITE Message (SDP)
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Session ControllerSession Controller



94

LAB 117
&

VoIP LAB

Session Controller Session Controller 運作方法運作方法

n SIP
n Add Record-Route header to enforce every SIP message inside this session  

passing through SIP Proxy for further modification
n Modify Contact header for further routing
n Add rport and received tag into Via for further routing

n SDP
n Replace sdp of each UA into that of SIP Proxy for relaying RTP packages
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SIP Server ConfigurationSIP Server Configuration
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REGISTER MessageREGISTER Message
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200 OK Message of REGISTER200 OK Message of REGISTER
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INVITE Message sent by caller (SDP)INVITE Message sent by caller (SDP)
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INVITE Message received by INVITE Message received by calleecallee (SDP)(SDP)
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200 OK Message of INVITE sent by 200 OK Message of INVITE sent by calleecallee (SDP)(SDP)
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200 OK Message of INVITE received by caller (SDP)200 OK Message of INVITE received by caller (SDP)
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ComparisonComparison

需要支援的設備 限制性比較 使用方便性比較
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SummarySummary

nn Static MappingStatic Mapping is a simple mechanism, but users and network 
administrators should manually configure the IP and port for eac h 
IP phones. This work is tedious.

nn VPNVPN is a server-based solution. A user should have a VPN 
account and build VPN connection before communication. VPN 
will increase communication delay.

nn STUNSTUN is a popular solution for non-symmetric NAT, but STUN 
cannot assist SIP to traverse symmetric NAT. 

n A SIP UA obtains public IP & port information from NAT via UPnPUPnP
and modifies the application-layer header. However, old NATs
cannot provide UPnP without upgrade.

nn Session ControllerSession Controller helps SIP and RTP traverse NAT without 
modifying SIP UA and NAT.

nn NTP VoIP PlatformNTP VoIP Platform provides all above NAT traversal mechanisms.
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